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Overview

What is this software?

Backup247 brings you specialized client backup software, namely Backup247 Standard Backup
Suite (B247LITE), to provide a set of tools to protect your Office 365 user accounts. This includes
backup and recovery of individual emails, contacts, calendars and other mail items in your Office
365 Outlook, files on OneDrive and SharePoint, with snapshots / versioning, and retention policy
to protect even items that you may have accidentally deleted from your Office 365 user account.

System Architecture

Below is the system architecture diagram illustrating the major elements involved in the backup
process among the Office 365 service, Backup247 Standard Backup Suite (B247LITE) and
B247CBS.

In this user guide, we will focus on the software installation, as well as the end-to-end backup
and restore process using the Backup247 Standard Backup Suite (B247LITE) (Agent-based).
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1.3 Why should | use Backup247 Standard Backup Suite
(B247LITE) Run on Client (Agent-based) solution to back up my
Office 365 data?

We are committed to bringing you a comprehensive Office 365 backup solution with Backup247
Standard Backup Suite (B247LITE). Below are some key areas that can help make your
backup experience a better one.
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User-defined Backup Destination

Backup users have more options in assigning a backup destination (i.e., B247CBS, Cloud or
Predefined destinations, and standard and local destination).

Performance

Agent-based backup is performed on a physical machine or computer with resources that is dedicated
for backup and restore operations. Once the backup client is deployed on the machine, the users have
more control on the hardware which affects the overall backup and restore performance.

The introduction of the Change Key APl in v8.3.4.0 has significantly improved backup performance for
both Full and Incremental backup jobs, which means Office 365 user accounts with a large number of
items, each incremental backup can be completed within hours.

Easy to Use

Agent-based backup solution has a traditional backup approach that is well understood by most
administrators and end users who would only need minimal effort and time to understand the backup
and/or restore operations.




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

Task-centered User Interface

Agent-based backup solution make it a good option for users to have more control on the individual
backup/restore and resources management.

System Logs Availability

System logs for Data Integrity Check and space freeing up results is accessible for the end users and
can be reviewed anytime. Unlike with the agentless backup where system logs will only be available
upon request from the backup service provider.

Reminder Feature

With the agent-based backup, a reminder feature is provided which will display a backup confirmation
dialog box that will prompt user to run a backup job during machine log off, restart, or shut down when
enabled.

More Restore Locations

Agent-based backup offers you three (3) restore locations such as the local machine, original location
(or the cloud storage where you backed up them), and alternate location (which is through the same
cloud storage but on a different folder).

Flexible restore option: Restore items to the original location or an alternate location.

Restore Filter

Agent-based backup has a restore filter feature which allows users to easily search directories, files,
and/or folders to restore.

Fast and Efficient

We understand that backup could be a time and resources consuming process, which is why
Backup247 Standard Backup Suite (B247LITE) is designed with advanced technologies to make
backup a fast and efficient process.

We also understand that you may wish to run backup at a specified time interval of your choice, that's
why we also allow you to set your own backup schedules so that you can take full control of the time
when to perform backup.

© Multi-threading — this technology utilizes the computing power of multiple CPU cores for
creating multiple backup and restore threads to produce fast backup and restore performance.

Backup job uses a maximum of 4 concurrent threads.

C
e

B247CES Backup Server

Office 365

o ”me
YR Pl

Cloud Destination




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

As shown, the technology translates into a total of 4 concurrent threads.

© Index File Structure — The index file structure has been re-designed to improve the backup
and restore performance.

Each Office 365 user will have its own individual index file instead of a single index file for all
users within the backup set.

Po Po
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This new design eliminates any potential /0 performance bottlenecks when the index files are
updated during each backup job, which can occur when using single index file structure for
multi-thread concurrent backup.

© Block Level Incremental Backup — this technology breaks down the backup files into
multiple blocks and only the changed blocks will be backed up each time.

Backup of Selected Items

To back up the Office 365 user accounts, the backup source can be user level, and even item level.

Flexible backup options: Can select all components in the Office 365 user account, individual
components such as Outlook, OneDrive, or Personal SharePoint or specific items within Outlook,
OneDrive, Personal SharePoint.

High Level of Security

We understand your Office 365 users may contain sensitive information that requires to be protected,
that is why your backup data will be encrypted with the highest level of security measure.

© Un-hackable Encryption Key — to provide the best protection to your backup data, you can
turn on the encryption feature which will be default encrypt the backup data locally with AES
256-bit truly randomized encryption key.

© Encryption Key Recovery — a last resort for you to recover your encryption key in case you
have lost it. Your backup service provider can make it mandatory for you to upload the
encryption key to the centralized management console, the encryption key will be uploaded in
hashed format and will only be used when you request for a recovery.




Centralized Management Console

BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

Our enriched features on the centralized web console offers you a one-stop location for monitoring
and managing your backup and restore. Below is an overview of what you can do with it. For more
details regarding the setup and operations of the centralized management console, refer to the

B247CBS v9 User’'s Guide for details.

Create/ update/ delete backup set
Restore backup set
Configure user settings

Configure backup settings

Monitor backup and restore live activities

Monitor storage statistic

o Cloud Destinations Backup

View and download backup and restore reports

To offer you with the highest flexibility of backup destination, you can now back up Office 365 user to
a wide range of cloud storage destinations. Utilizing cloud destination backup gives you an extra layer
of protection in the event of a local drive corruption, where you will still be able to retrieve data from

the cloud destination.

Below is a list of supported cloud destinations.
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Dropbox

FTP
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Differences between a Run on Client and Run on Server Backup Set

The following table summarizes the differences in backup options available for a Run on Server or
Run on Client, and the tool to use (client agent or user web console) when performing a backup and
restore:

Feat I i Run on Client Run on Server
SAUIESEURCHONS Office 365 Backup Set Office 365 Backup Set
General Settings v v
Backup Source v v
Backup Schedule v v
Destination _BZ_47CBS, Predefined BZ47CB$ an_d Predefined
Destinations, Standard and Local Destinations only
Multiple Destinations v 4
o Backup247 Advanced Client
Deduplication (B247PRO) v
Retention Policy v v
. Backup247 Advanced Client
Command Line Tool (B247PRO) X
Reminder Backup247 Advanced Client X
(B247PRO) / Backup247
Bandwidth Control v v
IP Allowed for Restore v X
System Logs of Data Integrity v %
Check and Space Freeing Up
Other v v
Backup247 Advanced Client
(B247PRO) / Backup247 B247CBS User Web Console
To Run a Backup Standard Backup Suite Only
(B247LITE)
Backup247 Advanced Client
To Run a Restore (B247PRO) / Backup247 B247CBS User Web Console
Standard Backup Suite Only
(B247LITE) / Backup247 OBR

Aside from backup options, the table below shows other operations that can be performed using web
console and client agent:

Features/Functions Run on Client Run on Server

Office 365 Backup Set Office 365 Backup Set
Data Integrity Check v v
Space Freeing Up v v
Delete Backup Data v v
Decrypt Backup Data v X

NOTE

For more details on the Run on Server backup option, please refer to the following guide:
B247CBS v9 User Guide — Office 365 Run on Server (Agentless) Backup and Restore Guide
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1.4 About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to get started with setting up
your system for Office 365 backup and restore, followed by step-by-step instructions on creating
backup set, running backup job, and restoring backed up data, using Backup247 Standard
Backup Suite (B247LITE).

The document can be divided into 3 main parts.

Part 1: Preparing for Office 365 Backup & Restore

Requirements
Requirements on hardware & software for installation

Best Practices and Recommendations
Iltems recommended to pay attention to before backup and restore

Part 2: Performing Office 365 Backup

Logging in to Client Agent
Log in to Backup247 Standard Backup Suite (B247LITE)

Creating a Backup Set
Create a backup set using Backup247 Standard Backup Suite (B247LITE)

Running a Backup Set
Run a backup set using Backup247 Standard Backup Suite (B247LITE)

Part 3: Restoring Office 365 Backup

Restoring a Backup Set using Backup247 Standard Backup Suite

(B247LITE)

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to set
up your system to backup Office 365 on Backup247 Standard Backup Suite (B247LITE), as
well as to carry out an end-to-end backup and restore process.

Who should read this document?

This documentation is intended for backup administrators and IT professionals who are
responsible for the Office 365 backup and restore.
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2 Preparing for Backup and Restore

2.1 Hardware Requirement

To achieve the optimal performance when Backup247 Standard Backup Suite (B247LITE) is
running on your machine, refer to the following article for the list of hardware requirements.
FAQ: Backup247 Hardware Requirement List (HRL) for version 9.1 or above

2.2 Software Requirement

Make sure the operating system where you have Office 365 installed is compatible with the
Backup247 Standard Backup Suite (B247LITE). Refer to the following article for the list of
compatible operating systems and-application versions.

FAQ: Backup247 Software Compatibility List (SCL) for version 9.1 or above

2.3 Antivirus Exclusion Requirement

To optimize performance of Backup247 Standard Backup Suite (B247LITE) on Windows, and to
avoid conflict with your antivirus software, refer to the following Wiki article the list of processes
and directory paths that should be added to all antivirus software white-list / exclusion list:

FAQ: Suggestion on antivirus exclusions to improve performance of Backup247 software on
Windows.

NOTE

The bJW.exe process is automatically added to Windows Defender exclusion list for Windows 10 and
2016, during installation / upgrade via installer or upgrade via AUA.

2.4 Upgrade VMware Tools Requirement

To avoid an unexpected java crash, if the Windows machine is a guest VM hosted on a VMware
Host, it is highly recommended that the VMware tools version installed on the guest VM is 10.3.5

or higher.
Below is the warning message that will be displayed if the version of the VMware Tools is lower
than 10.3.5.

<y Warning u

g Please upgrade VMware Tools to 10.3.5 or higher to avoid unexpected java crash. Current VMware

Tools version: 10.0.0.50046.

NOTE

For more information about the upgrade of VMware Tools, refer to this article
https://wiki.Backup247 .com/doku.php?id=public: version_9:client:9463_Backup247
obc_crash_on_vm_with_vmware_tools_pre-10.0.5.
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2.5 Backup247 Standard Backup Suite (B247LITE) Installation
Requirements

For agent-based backup and restore, make sure that the latest version of Backup247 Standard
Backup Suite (B247LITE) is installed on your computer with Internet access for connection to
your Office 365 account.

User should also stay up-to-date when newer version of Backup247 Standard Backup Suite
(B247LITE) is released. To get our latest product and company news through email, please
subscribe to our mailing list.

2.6 Backup247 Standard Backup Suite (B247LITE) Licenses
Requirements
Backup247 Standard Backup Suite (B247LITE) licenses are calculated on a per device basis:
For Agent-based:

i. To backup users with one (1) backup client computer

Example: If one Backup247 Standard Backup Suite (B247LITE) is installed then, one
Backup247 Standard Backup Suite (B247LITE) license is required.

. To backup users with multiple backup client computers, the number of Backup247 Standard
Backup Suite (B247LITE) licenses required is equal to the number of devices.

2.7 Add-on Module Requirements

Make sure that the Office 365 Backup feature has been enabled as an add-on module in your
Backup247 Standard Backup Suite (B247LITE) user account and there is enough Office 365
Backup license quota to cover the backup of your users.

Please contact your backup service provider for more details. Below is a sample screen shot of
an Backup247 Standard Backup Suite (B247LITE) User with an add-on module of Office 365
with two (2) licenses.

NOTE

e Please be reminded that a maximum of two modules is allowed for Office 365 Backup on
Backup247 Standard Backup Suite (B247LITE). If you wish to back up more than two Office 365
users, consider using Backup247 Advanced Client (B247PRO) instead. Please contact your
backup service provider for more details.

e Each Backup247 Standard Backup Suite (B247LITE) Office 365 backup set is limited to one
Office 365 user account. Therefore, when you back up two Office 365 user accounts, it will require
two separate backup sets.
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[Govess I T Q) covtct | usercroup
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For more information, refer to Appendix A: Example Scenarios for Office 365 License
Requirement and Usage.

2.8 Backup Quota Requirement

Make sure that your Backup247 Standard Backup Suite (B247LITE) user account has sufficient
quota assigned to accommodate the storage of the Office 365 users for the new backup set and
retention policy. Please contact your backup service provider for more details.

To get an accurate estimate of the backup quota requirement, it is recommended to check the
actual usage of the Office 365 Organization in the Microsoft 365 Admin Centre. Please refer to
this link: Appendix F: Steps on How to view Item count and Storage used in Microsoft 365 Admin
Center

2.9 Public Folder Backup

A licensed Exchange Administrator or a licensed user with Public Folder permission is required
otherwise you will not be able to access the public folder to select items and for backup or
restore.

2.10 SharePoint Personal Site Backup

To be able to backup SharePoint Personal Sites, ensure that you use Hybrid Authentication when
creating a backup set. Due to the current limitation with Microsoft APIl, Modern Authentication is
currently not suitable for backup sets with Personal Sites selected. As backup and restore of
SharePoint metadata are not fully supported.

2.11 Java Heap Size Requirement
The default Java setting heap 2048M, is sufficient for Office 365 backups.

2.12 Office 365 License Requirements
© Office 365 Subscription Plan

The following subscription plans with Office 365 email services are supported to run
backup and restore on Backup247 Standard Backup Suite (B247LITE) or B247CBS User
Web Console.

247
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Office 365 Business Essentials Office 365 Business Premium
Office 365 Education Office 365 Enterprise E1
Office 365 Enterprise E3 Office 365 Enterprise E4
Office 365 Enterprise E5 Office 365 Education

© Office 365 Subscription Status

Make sure your Office 365 subscription with Microsoft is active in order to enjoy all
privileges that come along with our backup services. If your account has expired, renew it
with Microsoft as soon as possible so that you can continue enjoy the Office 365 backup
services provided by Backup247.

When your account is expired, depending on your role, certain access restrictions will be
applied to your account. Refer to the URL below for more details.

Microsoft Office 365 Subscription Status

2.13 Office 365 Permission Requirements

The basic permissions required by an Office user account for authentication of an Office 365
backup set is as follows:

e Global Admin Role

Starting with Backup247 Standard Backup Suite (B247LITE) v8.3.6.0 or above, the
Office 365 account used for authentication must have Global Admin Role, since
Modern Authentication will be used.

This is to ensure that the authorization configuration requirements will be fulfilled (e.g.
connect to Microsoft Azure AD to obtain the App Access Token). To assign the role,
please refer to Ch. 2.13.1.

e A member of Discovery Management security group

The Discovery Management security group must be assigned the following roles. To
assign the role, please refer to Ch. 2.13.2.

=  Mailbox Search
=  Public Folders

Otherwise, proceed to grant all necessary permissions to the Office user account as shown in
the following chapters 2.13.1, 2.13.2 and 2.13.3.
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2.13.1 Assigning Global Admin Role to Accounts

To assign the Global Admin role to accounts, follow the steps below:

i. Click the App launcher in the upper left side then click Admin to go to the Microsoft
365 admin center.

Office 365 L Search
(]

Good afternoon

e Office 365 -

u Outlook ‘ OneDrive

ii. Inthe Microsoft 365 admin center, on the left panel click Users. Find the user you
want to assign the Global Admin role and select Manage roles.
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Username
o cioiczs7 o

Manage username

Sign-out (1)

Sign-out of all Office 365 sessions.

Initiate sign-out

Roles
Mo administrator agcess

), Reset password (%) Block sign-in =, Delete user
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Mail OneDrive

Last sign-in
Mo attempts in last 30 days
View last sign-in

Groups

Manage groups

ii. Inthe Manage roles window, select Admin center access then check the box beside
Global admin. Click Save Changes to save the role you assigned.

Manage roles

Learn more about admin roles

o User (no admin center access)

@ Admin center access

what they can see and do.

I:l Exchange admin (0)

Global admin (D)

I:l Global reader (1)

[T Healndack admin (™

Admin roles give users permission to view data and complete tasks in admin centers. Give
users only the access they need by assigning the least-permissive role.

Global readers have read-only access to admin centers, while Global admins have
unlimited access to edit all settings. Users assigned other roles are more limited in

A\ Your org has more than 100 global admins. Global admins are attacked twice as often as
other accounts, so you should have fewer than 5. To protect data and devices, assign a
limited role instead.See global admins.
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2.13.2 Granting Permission to Discovery Management Group
This permission allows users added under the Members section of the Discovery
Management group (refer to Ch. 2.13.3 for setup) to back up and/or restore user item(s) not

only for their own account, but also the accounts of other users in the same Members section.

i Open https://outlook.office365.com/ecp

Log in to Office 365 as an account administrator.

Exchange admin center

unified messaging

hybrid

dashboard admin roles user roles  Cutlook Web App policies
recipients
P T G ~
permissions + /7R, E
NAME N
compliance management
2767 TTest =
crganization CLBAccessApprovers_1464052964
_ Compliance Management
protection DEV Backup Management
; DEV Mailbox Search Only Management
mail flow
DEV Public Falder Management
mabile Discovery Management
ExchangeServiceAdmins_-8106033
public folders GlobalReaders_290520080

Help Desk
HelpdeskAdmins_440¢9

Hygiene Management

matthew group

365 MFA Applicationlmpersonate
o

Discovery Management

Members of this management role group
can perform searches of mailboxes in the
Exchange organization for data that mests
specific criteria.

Assigned Rcles

Applicationimpersonation
Legal Hold

Mailbox Import Export
Mailbox Search

Public Folders

Members

[QA-Admin account] Ahsay QA
Ahsay Services Demo
asass

Sign in

BS Microsoft

someone@example.com

Sign-in options

Mo account? Create one!

Can't access your account?

Back

T

BS Microsoft
someone@example.com

Enter password

D Keep me signed in

Forgot password?
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iii. Select the permissions menu on the left, then double click on Discovery
Management on the right.

iv. Click the + icon under the Roles section. These are the following roles:
. Mailbox Search
. Public Folders

Discovery Managerment

*Name:

Discovery Management

Description:

Members of this management role group can perform
searches of mailboxes in the Exchange organization for data
hat meets specific criteria.

Write scope:

| Default A

Roles:
MAME Y

Mailbox Search

Public Folders

Members:
MAME DISPLAY NAME Y

shsay.ga [QA-Admin account] Ah...

| Save | ‘ Cancel

v. Click Save to confirm and exit the setting.
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Granting Permission to Accounts for Creating Backup Set

i.  Open https://outlook.office365.com/ecp

ii. Logintothe Office 365 as an account administrator.

BS Microsoft
Sign in

someone@example.com

Mo account? Create one!
Can't access your account?

Sign-in options

BS Microsoft
someone@example.com

Enter password

D Keep me signed in

Forgot password?

Sign in
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ii. Select the permissions menu on the left, then double click on Discovery

Management on the right.

Exchange admin center

dashboard admin roles user roles  Outlock Web App policies
recipients
- m s |
permissions +t/smBkre
. NAME -
compliance management
2767TTest -
organization CLBACcessApprovers_1464052064
) Compliance Management
protection DEV Backup Management
L DEV Mailbox Search Only Management
mail flow

DEV Public Folder Management

mosie

ExchangeServiceAdmins_-8106033

public folders GlobalReaders_290520080
Help Desk
unified messaging HelpdeskAdmins_440e9

Hygiene Management
hybrid

matthew group

0365 MFA Applicationimpersonate

Organization h

Discovery Managernent

Members of this management role group
can perform searches of mailboxes in the
Exchange organization for data that meets
specific criteria.

Assigned Roles

Applicationimpersonation
Legal Hold

Mailbox Import Export
Mailbox Search

Public Felders

Members

[QA-Admin account] Ahsay QA
Ahsay Services Demo
EECET)
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iv. You can now add users to this group. Click the + icon under the Members section.

Discovery Management

“Mame:
[Dﬁm’er‘_.' Management |

Description:

embers of this management role group can perfarm
rehies of madlboues in the Exchange organization for data
1 meets specific oritena,

Wirite scope:
| Default -
Foles:
+ -
MakiE -

Public Folders

FMembers:
+ —

HAME DISFLAY MAME -

exchange-administrator.. [ single 13GE file in... a

[OA-Adirmin sccount] Ah_

T b

pighet [ Auta] Pighet
wser0l [QA-DataType] usell -

Save Cancel
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v. Look for the username(s) of the account that you would like to add permission for,
then click add > OK to add the corresponding user(s) to the permission group.

| x|
MNAME & | DISPLAY NAME
performance-10000mails-user0006 [QA] File100000 -
performance-10000mails-user(007 [QA] 10000mails-user0007
performance-10000mails-user0008 [QA] 10000mails-user0008
performance-3MBattachment-user0001 [QA] 3MBattachment-user0001
performance-3MBattachment-user0002 [QA] 3MEBattachment-user0002
performance-3MBattachment-user0003 [QA] 3MBattachment-user0003
performance-3MBattachment-user0004 [QA] 3MEBattachment-user0004 .
performance-3MBattachment-user0005 [QA] 3MBattachment-user0005
performance-3MBattachment-user0006 [QA] 3MBattachment-user0006
performance-3MBattachment-user0007 [QA] 3MBattachment-user0007
performance-3MBattachment-user0008 [QA] 20095files

1 selected of 500 total
add -»
OK | | Cancel

vi. Click Save to confirm and exit the setting.
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2.14 Data Synchronization Check (DSC) Setup

To compensate for the significant backup performance increase, there is a tradeoff made by the
Change Key API, which skips the checking of de-selected files in the backup source, which over
time can result in a discrepancy between the items or files/folders selected in the backup sources
and the those in the backup destination(s). However, the Change Key API will continue to check
for de-selected Office 365 user accounts. Un-selected individual Office 365 user accounts
detected during a backup job and will be automatically moved to Retention Area.

To overcome this, it is necessary in some cases to run a Data Synchronization Check (DSC)
periodically. The DSC is similar to a regular Office 365 Change Key API backup job but with the
additional checking and handling of de-selected files and/or folders in the backup source. So that
it will synchronize the data in the backup source and backup destination(s) to avoid data build-
up and the freeing up of storage quota.

Here are the pros and cons of performing the data synchronization check.

Enabled Disabled

Backup time Since data synchronization As data synchronization check is
check is enabled, it will only run | disabled, the backup time will

on the set interval. For example, | not be affected.

the default number of interval is
60 days.

The backup time for the data
synchronization job will take
longer than the usual backup as
it is checking the de-selected
files and/or folders in the backup
source and data in backup
destination(s).

Storage

Management of storage quota
will be more efficient as it will
detect items that are de-selected
and moved it to retention and will
be removed after it exceeds the
retention policy freeing up the
storage quota.

Management of storage quota
will be less efficient even though
files and/or folders are already
de-selected from the backup
source, these files will remain in
the Data Area of backup
destination(s).
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Data Synchronization Check Process

2 O B o0 4B
S ER_¥2 S S
‘& O @ -

o -
—_—
Start Data Check for de-selected Synchronize de-selected Data Synchronization
Synchronization files and/or folders files and/or folders in Check Completed
Check backup source with data

backup destination(s)

o
A

» .
——
No de-selected files and/or folders

Continue backup job

Check for de-selected files and/or folders from o The files and/or folders which are already de-selected
backup source; Outlook, OneDrive, Personal in backup source are moved to retention area during

Site, and Public Folder. synchronization.
=% If YES, proceed to o o Data Synchronization Check is completed.
=¥ If NO, proceed to o o Backup job continues

NOTE

To set up the Data Synchronization Check (DSC), refer to Appendix E Setting the Data Synchronization
Check (DSC)
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2.15 Authentication

To comply with Microsoft’s product roadmap for Office 365, from Backup247 Standard Backup
Suite (B247LITE) v8.3.6.0 or above, Basic Authentication (Authentication using Office 365 login
credentials) will no longer be utilized; instead, all new Office 365 backup sets created will use
either Modern Authentication or Hybrid Authentication.

By second half of 2021, it will be a mandatory requirement for organizations still using Basic
Authentication or Hybrid Authentication to migrate to Modern Authentication.

Modern Authentication provides a more secure user authentication by using app token for
authentication aside from using the Office 365 login credentials. In order to use Modern
Authentication, the Office 365 account is registered under Global region and the Office 365
backup is configured to use Global region. As both Germany and China region do not support
Modern Authentication.

Existing backup sets using Basic Authentication created prior to Backup247 Standard Backup
Suite (B247LITE) v8.3.6.0 can be migrated to Hybrid Authentication or Modern Authentication.
However, once the authentication process is completed, the authentication can never be reverted
back to Basic Authentication. For more information on how to migrate to Hybrid Authentication or
Modern Authentication, please refer to Appendix G Migrating Authentication of Office 365 Backup
Set. After upgrading to Backup247 Standard Backup Suite (B247LITE) v9.0.0.0 or above, the
backup and restore process of existing Office 365 backup sets still using Basic Authentication
will not be affected during this transition period since Modern Authentication is not yet enforced
by Microsoft.

NOTE

Please note that Modern Authentication with enabled security in Azure Active Directory (AD) will be
made default if there is zero-usage on any Office 365 organization by October 2020.

To check the current authentication being used in your Office 365 backup set, see criteria below:
© Basic Authentication
If you click on the backup set and the following pop-up message is displayed, then the

backup set is using Basic Authentication.

In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use token-based authentication.

Update later
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© Modern Authentication

Go to Backup Sets > backup set name > General > Change settings.

]
m Run on Client Office seneral
Mame
_ Fush o Chint Oow 365 Bl Sut

Source :’:ﬁ
Backup Schedule )
Destination “'Hm
Rerminder [
Others L

 Change setings

Duman Name [e.g Ahsay.owr) | Hoat hame

enamghe. com

In the Office 365 credentials page, if the region is Global and the Username exists but
has no password, then the backup set is using Modern Authentication.

Office 365

Username
- - 7 cnmicrosoft.com
Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

|| Access the Internet through proxy
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© Hybrid Authentication

1. There is no pop up authentication alert.

2. Inthe Office 365 credentials page, if the region is Global and there is a Username
and Account password, then the backup set is using Hybrid Authentication.

Office 365

Username
I b247.onmicrosaft.com

Account password

App password
(Required if Multi-Factor Authentication is enforced)

[

Region

[ "] Access the Internet through proxy

2.16 Supported Services

Below are the supported services of Office 365 Backup module. It is also specified in the table
some services that are currently not yet supported by the Office 365 Backup module.

Note: If you wish to back up SharePoint Sites, you have to use the Backup247 Advanced Client
(B247PRO).

Refer to this link for the Backup247 Advanced Client (B247PRO) v9 User Guide - Office365
Backup & Restore for Windows.
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[ ] Office 365 ]
T

(‘
o g} @ Y=
\ Outlook y \ Yammer
é ) 4 N
a || P
OneDrive Microsoft
) \_ Stream )

f&\

Personal Site
\_ Y,

fﬂ>\

Site Collectlons
\

m
f@\

Microsoft Power

-

R X ®®

@@C‘Q

\ Microsoft Teams )
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Below are the supported Outlook Mailbox types of Office 365 Backup.

Outlook Mailbox
a oy f N
. . Distribution
Archive Mailbox @ Group ®
e _J e _J
[ : h 4 B
.D\]I'.IaITII.C Equipment
Distribution .
Mailbox
\ Group J
f N
Office 365 Group ® Public Folder @
e _J
Public Folder x . J
Mailbox Q Room Mailbox Q
W
1
Security Group ® Shared Mailbox @
e _J
User Mailbox @
e _J
— )

For backing up Shared Mailbox on ACB, it is required to set a password to the
n Shared Mailbox on Office 365 portal, such that it can be logged in on ACB to
create backup set

.
4
ﬂ For backing up Public Folder, a licensed Exchange Administrator or a licensed user

with Public Folder permission is required

\ =

J




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

Below are the items that you can back up or restore from an Outlook mailbox.

P

Folder Level

T O G

Archive

Clutter

Contacts

Deleted Items

External Contacts

Inbox

Junk Emails

Organizational
Contacts

PeopleCentricCon
versation Buddies

Recipient Cache

Search Folders

Social Activity
Notifications

Tasks

QRRRXRRRRARQARRQAQQK

Calendar

Companies

Conversation
History

Drafts

GAL Contacts

Journal

Notes

Outbox

PersonMetaData

RS Feeds

Sent ltems

Sync Issues

Trash

QARRAQARRQARRRQRARRR
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Below are the items that you can back up or restore from OneDrive.

[N

OneDrive
em  fem )
4 3 4 N
Folders @ Files @
e _J e _J
4 A 4 A
Access J
Permissions Q Albums @
. ) A _J
f Y 4 3
Recycle Bin @ Tag @
e _J e _J
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Below are the Personal Site items that you can back up or restore from an Office 365 backup set.
4 >
\ Personal Site

Assets Libraries

Announcements

Bright Banner Calendar

Contacts Custom Lists

Discussion
Boards

Data Connection
Libraries

External Lists Form Libraries

G | Setti Import
eneral Settings Spreadsheets
Issue Tracking Links
Look and Feel Manage Site

Features

Permissions and

Newsfeed Management

Picture and

. . Report Libraries
Libraries P

Site Collection

SRIQABVRRIQQRR R R

SIS ISR

Site Page
Features e
Survey Version History
wiki / Page
Libraries

4

@ n[ For the General Settings, only the List Name can be restored.
@a [ For the Look and Feel, only the Title can be restored. ]

For the Version History and Permissions and Management, the backup and
Q B restore are supported for OneDrive files and SharePoint documents

(Document Library) only. })

J

—




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

Below are the items from the Public Folder that you can backup and restore from an Office 365
backup set.

Public Folders

Folders @ Files @

2.17 Maximum Supported File Size

The following table shows the maximum supported file size per item for backup and restore of
each service.

Service Maximum File Size

Outlook

with or without attachments 150 MB

(applies to User mailbox, Room mailbox,

Shared mailbox, Equipment mailbox) JAN y
F N[ N

E-EF Public Folders 150 MB
[:'E] with or without attachments

"
~
(. OneDrive 8 GB

J\_
Y4
J\\

N\ 7
J

Y4
J\\

"® rersonalsite 8 GB
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2.18 Limitations

2.18.1 Backup247 Limitations
© Supports Backup up to 2 Office 365 User Accounts

Each Backup247 Standard Backup Suite (B247LITE) Office 365 backup set is limited to one
Office 365 user account. Therefore, when you backup two Office 365 user accounts it will
require two separate backup sets.

Supported backup set configurations:
Example 1 shows one (1) backup set with one (1) Office 365 user account.

Example 2 shows two (2) separate backup sets, each with one (1) Office 365 user account.

# Backup Set Office 365 User Account

1 Sample Backup Set 01 user0l@company-office365.com
Sample Backup Set 01 user0l@company-office365.com

? Sample Backup Set 02 user02@company-office365.com

Consider using Backup247 Advanced Client (B247PRO) instead if you wish to back up two or
more Office 365 user accounts per backup set.

Contact your backup service provider for more details and refer to Backup247 Advanced
Client (B247PRO) v9 User Guide - Office365 Backup & Restore for Windows.

© Modern Authentication

= Modern Authentication is only supported for Office 365 account that is registered in
Global region and the Office 365 backup is configured to use Global region.

= Migration to Modern Authentication is not supported on an Office 365 account without a
Global Admin role; or during the migration process, the Office 365 account used to
authenticate the migration does not have Global Admin role.

i Due to limitations in Microsoft API, when using Modern Authentication, backup and
restore of SharePoint Web Parts and Metadata are not fully supported.

® Backup sets using Modern Authentication do not support backup of external content
types (through the linkage from selected lists).

® Backup sets using Modern Authentication do not support backup and restore of the
following:

o Some list settings, currently known as Survey Options on survey list.
o Feature setting for Personal Site.

© OneDrive

@ Backup and restore of file share links will be supported for OneDrive and SharePoint
Documents only, and only for restore to the same Office 365 organization.

i Backup and restore of all versions will be supported for OneDrive and SharePoint
Documents only, except for”.aspx“ files.

© Outlook
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@ For Outlook mail item, after using restore to original location to overwrite a mail item (and
hence id of the mail id is changed), then

In the backup source tree of the same backup set:
o the original ticked item still uses the old mail id to reference and becomes red
item.

o there is another item (with the latest mail id) created for that mail item
@ User will need to deselect the red item and tick the mail item again in the backup source
tree in order to do the next backup properly. As per development team, the issue will not
be handled as user's selected source should not be modified by system
2.18.2 Microsoft Limitations
© OneDrive

For more detailed information on the limitations of OneDrive, please refer to this Microsoft
article, OneDrive Limits. These are some of the limitations that will be discussed in the
OneDrive Limits article:

@  File upload size which is 15GB for OneDrive
File name and path lengths

Thumbnails and previews

Number of items to be synced

Information rights management

Differential sync

Libraries with specific columns

@ @ @ enelE @

Windows specific limitations
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2.19 Best Practices and Recommendations

The following are some best practices or recommendations we strongly recommend you follow
before you start any Office 365 backup and restore.

Temporary Directory Folder Location (For backup and restore running on
Backup247 Standard Backup Suite (B247LITE) only)

Temporary directory folder is used by Backup247 Standard Backup Suite (B247LITE) for
storing backup set index files and any incremental or differential backup files generated
during a backup job. To ensure optimal backup/restoration performance, it is
recommended that the temporary directory folder is set to a local drive with sufficient free
disk space.

Performance Recommendations

Consider the following best practices for optimized performance of the backup
operations:

@  Enable schedule backup jobs when system activity is low to achieve the best
possible performance.

@  Perform test restores periodically to ensure your backup is set up and performed
properly. Performing recovery test can also help identify potential issues or gaps
in your recovery plan. It's important that you do not try to make the test easier, as
the objective of a successful test is not to demonstrate that everything is flawless.
There might be flaws identified in the plan throughout the test and it is important to
identify those flaws.

Set Backup Destination

After creating the backup set-in Run-on Client mode on B247CBS user web console,
please remember to login Backup247 Standard Backup Suite (B247LITE) to set the
backup destination if you want the backup destination to be Local/ Mapped Drive/
Removable Drive.

Backup Destination

To provide maximum data protection and flexible restore options for agent-based backup,
it is recommended to configure:

@ At least one offsite or cloud destination
@  Atleast one local destination for fast recovery

Login Backup247 Standard Backup Suite (B247LITE)

After modifying the backup schedule setting of the Run-on Client backup set on
B247CBS user web console, please remember to login to the Backup247 Standard
Backup Suite (B247LITE) client once to synchronize the changes immediately.

Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure that the interval is
sufficient to handle the data volume on the machine. Over time, data usage pattern may
change on a production server, i.e., the number of new files created the number of files
which are updated/deleted, and new users may be added etc.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

247
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@  Hardware — to achieve optimal performance, compatible hardware requirements is
a must. Ensure you have the backup machine’s appropriate hardware
specifications to accommodate frequency of backups,

« so that the data is always backed up within the periodic backup interval

e so that the backup frequency does not affect the performance of the
production server

@  Network — make sure to have enough network bandwidth to accommodate the
volume of data within the backup interval.

@  Retention Policy - also make sure to consider the retention policy settings and
Retention Area storage management which can grow because of the changes in
the backup data for each backup job.

()] Backup Source
For Office 365 backup sets there are two approaches for backup source selection.
Below are the sample screenshots of the selection All Items and Selective Items.

26752
IDCTIEINE TTCAIFIDIASBSDERTE6S

All ltems Selective Items
Backup Source Backup Source
Folders Folders
& O [E office 365 = @ [ orfce 365
= E:r- Users = D@Uters
| L .‘uﬂm =0 i_@m:l’.nnmnmuﬂmm
e et o #- 10 ER Outlook
& EM'IMH =] B?Uﬁeﬂrw!
& g ; OneDrive #-bF I 01 DHTSAYVEY2GOVWTTZSBZ03S4PWSELRRZ
) Personal Site 504 1
#- ) B Public Folders i-C 123
#- )l 23469
Bl 25671
#-5F Ml 26151

=  All tems

If you tick the “Users” checkbox, all of the Items of the Office 365 user account will
automatically be selected.

=  Selective Iltems

If you tick selective Items from Outlook or OneDrive, you will notice that the “Users”
checkbox is highlighted with gray color. This indicates that not all items are selected.
These are the Pros and Cons when selecting a backup source from All ltems and
Selective ltems.

All ltems Selective Items

User Maintenance

The Admin does not need to
manage the backup set, i.e.
to select or unselect items,
the changes are
automatically updated in the
backup source

The Admin will have to select
or unselect items manually as
the changes are not
automatically updated in the
backup source.

Backup Time

All Items of the Office 365
user account will be backed

Only selective Items of the
Office 365 user account will
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up. This means the initial of
full backup job will take
longer, any subsequent
incremental backup will take
longer.

be backed up. This will mean
the initial of full backup job
will be faster, any subsequent
incremental backup will be
faster.

Storage

As all Items of the Office 365
user account are backed up,
more storage will be
required.

As only selective Office 365
user accounts will be backed
up, the backup set will require
relatively less storage.

Authentication

Although Microsoft has moved the enforcement date for Modern Authentication from end
of 2020 to the second half of 2021, since this new authentication is already available
starting with Backup247 Standard Backup Suite (B247LITE) v8.3.6.0 or above, it is
recommended that backup sets are migrated to Modern Authentication. All newly created
Office 365 backup sets on Backup247 Standard Backup Suite (B247LITE) v8.3.6.0 or
above automatically use Modern Authentication.

However, due to the current limitation with Microsoft API, Modern Authentication is
currently not suitable for backup sets with Personal Sites selected. As a temporary
workaround for Office 365 backup sets which require backup of Personal Sites selected,
the backup set should be migrated to Hybrid Authentication until the issue has been
resolved by Microsoft.
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3 Creating an Office 365 Backup Set

Basic Authentication will not be utilized anymore. Instead, there are two types of authentication that
can be used in creating a backup set, namely Modern Authentication or Hybrid Authentication.

1. Log in to Backup247 Standard Backup Suite (B247LITE).

For instructions on how to do this, please refer to Chapter 8 of the Backup247 Standard
Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

2. In the Backup247 Standard Backup Suite (B247LITE) main interface, click Backup Sets.

2

Backup Sets

3. Click the “+” icon next to Add new backup set.

Backup Sets

. Add new backup set

Sort by

Creation Time w
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4. This step will determine if the backup set created will use Modern Authentication or Hybrid
Authentication.

Enter a Name for your backup set and select Office 365 Backup as the Backup set
type.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type
E File Backup L

m File Backup

Cloud File Backup

i IBM Lotus Notes Backup

MS Windows System Backup
1} oOffice 365 Backup

© For Modern Authentication, leave the Username and Account password
blank and click Test.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

Username

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v

|| Access the Internet through proxy
Tt v
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Click I understand the limitation and confirm to proceed.

4% This will be using Modern Authentication without backup or restore functionality for
28 SharePoint Web Parts and Managed Metadata.

| understand the limitation and confirm to proceed

© For Hybrid Authentication, enter the Username, Account password and select
the Region. If MFA is enforced, also enter the App password. Then click Test.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

[m Office 365 Backup L

Username

|_@ahsay.unmicrusuﬂ.cum |

Account password

P |

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global L

|:| Access the Internet through proxy

Test hd

The following screens will only be displayed if MFA is enforced, otherwise proceed to
Step 5.

Enter the code sent to your mobile device and click Verify.

Office 365 Multi-Factor Authentication

Asms is sent to your mobile device, please type in the code shown in the sms message

| 358101 |

Use another method to authenticate
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If you clicked Use another method to authenticate link, select between Text or Call.

Office 365 Multi-Factor Authentication

Select an authentication method

I:I Text +XX XXXXKXXX23

QY call +xx

e If Text is selected, enter the code sent to your mobile device and click Verify to
proceed.

Office 365 Multi-Factor Authentication

A sms is sent to your mobile device, please type in the code shown in the sms message

| 358101 |

Use another method to authenticate

If Call is selected, you will receive a call from a third-party app. From there,
follow the instructions to proceed with the authentication.

Office 365 Multi-Factor Authentication
Please answer the phone call to continue

< Waiting for response...

nother method to authenticate
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NOTE

e The App password is only required if the MFA status of an Office 365 account is
enforced.

e If the MFA of the Office 365 user account will be enabled later on, it is highly
advisable to log in to Backup247 Standard Backup Suite (B247LITE) and re-
authenticate the Office 365 user account’s credential using the MFA App password.
Otherwise, the scheduled backups of the Office 365 backup set will stop working.

5. Click Authorize to start the authentication process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization
code to the textbox and hit [OK] to complete the authentication.

Sign in to your Microsoft account.
B Microsoft
Sign in
[ [STeee———

Mo account? Creste one!
Can't saccess your account?

Sign-in options
oo

B Microsoft
& I rericroceh com

Enter password

e

Fargot my password
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If MFA is enforced for the Office 365 user account used to authenticate the backup set,
enter the code and click Verify.

B Microsoft
I G- v com

Enter code

[0 We texted your phone +30{ X3000000{23. Please
enter the code to signin,

083116

|| Don't ask again for 14 days
Having trouble? Sign in ancther way

Mare infarmation

NOTE

The verification code is only required if the MFA status of an Office 365 account is
enforced.

Copy the authorization code.

backupply/

Authorization Code for Microsoft 365
0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnRi

Please copy and paste the above Authorization Code
into 8247's product to complete the setup.

Go back to Backup247 Standard Backup Suite (B247LITE) and paste the authorization
code. Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary), copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication

yisXVO7Ix1cZVnhIWBOHON-0aNqVXqrE)funUIN7VFEENWEFHELMhMUNIAA
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Test completed successfully shows when the validation is successful. Click Next to
proceed to the next step.

Kame

-

Chere Rouin Office 365 Backip Tet
Besclivip set type
ml.\'r-.-rjl‘:['-ql.:- w
Usermname
I 47 onrnicrossdtonm
AsDourE pantward
ASS patTeasd
{Repuariexd if MALIRI-Ea0Tar AUTRENTCAion S e rfonced;
Frisgalen
odal L

ADCRSS T IPEEITE CNFoLgh oy
o Tesl completed el sl L

Verifying...
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6. In the Backup Source menu, select the desired user account and content folder for backup.

Backup Source

& (0] cotticw 355
@ O uners
= 0 & a7 onmicrosah com
& OB Ousack
& O o Oralicien
& (D)@ Bwrnonsl fine
@ [0 5 Pubihe Folers

L] Sk iveens

Enable the Show mails checkbox at the bottom left corner if you would like to choose
individual mail item for backup.

Backup Source

Folders - Name Date madded Size
& @[ Otce 385 o Capg 04112019 04:18 290
5 9% Usens 2 8 Oogpg 041172019 0418 w
i &Fm‘rmmm D) TestErcel 1 abax OV11/2019 04:18 ™
= D ER oot ] TestPPT-1 ppex 04/112019 04:18 Ik
% [ & Onelrive ) TenPPT-2 ppex 0411720190438 Nk
» O @ Perscnal e 2 ) TesPPT 3 ppex oU1120150418 ELY
@ 0[5 Pubhe Foiders 2] TestPPT -4 ppex 041120190418 Ik
¥ ) TesPPT.5 ppex 04312015 0418 ELTY
] TenTXTFie- 1.0t 01120150498 L
& TestTXTHe-2.00 041172019 04:18 L
2 ] TeaTXTHie 2o 04112019 0418 e
2 | TenTxTFoed 0 04/11/201904:18 nea
& ] TesTxXTHe-S0r 0411720190418 s
21 TestWeed 1 doex 0411/201904.18 1%
2 [ TestWeed 2 dsex 04112019 04:18 12%
1 TestWord-2docx 01120150418 1%
2 TeswWeed 2 80cx 0411720190418 12%
21 TeniWord Sdocx 04112019 0418 12
~— - 1 r 1
V) Show items ems perpage (50 v | Page1/1 v |
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7. In the Schedule menu, configure a backup schedule for backup job to run automatically at your
specified time interval. Slide the on/off button to turn on this feature, then click Add new schedule to
add a new schedule, then click Next to proceed afterward.

Schedule

Run scheduled backup for this backup set

oft (.

Schedule

Run scheduled backup for this backup set
on il

Existing schedules

. Add new schedule
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New Backup Schedule

Name
] Daily-2

Type

Daily v

Start backup

at  w |01 w1

at
ckup completed w

[ "] Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule settings.
© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.

@ Daily — the time of the day when the backup job will run.

New Backup Schedule

Name

| Daily-1
Type

Start backup

|at V”‘IS V|:|4‘I V|

Stop

| until full backup completed w |

Run Retention Policy after backup
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@  Weekly — the day of the week and the time of the day when the backup job will
run.

New Backup Schedule

Name
| Weeklyf‘l|

Type

Backup on these days of the week
[Jsun [ IMon [ |Tue [ |wed [ |Thu [ |Fri sat

Start backup

|at V||23 v|:|00 Vl

Stop

| until full backup completed w |

Run Retention Policy after backup

@ Monthly —the day of the month and the time of the day when the backup job will
run.

New Backup Schedule

Name
| Monthly-1

Type

Monthly w

Backup on the following day every month

e

(O First  w»  Sunday v

Start backup at

: on the selected days

Stop

| until full backup completed w |

Run Retention Policy after backup

@ Custom — a specific date and the time when the backup job will run.

New Backup Schedule

Name

| Custom-1

Type

Backup on the following day once

|2019||December v||3‘| V|

Start backup at

= vls v

Stop

| until full backup completed w

Run Retention Policy after backup
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© Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.

@ every — this option will start a backup job in intervals of minutes or hours.

Start backup Start backup
|every v | 1minute W |every w | 1 minute W
Stop . Stop 30 minutes  *
until full bg 2 Minutes until full b
3 minutes 2 hours
RunRetg , . .. RunRetd .\
5 minutes 4 hours
6 minutes & hours
10 minutes 8 hours
12 minutes 12 hours v

Here is an example of backup set that has a periodic and normal backup schedule.

New Backup Schedule New Backup Schedule
Name Name
| Weekly-1 | Weekly-2
Type Type
Backup on these days of the week Backup on these days of the week
["]sun Mon Tue wed Thu Fri [ |sat sun [ IMon [ |Tue [ Jwed [ |Thu [ |Fri sat
Start backup Start backup
|every v”d.hours vl |at v”z‘l vl:lnn vl
Stop Stop
until full backup completed | until full backup completed w |
Run Retention Policy after backup Run Retention Policy after backup
Figure 1.1 Figure 1.2

Figure 1.1 — Periodic schedule every 4 hours Monday - Friday during business hours

Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday & Sunday on
weekend during non-business hours

© Stop —the stop time of the backup job. This only applies to schedules with start backup
“at” and is not supported for periodic backup schedule (start backup “every”)

@ until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

@ after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not. This
can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.
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For example, if a backup set has 100GB file size which will take approximately 15
hours to complete on your environment, but you set the “stop” after 10 hours, the
file will be partially backed up and cannot be restored. The next backup will upload
the files from scratch again.

The partially backed up data will have to be removed by running the Data Integrity
Check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the Backup247 Standard Backup
Suite (B247LITE) will run a retention policy job to remove files from the backup
destination(s) which have exceeded the retention policy after performing a backup job.

Click the OK button to save the configured backup schedule settings.

Click the Next button to proceed. Multiple backup schedules can be created.

Schedule

Run scheduled backup for this backup set
on |

Existing schedules

@ Daily-1
Daily (Every 4 hours)
@ Weekly-1
Weekly - Saturday (Every 6 hours)

@ Monthly-1
Monthly - The Last Day (Every month at 20:00)

Custom-1
Custom (12/31/2020 at 21:00)
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8. In the Destination menu, select a backup destination where the backup data will be stored.
Click the “+” icon next to Add new storage destination / destination pool.

Destination

Backup mode

Sequential w

Existing storage destinations
. Add new storage destination / destination pool

~n W

NOTE

For more details on Backup Destination, refer to the following Wiki article for details:
FAQ: Frequently Asked Questions on Backup Destination

9. Select the storage destination.

Name

Destination storage

B Local / Mapped Drive / Network Drive / Remaovable Drive

& Google Drive
& OneDrive
1P FTP
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You can choose a storage combination of the Local/Mapped drive/Removable Drive or
Cloud storage. Click OK to proceed when you are done with the settings.

» Ifyou have chosen the Local / Mapped Drive / Network Drive / Removable Drive
option, click Change to browse to a directory path where backup data will be stored,
then click Test to validate the path. Test completed successfully shows when
the validation is done.

New Storage Destination / Destination Pool

Name

| Local-1 ‘

Destination storage

| . Local / Mapped Drive / Network Drive / Removable Drive I

Path (Input local / network address or click [Change])
| \\ I\ \Users\Administrator\Documents\Sample! ‘ m

[] This share requires access credentials

New Storage Destination / Destination Pool

Name
| Local-1 [
Destination storage

l . Local / Mapped Drive / Network Drive / Removable Drive ‘

Path (Input local / network address or click [Change])
il - = e
|\ \\Users\Administrator\Documents\Sample: | m

[v] This share requires access credentials

User name (e.g. domain\username)

] Administrator ‘

Password
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tination Poo

Destination storage

. Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
I

v

User name (e.g. domain\username)

Password

csssse

Testing access to destination...

Name

l Local-1 I

Destination storage

l . Local / Mapped Drive / Network Drive / Removable Drive w ‘

Path (Input local / network address or click [Change])
l \\ I \User s\Administrator\Documents\SampleS | -

[¥] This share requires access credentials

User name (e.g. domain\username)

l Administrator |

Password

 Test completed successfully
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» If you have chosen the Cloud Storage, click Test to log in to the corresponding
cloud storage service.

New Storage Destination / Destination Pool

Name

| GoogleDrive-1 |

Destination storage

X Google Drive u

Sign up for Google Drive

You can add multiple storage destinations. The backup data will be uploaded to all the
destinations you have selected in the order you added them. Press the " " icon to
alter the order. Click Next to proceed when you are done with the selection.

Destination

Backup mode

Sequential u

Existing storage destinations

e B247CBS

Host: 10.16.10.12:443
Local-1
C\UserstAdministrator\Documents

@ GoogleDrive-1

~ v
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In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on

Encryption Type

Default v

Default

User password
Custom

Previous Next Cancel

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alphanumeric characters will be randomly
generated by the system




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

» User password — the encryption key will be the same as the login password of your
Backup247 Standard Backup Suite (B247LITE) at the time when this backup set is
created. Please be reminded that if you change the Backup247 Standard Backup
Suite (B247LITE) login password later, the encryption keys of the backup sets
previously created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method, and key length.

Encryption

Encrypt Backup Data

[o])] E

Encryption Type

Algorithm
T

| AES. L

Encryption key

o |

Re-enter encryption key

srEEEE |

Method

(O ECB (®) CBC

Key length

() 128-bit (@) 256-bit

NOTE

For best practice on managing your encryption key, refer to the following Wiki article.
FAQ: Best practices for managing encryption key on Backup247 Advanced Client
(B247PRO) or Backup247 Standard Backup Suite (B247LITE)

Click Next when you are done setting.

11. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows regardless of the selected encryption type.

are advised to write this encryption key down on paper and keep itin
e. You will need it when you need to restore your files later.
d confirm that you have done so.

Unmask encryption key

Copy to clipboard
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The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

cryption key down on paper and ke
ou need to restore your

roX{1MBE4brnZ086eKOp6FeabuuRRi3qDXGIq5UBXFOs=

Mask encryption key

Copy to clipboard

» Copy to clipboard = Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

If you have enabled the scheduled backup option, you will be prompted to enter the User
Name and Password of the Windows account that will be running the backup.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

| example.com |

User name

| username |

Password

Click Next to create the backup set.
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12. The following screen is displayed when the new Office 365 backup set is created successfully.
Click Backup now to start the backup job or click Close to return to the main screen.

Congratulations!

"Client Run Office 365 Backup Set" is successfully created.

13. Based on Best Practices and Recommendations, it is highly recommended to change the
Temporary Directory. Select another location with sufficient free disk space other than Dive C.

Go to Others > Temporary Directory. Click Change to browse for another location.

How to retain the files in the backup set, which have been deleted in the backup p
m Client Run Office 365... e
|7 W ] \ Day(s) w |
General
Temporary Directory
Source
Temporary directory for storing backup files
Backup Schedule B | Change
41.61GB free out of total 63.48GB space in E
Destinat | on [+] Remove temporary files after backup
Reminder Compressions
Others Select compression type
I Fast with optimization for local w
Encryption

Encryption key “sseee
Copy to clipboard Unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits

Delete this back
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14. Optional: Select your preferred Compression type. By default, the compression is Fast with
optimization for local.

Go to Others > Compressions. Select from the following list:
e No Compression
e Normal
e Fast (Compressed size larger than normal)
e Fast with optimization for local

How to retain the files in the backup set, which have been deleted in the backup Al
m Client Run Office 365... souree
b v [0 v
General
Temporary Directory
SOU rce Temporary directory for storing backup files

E\ | change
41.61GB free out of total 63.48GB space in E
[+] Remove temporary files after backup

Backup Schedule

Destination

Reminder Compressions

Select compression type

Fast with optimization for local -

Mo Compression

Normal

Fast (Compressed size larger than normal)

jith optimization for local

Algorithm AES
Method CBC
Key length 256 bits
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4 Running Backup Job

For an overview of the backup process, please refer to Chapter 12 of the Backup247 Standard
Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

To start a backup, follow the steps below:
1. Log in to Backup247 Standard Backup Suite (B247LITE).

For instructions on how to do this, please refer to Chapter 8 of the Backup247 Standard
Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

2. Click the Backup icon on the main interface of Backup247 Standard Backup Suite (B247LITE).

3. Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

Creation Time w

Run on Client Office 365 Backup Set
Owner: w8-pro
Newly created on Thursday, January 20, 2022 11:06
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4. Click the Show advanced option in case you want to modify the Destinations, Migrate Data
and Retention Policy options.

Choose Your Backup Options
m Run on Client Office 365 Backup Set

Backup set type
Office 365

Show advanced option

Previous Backup Cancel

5. When the advanced options are shown, it is recommended to enable the Run Retention Policy
after backup. This will help you save hard disk quota in the long run.

Choose Your Backup Options
m Run on Client Office 365 Backup Set

Backup set type
Crifioe 365

Destinations.

] (@ B247C0S5 (Host: 10.3.121,17:80)

o B vecal-1 (CwsersAdministratoriDesktopiRestore)
o] e GoogleDrive-1 (Google Account Eemay Test Accourit)
Migrate Data

| Mugrate existing dats to Latest version

Retenbion Policy
] Roun Retertion Policy after backup

Hide advanced oplion

NOTE

When the Migrate Data option is enabled, the existing data will be migrated to the latest version
during a backup job. This option is disabled by default. Backup job(s) for backup sets with
Migrate Data enabled may take longer to finish. For more information about this feature, refer
to B247CBS v9 New Features Supplemental document.
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6. Once done with the settings, click the Backup button to start the backup job.

Choose Your Backup Options

ﬂ Run on Client Office 365 Backup Set

Backup set type
Office 365

Show advanced option

7. The following screen will be displayed to indicate that the backup job is successfully
completed. You may click the . button to check for the backup log.

Backup
m Run on Client Office 365 Backup Set

G B2A7CRS (Host 103,121, 47800 -
R —
< Backup Completed Succadafully
Backed up 08 [ file, 2 directories. O bink)
Elapsed time 2 min 30 sec
Trarsfer rate  Obivs

Lasgal-1 pCUsers Admines tratedrDeskng R snene] -
. F Backhup Completed Successfully
GoogleDrive-1 [Googhe Account: sk Test Accourit) .

& Backup Completed Successtully

(o ] [ep]
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8. Once you are done with checking the backup log, click the Close button to return to the
previous screen.

Show | All L
T Leg Time
5’ Suan [H24TLRe 50334 ) DR 160830
) Savng ererypted Badiup set encrpption ey o server OO 16083 W
) Sian Backup . [Dedeplcason: enabisd, Dedupiicaton poope: Al ibes withn tha same Backug st Migraos Dela: deasbled] SPRINE 160832
) Using Temporary Daremany Clpers Adminisiran actinemg | DAL001 £24 VOBS0 L TSR 8051 QIR TR
) Downloadeng servee e kit (DMee 350 ORI 160535
u Downlzad walid ndex Sley from Badiug job “null” to "C\llien \dmennirateriachdemp 15826480 1 R34 TW0E5H 1 BA26401 OirpDO0E 180835
) Downlsading verees e bati0fice B5L. Compleced SIrRAD 160808
“ B Oofare 307 Duva Symechraniration Cheh [ 1 wme]l IFIGA0RT Tldg
o [Hieve Durgetary] . Oifce 365 OIFPR0A2 16DE4T
0 (erw Dorrceary] - Cca 36S bl Foiders RO 160840
I ) 1000 030) Listing nema fram: Gfce MelPubbe Folders (a0 & saliatiry srimecreaah oom) QIR 16D
I L] 100 (42083) Risrieeg iwesres Tren: IFM_SUBTREE (mwys = oy ST O ) Ll rrRlite o)
) Downloadng rereee e bt {Public Folderl ORI 160705
ﬂ Downicad walid index Sl from badug: job “null® 1o “Cliper Admennracoriachsemp 1 S43 6480 1 63410855 1 6426401 SrpiidY 160755
o Dorwrdaadng e Bl kot (Publis Foldens) . Complesed IR0 1T 00
00 (L] 100% (090) Listing e Tram: Ofice 365 Pubbe Feldersien! (e gy Dushsay ormaroseiom] OIR0RZ 160708
u [Lirie] 1000 (151} Linting Mo from: teie ] {dfay b shsay ormiorosol com) Oirp2022 180708
n [Linc] 100, (1) Linting e from: Ofice #iPublc Foldercolder containg suls folder and end with space (B0 5 B SrpSR0a: 16000
) Resding bathoap 20urce feoe Public Foliers QL2 1T 09
I [Herwe Dorecnory] . Drifaie 365 Puble: FeldersA0T Pubsle Felder OLEWHIGE 160T0
n K Durgctory]. Oifice 365 Puble: Folderafolder contain sub folder and end with ipace a2 160700
) [rorw Durecoory].. e M5 Publc Foldersfns 1 SIrpwa0Is 1E0TA0 W
I Peew Dorecorsl . Otae 300 Puble; Foldersheimisider QIR 1T I0
Logs per page | (50w Page (1712 w

View Report

To view the backup report(s), go back to the Backup247 Standard Backup Suite (B247LITE) main
interface, then click Report > Backup.

Report

In the Backup Report screen, you will see the backup set with corresponding destination, completion
date and time, and status. Click the backup report and the summary of the backup will be displayed.

RepO rt Backup Report
From o

Restore Backupset  w Destination  w | Completion Status. ~

Run on Client . da GoogleDrive-1  Today 17:11

Usage a
[ munencient . B wocarr Teday 17:10
[ run enclient .. @ mzsrces Today 17:10
[ run encliert .. & GoogleDrive1  Today 17:06
[ unencien . @ woca Today 17:04
[ run e client . @ azsrcas Today 17:03
[ run enclient . @ azercas Today 16:07

N of records per page |50 w Page [171 v
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Click the View Log button; this will redirect you to the log summary of your backup.

Repf}rt Backup Report

Frioem To

Restore Backup set  w | Destination  w  Completion Status -
UsagE Backup set m Fun on Client Office 365 Backup Set E
Destination & mzarces
Jab OFR0EE 16:06
Time Today 18006 « 16207 (C5T)
Startus + Completed successiully
Blew Tles = 1 [ THEG. TR (09%)]
Updated files = o]
Attributes Changed Files* 0
Moved files * a
Dileted fibes * -]
Dedupe Saving Q.1 [0.0%]
L= Liois 2 fp of files [Total mpped size / Total wnzipped size [compression ratio]]
=

b, of reconds pev page |50 W

Backup s#1 | Run on Chient Office 365 Backup Set W Deshination Hz4TCES W
Log | 01/20/2002 1606 w Showat | Al L
T Lag Tamer
E' Suar [ E24TLRE VRODDE] D1IOIRT 140830
ﬁ Freng erorypied hackup W ENCRCoR Ly 0 T 01207002 180831
b San Bachug  [Oedupicance snabled, Daduphataon woofs A8 et wathen the Lame bachisp 160 Mgrate Dol desbied) OV Tl
3 Wising: Terrprary Deeciofy ClberiAdearmiin sterl ad s 1 S4B L2 400855 | (42048 OBLDY B1INRT 180832
Drovendoadeng server fike o [Eice 345 DA ROET 140855
o Dnirverdinndd wabal el o filed 10 badiug pb "eal™ 10 "0 LTy AT arei ity e, o b ey U1 Gl JERRGT 6.0 4V OIS fal J0adA | DVMIORT Tl 13
3 Dirvendsasdarng s file vl (0w 3050 Completed 02 0IORT 180033
iy ot B Dians: Sy hurgraratisn Chach (T tea ) G1ET 16Dl
) [iew Dreoory) . Offce 344 OYIOIGET Dl
u [erw Derposory] . Office B0 Tubls Foldery DAI0ET 180840
B [lra] 1009 40T Lnmng mems deorn O e B %Pl Foldenn |8 s F s o s cBhabiay e osob (om) 01 HVI0AT 1d:0e 50
[lne] 100% (A LT Living Aeva Iram. B0 SUBTEL] |Se-p seeseBahuay oremicrasoh com) B1IIORT 1D
Drrwrdpdirng narver fika bt [Publes Folden] E1IIET 180708
I Doverdond vk i s fibes. i b sk "eall™ 1 " ibbe ey hdberarentr mee s e L DB £ 81005 L 2R ) OO 10T 0%
g Dpsndoadang nmrver fibe vl (Public Folden.] . Compleied BIGET 140755
[lax] 100% (00 Linmng mama b O e W Pubder Foldaanraar! (@ g e DRy ST PO ] D02 1607 0a
) [ln] 100% 171 Livng mems brom 18] | sommps siemmiialriay pomraioh com] O1HVIGET 180708
) L] 150% {180 Linming mema trom Cfce M Publc Folderufolier contaie s fokder and red with space [ 855 B1VIIET 180700
) Readeg backug smerce fram Publs: Foller D1E0ET 160709
) [rw Drrotoryl . Office 305 Pubsbe Folder s ST Publ: Folies 01T 160700 W
T Fipw Dormcaord . Cffice B Pobie FoldernTokier contans pub Scider and and sh ace 1T 180710
LOgs por page | 50w Page (1/2 w

You can also search for backup reports from a specific period of date. For example, we have the From
date which is, 01 Jan 2022 and the To date which is, 10 Jan 2022. Click the Go button to generate the
available reports.

From To

01 & | [Jan W | 2022 W 08 W || Jan W || 2022 W

If this is a valid range of dates, then backup report(s) will be displayed unless there were no backup
running on the specified dates. A message of No records found will also be displayed.

247
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Restore

Usage

Backup Report

From

|m b.l”jan v||2022 Vl

To
v [l

Backup set w | Destination w | Completion | Status L |

No records found

No. of records per page |50

- e [ V]
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5 Restoring Office 365 Backup Set

Prior to performing the restoration, it is best to be knowledgeable on the options that Backup247
Standard Backup Suite (B247LITE) can offer. Below are brief descriptions of the said features for you
to be familiar with and utilize each function. After this quick walkthrough you will see the step-by-step
instructions with corresponding screen shots on how to restore your data using the following options
below.

For Office 365, you can restore items from,
© Outlook
© OneDrive
© Personal Site
© Public Folders
Those items can be restored to,

© Local Machine
Restore your data to your local computer where the Backup247 Standard Backup Suite
(B247LITE) is running.

NOTE

This option only applies to restore of items such as files, images, videos, music
and more from OneDrive and not items from Outlook mailbox.

© Original Location
Restore your data to the original Office 365 account.

O Alternate Office 365 Account
Restore your data to an alternate Office 365 account that has a different domain.

Example:
Original Office 365 Account: TestAccountABC@onecompany
Alternate Office 365 Account:  SampleAccountXYZ@twosquaretower

Explanation:

As you can see on the above example, we have two (2) Office 365 accounts with different
domain. The Original Office 365 account is what we used as the source of our backup and can
also use as the original location for restoration. For the alternate Office 365 account, we need
to use another Office 365 account that has a different domain.

In case you also want to know how to restore an Office 365 backup using the B247CBS Web Console,
please refer to this guide: B247CBS v9 Run on Server Office 365 Backup & Restore Guide.
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To restore items, follow the steps below:

1. Log in to Backup247 Standard Backup Suite (B247LITE).

For instructions on how to do this, please refer to Chapter 8 of the Backup247 Standard
Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

2. Click the Restore icon on the main interface of Backup247 Standard Backup Suite (B247LITE).

3. Select the backup set that you would like to restore.

Please Select The Backup Set To Restore

Creation Time  w*

Run on Client Office 365 Backup Set
Owner: wi-pro
Last Backup: Thursday, January 20, 2022 16:06

Office 365
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4. Select the backup destination that you would like to restore backed up items to. In our
screenshot below, we have three (3) options hamely, B247CBS, Local-1 and GoogleDrive-1.

Select From Where To Restore

m Run on Client Office 365 Backup Set

Q H24TCES
Host: 10.3.121.17:80

. Local-1
ChilseriadministraterDeskiop\Restore

‘ Googlebrive.1
Google Account: B - Test Account

5. Select the item(s) you would like to restore. You can also choose to restore backed up file from
a specific backup job of your choice using the Select what to restore drop-down menu at the
top. Click Next to proceed when you are done with the selection.

Select Your Items To Be Restored

Select what to restore

Choose from files a5 of job w || 01720/2022 w || LADEST w

Show filter

Folders. Hama Diavt e ercadifind Sare
- @ H247CES
= D] offce 365
B A [ Public Folders
Rl R R R
ol T R
w58 I KMIT Puklic Fole
w57 g folder contain
- 58 g veast
& & % teacioldar,

< >
|| Restare 1o local computer Items per page | 50w | Page |- w
Search

Tick Restore to local computer if you want to restore the backup data to the local drive.

247
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If you want to search for directories, files, folders and mails to be restored, click Search to use
the restore filter.

Restore to local computer

L >
[_| Restore to local computer Items per page | 50 ~ | Page El
Search

For more information on how to use the restore filter, please refer to Chapter 14.2 of the
Backup247 Standard Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

For more detailed examples using the restore filter, refer to Appendix B: Example Scenarios for
Restore Filter using Backup247 Standard Backup Suite (B247LITE).

Click Next to proceed when you are done with the selection.

The window that will be displayed will depend where the items will be restored from and on the
restore destination selected.

© Original location

Select Original location to restore data to the original Office 365 account.

Choose Where The Items To Be Restored

Restore items to
(®) Original location
() Alternate Office 365 account

Show advanced option

Previous Cancel Help
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Click the Show advanced option to configure other restore settings.

Choose Where The Items To Be Restored

Restore items to
(@) Original location
() Alternate Office 365 account

Show advanced option

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the restore process.
This will check the data for errors during the restore process and create a data summary of the in-
file delta files which will be included in the report.

Choose Where The Items To Be Restored

Restore items to
(®) Original location
() Alternate Office 365 account

|:| Verify checksum of in-file delta files during restore

Hide advanced option

O Alternate Office 365 account

Select Alternate Office 365 Account to restore to another Office 365 account on a
different domain. Enter the Username, Account password, App password (if MFA is
enforced) and select Region. Click Test to validate account.

Choose Where The Items To Be Restored

Restore items to
() Original location
(®) Alternate Office 365 account

Username

Account password

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

Region

Global L4

|:| Access the Internet through proxy

Show advanced option

Once account is validated, click Next.

+ Test completed successfully
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Select the temporary directory for storing temporary files. Then click the Restore button to start
the restoration process.

Temporary Directory

Temporary directory for storing restore files
C\Users\Administrator\.acb\temp | -

Previous Restore Cancel Help

8. The following screen will be displayed to indicate that the restore job is successfully

completed. You may click the . button to check for the restore log.

Restore

m Run on Client Office 365 Backup Set

gz4rcEs  (Host 100302017800 E

o Restore Completed Successiully
Restared O (3 filed

Elapsed time 47 48¢

Tranafer rate  Obitrs




9.

BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

Once you are done with checking the restore log, click the Close button to return to the
previous screen.

]

g
o
0
0
0
o
0
0
0
o
0
0
0
o
3

Logs per page | 50

|

tog

Seart [E824TLRe VOD326)

“Office J05PUtie Folder/QA Putine Folder 01/QA Pubiic Subfeider 01 a/QA Public Subfolder 01 aviSubject~
“Ofice 305Putide FoldersQA Putite Folder O1/0A Pubiic Subdeider 010QA Public Subfolder 01avTSubject=
“Office 365Pubine Folders/'QA Putine Foider 01/0A Pubilc Sutfoider 01404 Public Sublolder 01 v Subject
“Office 365Putine Folders/QA Pubise Folder 01/0A Putite Subfoider 0104 Public Subliolder 01 sl Subject
“Office 305Putie Folderstolder contara sub folder and end wah space Subgect=tent, ID-AMARZAARA
“Office 365Putide Folders'QA Putie Folder 01/0A Pubic Subdolder 01004 Publc Sublfolder 01avSubjecr
“Ofuce M65Pubic Foiders QA Putise Foider 01/0A Pubisc Subdoider 01004 Pubic Sublokser 01w Subject~
“Oftice 365Putic Folders/QA Pubine Folder 01 0A Putile Sutdcider 014 QA Pubic Sublolder 01 Subject~
“Offuce 365 utic Folders/QA Puting Folder 01/0A Putttic Sutfoider 0140A Pubic Subfolder 01 st Subject
“Ofice J65Putihe Folders QA Pt Folder 01/0A Pubic Subdoider 0104 Pubiic Sublolder 01avTSubject
“Ofice 365Putie Folders'QA Putise Folder 01704 Putic Subdoider 01004 Pubic Sublolder 01wl Subject~
“Office 365Putine Folders QA Pubing Folder 0104 Pt Sutdoiser 014QA Publc Subfolder 01 sl Subject~
“Offuce 365Putic Folders/OA Puting Folder 01704 Pultidc Sutdoider 01 40A Pubic Subfolder 01 st Subject
“Ofice J65Putibe Folders QA Putie Folder 01704 Pubilc Suboider 01404 Pubic Sublolder 01201 Subject
“Ofice 365Putine Folders'QA Putise Folder 01/04 Pubilc Scbdoider 01004 Publc Sublolder O1av(Subject~
“Office 365 Pt Foiders QA Puti Folder 01/0A Made Sutdoider 01004 Publc Subfolder 01 vt Subrect=

v

Show | All v
Time
012172022 114747
012172022 114813
012172022 114847
01212022 114818
0V21/2022 114820
01202114822
01/21/2022 11:48:24
01212002 1148:26
01212022 114827
Q1212002 114825
01212022 114831
01212022 11 482
01212022 1148 34
0122022 11 4836
01212022 11488
0NN 11BN
012172022 11 48 49

Page 1/32 w
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6 Contacting Backup247

6.1 Technical Assistance

6.2

To contact Backup247 support representatives for technical assistance, visit our website
https://backup247.com.au/Support.php

Documentation

Documentations for all Backup247 modules, user guide and QuickStart are available on our
website. Alternatively, email us on support@backup247.com.au for technical demo.
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Appendix

Appendix A Example Scenarios for Office 365 License
Requirement and Usage

Note that a maximum of two (2) Office 365 accounts are only allowed for Office 365 Backup on
Backup247 Standard Backup Suite (B247LITE). Each Backup247 Standard Backup Suite (B247LITE)
Office 365 backup set is limited to one Office 365 user account. Therefore, when you backup two
Office 365 user accounts it will require two separate backup sets.

Scenario No. 1: Backing up Office 365 user accounts in multiple backup sets

The required Office 365 licenses are calculated by the number of Office 365 user accounts that you
want to back up.

Example No. 1: To back up one (1) Office 365 user account on multiple backup sets, only
one Office 365 license is needed.

Backup Set Name Office 365 User Account
Backup Set A - user01@company-office365.com
Backup Set B user01@company-office365.com
Backup Set C user01l@company-office365.com

Example No. 2: To back up two (2) Office 365 user accounts on multiple backup sets, two
Office 365 licenses are needed.

Backup Set Name Office 365 User Account

Backup Set A user01l@company-office365.com

Backup Set B user02@company-office365.com
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Scenario No. 2: Backing up files and/or folders under Public Folder in multiple backup sets.
The required Office 365 license is only one.

Example No. 1: To back up files and/or folders under Public Folder, only one (1) Office 365
license is needed.

Backup Set Name Files and/or Folders

Backup Set A Folder01

o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o notepad01.txt

o pictureOl.jpg

o picture02.jpg

Backup Set B Folder01
o microsoftword01.docx
o powerpointpresentation01.pptx
o spreadsheet01.xls
o notepadO1l.txt
o picture0l.jpg
o picture02.jpg
Folder02
Folder03
Backup Set C Folder01

o microsoftword01.docx
powerpointpresentation01.pptx

@)

o spreadsheet01.xls
o notepad01l.txt
o picture0l.jpg
o picture02.jpg
Folder02
Folder03

o microsoftword02.docx

o powerpointpresentation02.pptx
o spreadsheet02.xls

o notepad02txt

o picture05.jpg

o picture06.jpg
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Scenario No. 3: Backing up Office 365 User Accounts and files and/or folders under Public
Folder in multiple backup sets.

The required Office 365 license will depend on the number of unique Office 365 accounts.

Example No. 1: To back up two (2) Office 365 user accounts and files and/or folders under
Public Folder on multiple backup sets, two (2) Office 365 licenses are needed.

Backup Set Name Office 365 User Account, SharePoint

Site, and Files and/or Folders

Backup Set A user01l@company-office365.com

Backup Set B Folder01
o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o notepad0l.txt

o picture0l.jpg

o picture02.jpg

Backup Set C Folder01
o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o notepad01.txt

o picture01.jpg

o picture02.jpg
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Appendix B Example Scenarios for Restore Filter using
Backup247 Standard Backup Suite (B247LITE)

Scenarios No. 1: Items from Users

Example No. 1: Restore filter setting from an Office 365 user account’s outlook inbox

Location: Office 365/Users/abc@Backup247.onmicrosoft.com/Outlook/Inbox

Search True
subfolders:

Kind: Mail — Subject

Type: Contains

Pattern: Office 365 changes

Match Case: True

For more information on how to use the restore filter, please refer to Chapter 14.2 of the
Backup247 Standard Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

Search

Losak in

[ cmee 3esmsers (G b2 7 cnmicrosan com/Cutiooknbe | change
E-r: search subfolders .

Kind Type Pattern

[ maai - Subject w | [contains  w || Omce 365 changes | [ maateh carse
 search

[ Mame e Faider Sire Duste moddhed

I!m!.perpa;e.m v P.-ge'. v




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

Search

Look in

omee 365U sers [z 247 - comicroson comOusookanbax Change
|| Search subfolders

Eingd Type Pattern

Mail - Subject w | |contains & || Office 365 changes W Match case
I

Searching ... Step

[ Hame in Foddar Sure s modded
Rems per page | 50w Page | - w

Search

Lok in

| omce 365users G247 ormicrosoh comOuBookAnbox Change
|| Search sublolders

Kind Type Pattenn

[ Mait - Subject w |[contains  w | [ Ofice 265 changas | & match case

Search
Hame In Fodder Sire Dot evenifie-d

| [ psidy degest: ©ice M8 changes O 34 Users I 1347 oneicrasal com S LYY GEET
| ] Workly dgeat: Ofcs 368 changes  Office M5UserilIIIIIRS 747 onserool oo @k SAMIA0 S 1548
[ Wesily dgyest: Ofice M5 dhanges  Ofce 365 Users I 747 onssrosol com % IR0 T oY

]

IRRE

Explanation:

All mails under Office 365/Users/abc@Backup247.onmicrosoft.com/Outlook/Inbox that has a
subject and contains ‘Office 365 changes’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mail, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in the Outlook Inbox upon searching. And it will
strictly search only the specified pattern and case which is the ‘Office 365 changes’.
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Example No. 2: Restore filter setting from an Office 365 user account’s OneDrive

Location: Office 365/Users/abc@Backup247.onmicrosoft.com/OneDrive

Search subfolders: RI{E

Kind: Files and Folders

Type: Exact

Pattern: TestFiles

Match Case: True

For more information on how to use the restore filter, please refer to Chapter 14.2 of the
Backup247 Standard Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

Search

Lok in

omee 365 sere R: 247, comicrcsan comOneDiive m
[ Search subfolders

Kind Type Paitern

[Files anc Fotders o | exact v restBighile-backup [wf] Match case
[ Hama in Folder Sure Diste mcddied ]
ems per page | 50w PagE - W
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Search
Lok in

Offca mwm 247 onmicrosofl com/Onelinve Change
| Search subfolders

Kinwd Type Pattern

Files and Folders Wt w || testBigfile-backup o] Match case
—
Searching . m

Haere e Fukder Sare Duate syl

items per page (50 w Page |- w

Search
Lok in
Cifice SGiMsmsﬁ-ﬁl 247 onmicrosoll comtOnelne Change
[+] search subfolders
Kind Typee Pattern
.Fllﬂ. and Folders w | exsex w ”Leslagfule-bar.hm l I Match case
[ Hame in Fosder Size Date modsfied |
B eagPile-bacun Comcw 3551 e G0 AT vrmecrcalt com CneDrive
Explanation:

All files and folders under Office 365/Users/abc@Backup247.onmicrosoft.com/OneDrive that
has the exact pattern of ‘TestFiles’ with match case set to true will be included upon performing
search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mail, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in OneDrive upon searching. And it will strictly
search only the specified pattern and case which is the ‘TestFiles’.
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Example No. 3: Restore filter setting from an Office 365 user account’s personal site

Location: Office 365/Users/abc@Backup247.onmicrosoft.com/Personal Site

Search subfolders: RI{E

Kind: Files and Folders

Type: contains

Pattern: ppp

Match Case: True

For more information on how to use the restore filter, please refer to Chapter 14.2 of the
Backup247 Standard Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

Search

Lok in

' omce 365Users I =tzs7 anmicrosch comy Persanal Site | change
:f: search sublolders .

Kind Type Pattern

:Flbes and Folders v . .cuntalns ¥ . .|:||:||:| ] ] Match case

[ Haeme in Folder Sue | Datemodded |

fems per page (50w Fage - w
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Search
LDk i
:m s65Users | o=+ comicrasaf comy Persenal Site | change
[+ search subfolders
Kind Type Pattern.
Files and Folders W | |contains  w || ppR [wr] Match case
Mﬁg . Stop
Marre In Folder Sure Diate modefeed
fems per P-!SEISG v Page |- w

5@ d r':_"l
Look in
ofce 365 Users [ ==+ comicosc comy Personal Site Change
) Search subfolders
Kind T:ppe Pattern
Files and Folders w || contains  w | | ppp | Match case
M s Flder Sare  Date madified

P eeopety  OMon MU ML 3 ) i conl0nal SASTHOT_ Lt and Libra 35 DA/E/018 18:93

Explanation:

All personal site under Office 365/Users/@Backup247.onmicrosoft.com/Personal Site that has
the pattern that contains with ‘ppp’ with match case set to true will be included upon performing
search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mail, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in Personal Site upon searching. And it will
strictly search only the specified pattern and case which starts with ‘ppp’.
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Scenarios No. 2: Items from Public Folders

Example No. 1: Restore filter setting from Public Folders
Location: Office 365/Public Folder

Search subfolders: RIUE

Kind: Files and Folders

Type: Starts With

Pattern: t

Match Case: True

For more information on how to use the restore filter, please refer to Chapter 14.2 of the
Backup247 Standard Backup Suite (B247LITE) v9 Quick Start Guide for Windows.

Search

Look in

| Office 365/Public Folders | Change
search subfolders
Kind Type Pattern

| Files and Folders v || ends with W ||t | Match case

Name In Folder Size Dare modified

Items per page Page El
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Search

Look in

Office 365/Public Folders Change
| search subfolders
Kind Type Pattern

Files and Folders w | endswith w ||t +| Match case
—
Searching ... Stop

Name In Folder Size Date modified

Items per page | 50 L~ Page |- w

Search
Look in
Office 365/Public Folders Change

| Search subfolders

Kind Type Pattern
Files and Folders v ||endswith w ||t | Match case
Search
Name In Folder Size Date modified
4 Pub-Test Office 365/Public Folders
Items per page |50 W Page |[1/1 W

Explanation:

All SharePoint Personal Sites under Office 365/Public Folders that has the pattern that starts
with ‘A’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mail, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in Public Folders upon searching. And it will
strictly search only the specified pattern and case which starts with ‘t’.
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Appendix C Example Scenario for Data Synchronization Check
(DSC) with sample backup logs

Selection of root folder vs Selective files and/folders

Selective

Root Selection Files and/Folders

5} m Office 365
" 280 o

5] @cloudbacko.biz
] ni Outlook O ‘ OneDrive
h
& ‘Onenrwe =
=] |
-m (Vs) ol
Y
=B A
o 0 B
©
i & Personal Site O i
5] Public Folder

Root Selection

Selecting the root folder automatically selects all the files and/or folders under the Office 365 user
account including the Public Folder. On the comparison image above, the checkbox for the root folder
“Office 365" is ticked.

Data synchronization check is not required when using root selection backed up. As during a backup
job any deleted files in the backup source will be automatically move to Retention Area.

Below is a sample screenshot of the backup source with root selection.

Folders
=@ [ office 365
= '..'..' Users
SETIY Pe——
+ @ B Outlook
[+ & & OneDrive
+ @ B}, Personal Site
[& public Folders




Selective Files and/or Folders
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When the root folder is not selected, and the files and/or folders are selected individually. If the files
and/or folders are subsequently un-selected from the backup source. The backup job will not pick up
the changes of the de-selected files and/or folders, they will not be moved the Retention Area but remain
in the Data Area. In the long run this could result in a build-up of data in the backup destinations(s).

Data synchronization check is highly recommended to perform to synchronize de-selected files
and/folders in the backup source with the backup destination(s). This will ensure that there will be no

data build up on the backup destination(s).

Below is the sample screenshot of the backup source with selective files and/or folders.

Folders
=@ [ Office 365
= ‘..‘:' Users
IS R o oo com

+ @ QOutlook
[+ & & OneDrive
@ B}, Personal Site
E- Public Folders
Mame
O L = Catjpg
DDCL.JI"I"IEI"ItS ~ — Doz.jpg
Email attachments
Email attachments1 L) TestExcel-Tdsx
Filesize Test O TestPPT-1 pprx
Folder [l TestPPT-2.pptx
. TestPPT-3.pptx
Microsoft Teams Chat |
Notebaok [ TestPPT-4pptx
] TestPPT-S.pptx
Motebooks .
OneDriveSubFolder1 L) TestTXTFile-1.0xt
TetFiles ' TestTXTFile-2.tet
TestRemoveSaource 0 = TestTXTFile-3.0xt
Test permission O TestTXTFile-4.txt
clou;-test-buckﬂt 0 = TestTXTFile-5.0xt
cloud-test-bucket F TestWord-T.docx
large O [= TestWord-2.docx
onenate F TestWord-3.docx
restore O F TestWord-4.docx
task145480riginal O [ TestWord-5.docx
testAgain
testBigFile-backup
testBigFile-restare
"D testCustomAppName
"D testDeltaFile
"D testManyDelta v
i T
« T

| Diate modified
05/07/201911:16
05/07/201911:16
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18
04/11/201911:18

| Size
490KB
3MB
TMB
31KB
31KB
31KB
31KB
31KB
S6KB
S6KE
S6KB
S6KB
S6KB
12KB
12KB
12KB
12KB
12KB

Only selected files and/or folders are selected in OneDrive. Also, the Office 365 user account is
greyed out as this indicates that not all items are selected.
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On the sample backup log, it shows that data synchronization check is enabled and runs for the first

time.

‘r Seart | Ez4TIRe VE33I0]

Sy ersorppied bacup st esorppes biys 1 e
) Seser Bachup . [n-Fie Dehs: Full]
W) Using Termpos ary Durotory © burbdemanutr shor' gy T Y0901 S0 OB 0 1 FRIMMIMAI4
Dipwarlicacding nerves fibe b (Ofuce 35}

P e i sk
Rian Ofce 305 Diana Sy Pwnsrnrsion Chaech |1 ceme) I

C
3 [Mew Dwenary] . Ofcs W4 Unen

[Mew Dereciory]. . Offce 35 5Re Colleonond
3 [Mew Dereniory].. Offce S Unen

[Meew Derecinry]. . Offce B User N
) e Dwearory] . Ofce S5 %ae Collermons T I .o p-sre ccoma gt sonstn. GO creroncr
3 Diowenlioding serves fise bt (N R v roct o )

Tena
QTOLIIT I 1249
SROXCI0 211249
QPO 221230
OTROL0I0 221250
SFOLICH0 21208
OMOQ2000 23125
STOLI0I0 121300
ATQIITIT 42130
SRONICI0 221300
OOI0I0 211400
STOLA0N 221300
STAOLI0ND 221300
OTO2020 221300
ATAOLICI0 121302

Demerbispting server fis o [ S B <o covm ) Cowmplatas STO20I0 321342
Readeng bachup vousrce oo NN N cvvmwcruaeclt covr ) OO0 2213403
Bast hup Eomanl s courd (I I oot coe ) QNOQI0I0 1213403

On the sample backup log, it shows the countdown until the next data synchronization check which is

in two (2) days. The interval set is three (3) days.

T Leog Time
g Stont [B24Te VB.3320) 070372020 222041
Saving encrypted backup set encryption beys 1o server OTO¥020222841 N
Seart Backup .. [n-File Deka: Full) 070N2020 222042
Uning Temporary Dieciory C\Users\Adanestr mortemg! | 5929681 504900859 1 552969625624 07032020 222042
8 Dewnloading server e it (Office 365) 07012020 222843
Download valid indes fhes from backup job “Current” 10 "CWsers\Adwunisar stortemp) 1 592568 1 504000859 1 5929600 0702020 222046
——— e . - 0702020 22.20.46
Office 365 Data Syncheontzation Check will be run after 2 day(t) 0702020 222849
070372020 222452
Downdoad velid indes fles from backup job “Current” 1o “Cllsery\Admunisr storsemph 1 5920081 504000850 1 5829090 0T0N2020 222855
Downloading server fde bu (NN I ot com) 070372020 222855
Readrg backup source from (D H << oot <o) 07002020 222056
AR N ] 070M2020 222056
Start valdating the presence and size of backup data in destination E717CE 13 070372020 222857
Finnhed validating the presence and size of backup data in destination C247CE 070N2020 222857

On the sample backup log, it shows the countdown is done and data synchronization check is

running.
k) - oo
Sart | BEzaTime  v8.3.3.20) OTOSI020 123258
[i] Saving encrypbed backup set encryplion keys 1o server.., 0701020 223259 M
D start Backup .. [In-File Delta: Full] OT/OS020 223300
ﬂ Using Temporary Directory CUserstAdministratoriternpi] 5929681 S049NM0E501 5920696215614 OTSI020 123300
0 Downloading server file list (Office 365).. OT/OSI020 223302
[i] 07/0S/2020 22:33:03

Download valid index files from backup job "Current” to "CWsers\Administrator'tempt] 3929681 5040MOESE1 5920696,

Y PR F RE *Y
) Fun Office 365 Data Synchronization Check

OTORI020 223303
OTFOSI020 22:33:06
OTOSI020 223310

)  Download valid index files from backup job "Current” 1o "C:Wsers\Administratorisempt] 5929681 SO4SMOBS 1 5820696, OTOS2020 223311
ﬂ Downloading server file Immﬂmﬂﬂﬂ com}. |, Compleied OTS020 223311
@ FReoading backup source from I I onmecroson com) OTS2020 22:33:12
D  Reading backup source from|[S: I crrcrosoft com) | Compicted 0TS 2020 22:33:12
) Ssart valdating the presence and size of backup data i destination "BMTCES ... 0TS 2020 22-33:13
ﬂ_ Finished validating the presence and size of backep data in destnaton ‘B2TCES 0705020 223313
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On the sample backup log, it shows that data synchronization check is disabled.

T Log Time:
5. Sean [E24TLR:  wE332D) 0702020 223511
) Saang encrypted backup set encryption keys to server OIUNI00 223N M
D Suan Backup _ [In-Fibe Dehia: Full) 07052020 223913
0 Using Temperary Dirsosny Cllssrs\Adminssr storusmpt | $92068 1 50500000501 2025006 X56 04 OIOR2020 22013
n Downloadeng server file bk [O#ice 36%) OTOSI020 22: %14
0 Dosenload walid indes filed from Backup pob "Current” 16 "0 sersidminiser aborsemp’ 1 Y0068 1 S0200N0EG 1 501005 QIO P020 22313
.I.'.I. . b i i i OION2020 22:11%
) Ofice 365 Dwts Symcheonization Chach is deabled (Debug option - Ofice 165 O5Cinterval = -1) I OTOS2020 22: 018
QTS 2020 22322
o Desvniload walid indes e from backigp pob "Curremt” 13 "0V ers Adminiaer atorsemp 1 Y0068 1 S04G0NOESH 1 5010600 QIR0 323023
0 Downioading server file biso (DT B osofl com) . Compicted OTONR020 22: Y23
0 Reading backup source from| DS MR +wc? Mt COM 0702020 223924
0 Reading backup source freen D MR i rosofl com). . Comgieted Q02020 22:39:24
0 Sean vabdatieg the presence and size of bachup dats in destinanon "BIATCBS ' QTS 2000 22:39:2%

Appendix D Setting the Data Synchronization Check (DSC)

Data Synchronization Check (DSC) is enabled by default and will run every 60 days.

Assumption: Backup247 Standard Backup Suite (B247LITE) Installation path is C:\Program
Files\Backup247 Standard Backup Suite (B247LITE)

To disable the data synchronization check, follow the instructions below:

1. Make sure there are no active backup or restore job running.

Close Backup247 Standard Backup Suite (B247LITE) UI.

Stop the Backup247 A-Click Backup Manager services.

Go to C:\Program Files\Backup247 Standard Backup Suite (B247LITE) \ folder.
Open cb.opt file using a text editor such as Notepad or Notepad++.

Add this line, Office365.DSClnterval=-1

The =-1 value represents the disabled data synchronization check.

O R

=

Start the Backup247 A-Click Backup Manager services.

To check if the data synchronization check is enabled, follow the instructions below:

Go to C:\Program Files\Backup247 Standard Backup Suite (B247LITE) \ folder.
Open cb.opt file using a text editor such as Notepad or Notepad++.
Look for this line, Office365.DSClInterval=xx.

Note:

If xx is a positive value this indicates the data synchronization check is enabled and
represents the interval number of days until the next run of data synchronization check.

-OR-

If the interval value is not -1.

To adjust the interval number of days, follow the instructions below:

Make sure there are no active backup/restore job running.

Close Backup247 Standard Backup Suite (B247LITE) Ul.

Stop the Backup247 A-Click Backup Manager services.

Go to C:\Program Files\Backup247 Standard Backup Suite (B247LITE) \ folder.
Open cb.opt file using a text editor such as Notepad or Notepad++.

a M wDdh e
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6. Change the interval number.
For example:
Current interval: Office365.DSClInterval=60
Updated interval: Office365.DSClinterval=10
Explanation:

On the current interval, the number of days is 60. While, the updated interval, the number
of days is reduced to 10.

WARNING

If the interval value is 0, Office365.DSClnterval=0, then the Data Synchronization Check (DSC) will
run for every backup job.

7. Start the Backup247 A-Click Backup Manager services.

Appendix E  Steps on How to view Item count and Storage used
in Microsoft 365 Admin Center

To view the item count and storage size of Office 365 user account based on the usage for Exchange
(Outlook) and OneDrive, follow the instructions below:

1. Login to the Office 365 (https://login.microsoft.com).

2. Go to Microsoft 365 admin center.

Office 365 —> S2 e @

-

Apps Install Office
ﬂ Qutlook ‘ OneDrive 5
m Word Excel

=

o PowerPoint OneNote
Q SharePoint ﬁ Teams

w Yammer D Dynamics 365

D'E Power Autom.. m Admin
H Azure Hél_ Add-Ins

All apps -

i
ahs

3. On the Microsoft 365 admin center, click Show all then click the dropdown arrow for the
Reports and select Usage.
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Microsoft 365 admin center Microsoft 365 admin center Microsoft 365 admin center

Home
Users
Groups
Roles
Resources Resources

Eilieg Billing

Customize navigation

Support
Show all

Settings

Setup

Reports
Productivity Score

Usage

Security & compliance

Health

Select a repart

Usage

Select areport Help

7 days 30 days 90 days 180 days

Active users

u Office 365 W ft Teams

ange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microso

6/21/2020 7152020 7i19/2020

Usage

Exchange

7 days

30 days 90 days 180 days

Forms.
Microsoft Teams

Office 365

® Office 365 ®

) hange ® OneDrive ® SharePoint ® Skype for Business B Yammer ® Microsoft Teams
OneDrive

SharePaint
Skype for Business

Yammer

A—R—— A—tH—FR—RA
715/2020 711972020

6/21/2020
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4. For Exchange, go to Mailbox usage.

Exchange
7 days

30 days 90 days 180 days

Email activity
Email app usage

Mailbox usage

B Office 365 ® Exchange ™ OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

71512020

71182020

7 days 30 days 90 days 180 days
Mailbox  Storage  Quota Data as of: Monday, July 20, 2020 (UTC)
Number of total and active user mailboxes [ Export
120
100
80
60
40
20
0
6/21/2020 7152020 7/18/2020
u Total ® Active

Highlighted columns are, Item count and Storage used (MB).

© Item count — number of mailbox items in Outlook per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

Detil L E
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5. For OneDrive, go to Usage

7 days 30 days 90 days 180 days

f— W Office 365 ® Exchange ® OneDrive B SharePoint ® Skype for Business ® Yammer ® Microsoft Teams
Jnel ve

Activity

O

Usage

SharePoint

S,

7/512020 71182020

Help

7 days 30 days 90 days 180 days

Accounts Storage Data as of: Monday, July 20, 2020 (UTC)

Number of total and active files v Export

500K
450K
400K
350K
300K
250K
200K
150K
100K
50K
0l OO n A A 00—O— A O—0 oA A A A A A A oA A A A 0—O—n

6/21/2020 7/512020 711872020

® Total files W Active files

OneDrive usage Help

7 days 30 days 90 days 180 days

Accounts  Files P

Data as of: Monday, July 20, 2020 (UTC)

Amount of storage used & Export
2978
2.8TB
2.8TB
2718
2718
2.6TB
2.6TB
2.5TB

6/21/2020 7/5/2020 Ti1912020

® Storage used

Highlighted columns are, Files and Storage used (MB).

© Files — number of files in OneDrive per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

L Export
Last activity date (UTC) = Files = Active files = Storage used (MB) =
Tuesday, July 14, 2020 8 45 52
Monday, February 17, 2020 11,021 a 5,697
Tuesday, July 14, 2020 0 29 2
Monday, July 20, 2020 28226 694 47,882
Tuesday, July 07, 2020 32 224 45




