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1.2

Overview

What is this software?

Backup247 brings you specialized client backup software, namely Backup247 Advanced Client
(B247PRO), to provide a comprehensive backup solution for protecting file(s) / folder(s) on your
machine and extend protection to both Android and iOS mobile devices, with a wide variety of
backup destinations (major cloud storage service providers, FTP/SFTP, local drive, etc.) of your
choice.

System Architecture

Below is the system architecture diagram illustrating the major elements involved in the backup
process among the backup machine Backup247 Advanced Client (B247PRO), Backup247
Mobile app and B247CBS.

NOTE
The first mobile backup may take up a few hours to back up all photos, videos, documents and 2FA
accounts from your device. Subsequent backups will take less time. Please do the following for the first
mobile backup to prevent any interruption during backup process:

e For Android devices, disable screen lock or timeout
e For iOS devices, disable auto-lock

e Turn off all power saving modes

e Connect to power source
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1.3 Mobile Backup Server

The Mobile Backup Server (MBS) will be utilized to handle mobile backup and restore of
Backup247 Mobile app. It is an integral part of Backup247 Advanced Client (B247PRO).

The MBS will be activated automatically when a mobile device installed with the Backup247 Mobile
app is successfully registered for mobile backup with Backup247 Advanced Client (B247PRO).
Afterwards, it will be automatically restarted whenever the Backup247 Advanced Client (B247PRO)
services is restarted or when the Backup247 Advanced Client (B247PRO) machine is rebooted or
powered on. The MBS will be deactivated when all mobile devices have deregistered from the
mobile backup settings and the Backup247 Advanced Client (B247PRO) services is restarted.

The MBS will use the following port ranges:
e TCP Port: 54000 to 54099
e UDP Port: 54200 to 54299
e Protocol: Http, for the request of Backup247 Mobile app

The default TCP and UDP ports are 54000 and 54200, if these ports are already used by other
applications or services, then the MBS will automatically acquire another port(s).

The actual TCP and UDP port can be seen on Backup247 Advanced Client (B247PRO) when
pairing a mobile device for mobile backup.

Mobile Backup Setup

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

I& Mobile Backup (Add new device for backup without migration)

Yownload on the GETITON

s D
@& App Store * Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200




Photos, videos, documents and 2FA accounts are stored either in mobile device’s internal
memory or SD Card. These are selected as backup source using the Backup247 Mobile app and
will be backed up to the local destination of an Backup247 machine, that can be a Hard Drive,
Flash Drive, and/or Network Drive in their original unencrypted format. For Android devices,
photos and videos will retain all EXIF. While for iOS devices, photos and videos will retain most
of the EXIF including, capture date, location, and lens.

B247PRO machine
(Backup Destination)

Mobile app
(Backup Source)




If storage of photos, videos, documents and 2FA accounts to B247CBS and/or Predefined
Destination is required, then this can be done using Backup247 Advanced Client (B247PRO) to
perform a secondary backup and restore of the photos, videos, documents and 2FA accounts on
the local drive to B247CBS and/or Predefined Destination.

To back up and restore photos, videos, documents and 2FA accounts from Backup247 Mobile
app to Backup247 Advanced Client (B247PRO) then B247CBS and/or Predefined Destination is
a two-step process.

1st: Back up photos, videos, documents and 2FA accounts from Backup247 Mobile app to
Backup247 Advanced Client (B247PRO) local destination.

2"d: Create a File backup set using Backup247 Advanced Client (B247PRO), using the local
backup destination as the backup source. Then back up this backup set to B247CBS and/or
Predefined Destination.
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1.4 Two-Factor Authentication

Two-Factor Authentication (2FA) supports TOTP (Time-based One-time Password) and Push
notification authentications using the Backup247 Mobile app to provide additional security for the
user login process. Since aside from logging in with just a username and password, if the account
has Two-Factor Authentication enabled, there will be an additional step necessary to login.

Upon initial login to Backup247 Advanced Client (B247PRO), you will have the option to set up
Two-Factor Authentication, or you may skip the setup and do it later. If you proceed with the
configuration of Two-Factor Authentication, it will be enabled for your account automatically. You
may add more than one mobile device for authentication.

For logins with Two-Factor Authentication enabled, the authentication method that will be available
will depend on the authenticator app registered during setup.

If Backup247 Mobile is used as the authenticator app:
¢ you will either accept the login request via push notification in the Backup247 Mobile app; or
¢ enter the one-time password generated in the Backup247 Mobile app

If a third-party authenticator app is used:

e you will enter the one-time password generated in the third-party authenticator (i.e., Authy,
Duo, Google Authenticator, Microsoft Authenticator, LastPass Authenticator, iOS 15 Built-in
Two-Factor Authenticator, etc.)




This illustrates the user login process for account with Two-Factor Authentication enabled using
either the Backup247 Mobile app or a third-party authenticator app.
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This illustrates the registration of mobile device(s) for Two-Factor Authentication using either the
Backup247 Mobile app or a third-party authenticator app.

Advanced (Pro) Client

Advanced (Pro) Client Login
Register mobile device(s)
Go to User Profile > Authentication

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on il

Registered Mobile Device(s)

OR

Mobile Third-party TOTP
Authenticator App

Scan QR code | Enter one-time passcode

App Download and Device Pairing App Download and Device Pairing
Please scan the QR code o get the below Mabile App from App Store. Onice installed the Mobile App, launch it and

Two-Factor Authentication s enabled for heiping safeguard actess 1o your aECOUE please Use the below authenticator
scan the same QR code to complete the device registration i o

app w0 scan the QR code o complete the device registration,

[ [ (G [Eo—

Show Secret Key
Entar ona-time passcode genarated from AuUthenticator 3pp

(00:00:14)

Oisplay name: | Microsoft authenticator
Mot able to scan QR code? Click here o pair with TOTF secret key

l Mobile device(s) registered

Two-Factor Authentication
Require Authenticator App to sign in your account during startup
on C_ |
Registered Mobile Device(s)
E Androidvi0

Re-pair with authenticator

H Microsaft Authenticator




2 Requirements for Backup247 Mobile

2.1 Backup Software Version Requirement

© Download and install the latest version of Backup247 Advanced Client (B247PRO)
v9.0.0.0 or above.

© Download and install the latest version of Backup247 Mobile app on the Play Store for
Android mobile devices and on the App Store for iOS mobile devices.
2.2 Network Connection

Ensure that the Backup247 Mobile app is connected to the same local network as the
Backup247 Advanced Client (B247PRO) machine. Failure to do so will prevent you from
performing backup and/or restore.

2.3 Android and iOS Version Requirement

© For Android devices, the Android version must be 8 or above.

© For iOS devices, the iOS version must be 12.0.0 or above.




3 Requirements for Backup247 Advanced Client
(B247PRO) on macOS

3.1 Hardware Requirements

Refer to the link below for details of the minimum and recommended requirements for installing
Backup247 Advanced Client (B247PRO):

B247Pro @ / B247Lite .

CPU:

Quad Core architecture or above @

111 For Run on Server (Agentless) Office 365 and Cloud File backup jobs, automatic weekly Periodic Data integrity check (PDIC), Post
backup data validation checks and other application processes (e.g. retention policy job, Data Integrity Check (DIC) ... etc.) are
performed on the B247CBS server, resulting in increased processing power requirement and memory usage. It is recommended the
B247CBS backup server should be installed with multiple sockets.

[21 Automatic weekly Periodic Data integrity check (PDIC), Post backup data validation checks and other application processes (e.g.
retention policy job, Data Integrity Check (DIC) ... etc.) are now performed by the B247Pro/B247Lite client application, resulting in
increased processing power requirement and memory usage.

Memory (RAM): &

Minimum: 16 GB (at least 50% free memory available) Minimum: 4 GB (at least 50% free memory available)

Recommended: 24 GB or more (at least 50% free Recommended: 8 GB or more (at least 50% free
memory available) memory available)

[3124GB RAM or more is recommended for better performance, especially if hosting Run on Server (Agentless) Office 365 and Cloud File
backup jobs. .

The default maximum Java memory setting (Java Heap Size) for B247Pro; on Windows server grade operating system (Windows
2008/2012/2016/2019) is 4096MB or 4GB..

Installation Space:

Minimum: 2 GB

Recommended: 10 GB (for logs) FlHTE SL0 51

Network Protocol:

TCP/IP TCP/IP

Network Bandwidth:

10 Mbps or above connection speed
141 To ensure a stable and consistent backup/restore performance.

OpenlDK Version: (bundled)

Open]DK 1.8.0u181 or above ! Open]DK 1.8.0u181 or above !

151 performance and stability is dependent on the operating system platforms and / or hardware architecture.




3.2 Software Requirements

Refer to the following link for details of the operating systems, applications and databases

supported by Backup247 Advanced Client (B247PRO):

Mac OS platforms:

Mac OS X 10.7.3 or above
macOS 10.8

macOS 10.9

macOS 10.10

macOS 10.11

macOS 10.12 (Sierra)
macOS 10.13 (High Sierra)
macOS 10.14 (Mojave)
macOS 10.15 (Catalina)

macOS 11 (Big Sur)

macOS 12 (Monterey)

eleleleleieleleielelc)

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

9.1.0.0 or above

EOS reached
EOS reached
EOS reached
EOS reached
EOS reached
EOS reached
EOS reached
EOS reached
Supported

Supported

Supported

3.3 Full Disk Access Permission

macOS 10.15 or higher "Full Disk Access" permission needs to be granted in:
System Preferences > Security & Privacy > Privacy tab to Backup247 Advanced Client
(B247PRO)

Due to an upgrade in security on macOS 10.15 or higher, additional security settings are required
to allow applications to access the machine. Backup247 Advanced Client (B247PRO) requires "Full
Disk Access" permission to be able to access your files for selection and backup. Also, without
"Full Disk Access" permission, the Backup247 Advanced Client (B247PRO) will not be able to
restore files to the machine.
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For more details on how to setup the Full Disk Access permission, please refer to Appendix C:
Setting up Full Disk Access Permission.
Installation on Root Drive
Backup247 Advanced Client (B247PRO) must be installed on the root drive of a volume (e.g.,
/Applications/...).
Two-Factor Authentication Requirements

Please refer to Chapter 2.4 of the Backup247 Mobile User Guide for Android and iOS for details
of the minimum and recommended requirements for using Two-Factor Authentication on
Backup247 Mobile app.

Mobile Backup Requirements

Please refer to Chapter 2.5 of the Backup247 Mobile User Guide for Android and iOS for details
of the minimum and recommended requirements for installing the Backup247 Mobile app.

3.7 Firewall Settings

Make sure that your firewall settings allow network traffic through the following domain and/or
ports:

For Backup247 Advanced Client (B247PRO) to function correctly must allow outbound
connections to *.Backup247.com via port 80 and 443.

For mobile backup inbound / outbound network traffic must be allowed through the
following default ports: HTTP port: 54000 and UDP port: 54200.

The actual ports used may be different, please refer to Chapter 1.3: Mobile Backup
Server (MBS) for more details.

3.8 Network Bandwidth

10 Mbps or above connection speed.



3.9 ARM (M1) CPU

3.10

3.11

For Backup247 Advanced Client (B247PRO) running on macOS 11 or above on ARM (M1) CPU
machine, the installation of Rosetta 2 is required that enables applications built for Intel CPU to run
on an ARM (M1) CPU machine:

https://support.apple.com/en-hk/HT211861

If Backup247 Advanced Client (B247PRO) is installed and run for the first time on macOS 11 or
above on ARM (M1) CPU machine, there will be a pop-up message that requests installation of
Rosetta. When the following window appears, click Install to proceed.

To open “App Name”, you need to install Rosetta. Do
you want to install it now?

Rosetta enables Intel-based features to run on Apple Silicon Macs.
Reopening applications after installation is required to start using
Rosetta.

Not Now Install

Limitations

O Resource Fork Files — Resource fork files cannot be restored with Backup247
Advanced Client (B247PRO) installation on macOS 10.8 above.

© Case-Insensitive File System — For volume with a case-insensitive file system, target
file of a symbolic link will be backed up twice (in both upper case and in lower case),
hence, doubling the backup quota storage requirement.

Best Practices and Recommendations
Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure the interval is sufficient to
handle the data volume on the machine. Over the time, data usage pattern may change on a
production server, i.e., the number of new files created, the number of files which are
updated/delete, new users may be added etc.

When using periodic backup schedules with small backup intervals such as backup every 1 minute,
2 minutes, 3 minutes etc. although the increased backup frequently does ensure that changes to
files are captured regularly which allows greater flexibility in recovery to a point in time.

Consider the following key points to efficiently handle backup sets with periodic backup schedule.

e Hardware — to achieve optimal performance, compatible hardware requirements is a must.
Ensure you have the backup machine’s appropriate hardware specifications to
accommodate frequency of backups,

o so that the data is always backed up within the periodic backup interval

o so that the backup frequency does not affect the performance of the production
server



e Storage — ensure you have enough storage quota allocated based on the amount of new
data and changed data you will back up.

e Retention Policy — also make sure to consider the Retention Policy settings and Retention
Area storage management which can grow because of the changes in the backup data for
each backup job.




4 Get Started with Backup247 Advanced Client
(B247PRO)

This quick start guide will walk you through the following six (6) major parts to get you started with using
Backup247 Advanced Client (B247PRO).

Download and Install
Download and Install Advanced (Pro) Client on your
macOS machine

Launch the App

Launch and log in to Advanced (Pro) Client

Set up 2FA and/or Mobile Backup

Register mobile device for 2FA and/or mobile
backup (optional)

Create a Backup Set

Create a backup set according to your preference

Run Backup Jobs

Run the backup job to back up data

Restore Data

Restore backed up data to your system




5 Download and Install Backup247 Advanced Client
(B247PRO)

There are two installation modes of Backup247 Advanced Client (B247PRO), online installation and
offline installation. Below is the table of comparison between online installation and offline installation.

Installation
Time

Online Installation

» Takes more time as it needs to

download the binary and
component files (80MB to 132MB
depending on operating system)
each time the installation is run.

Online installer size is 6KB to
3.5MB depending on operating
system as it contains only the initial
installation package files.

Offline Installation

Takes less time as all the
necessary binary and component
files are already available in the
offline installer and offline installer
can be downloaded once but
reused many times.

Offline installer size is 50MB to
195MB depending on operating
system as it contains all the
necessary binary and component
files.

Deployments

Suitable for single or small amount
of device installations.

Suitable for sites with fast and
stable internet connection as
internet connection is needed each
time when an installation is run.

A slow internet connection will
result in longer installation time and
interrupted, or unstable internet
connection may lead to
unsuccessful installation.

Ensures the latest version of the
product is installed.

Suitable for multiple or mass
device installations.

Suitable for client sites with
metered internet connections as
once the offline installer is
downloaded, internet connection is
not needed each time when an
installation is run.

May need to update the product
version after installation if an older
offline installer is used.




5.1 Download Backup247 Advanced Client (B247PRO)

1. In a web browser, click the blue icon on the top right corner to open the download page for
the Backup247 Advanced Client (B247PRO) installation package file from your backup
service provider’s website.

2. In the macOS section under the Backup247 Advanced Client (B247PRO) tab of the
download page, you can choose between two installation methods:

e Online installation using DMG online installer

e Offline installation using TAR GZ offline installer

\

' macO0$

I!I DMG online installer

|!| TAR GZ offline installer




5.2 Install Backup247 Advanced Client (B247PRO)

5.2.1 Online Installation using DMG online installer

1. Launch the online installation package file you have downloaded from the download section
above.

b247proe

mac-44...-00.dmg
129 KB

2. The Backup247 Online Backup Manager window will appear. You will see another file named
“b247pro.pkg”. Double-click on the “b247pro.pkg” file.

-

b247pro.pkg

3. When the Backup247 Advanced Client (B247PRO) Installer wizard appears, click Continue
to proceed.

D B247PRO Wieleame to the B247Pro Installer

Yeu will b guided through the Seps neceseary 1o nstall this
saftware.




4, When the Important Information screen appears, read the information then click Continue to
proceed.

D B247PRO Important iabarmation

1. Pl i 00 Wil Birkini SONBug with B PdliLEbon.
2. Plihibh & ol B Off Thid SOMpubi witih thi INStRRASSS i i phogindd.

Print... SR T Back Centewe

5. When the Software License Agreement appears, the agreement content will be displayed in

English by default. If you prefer to read it in a different language, click to change the
language. After reading the agreement carefully, click Continue to proceed.

English I°]

(LT

1. A1 Se'harbre grovded by EACKUPRET PTY LTD 4 6 4788 &' 5844 wit o
fies ¢f amy bing and BACKERZ4T PTY LT wil vt ke lable for any
amages ¢ ey kind ansng kom b2 ase, BAZKIP24T FTY LTD ariher cisciaims
WBITINNES, S3TrEE3 AN Prpled ORSnY WL Indaiyr, Ay ipied
WrAlEs o e CASbRY 0 redd 007 & pATEUN U

. BACKUP2ET FTY .TD grants you & nea-chisive, nce-rmsferatl, reyaky-
frae, bied kcense £ use the bhary fm of tre sofhware proveed by
SUFZAT PTY LT for personal usa onty, Recisxbuten of programs oured
BACSURAT PTY LTD, uriass exaicily granted by BACKUFZ47 PTY LTD, 8

dy porotec

Print.., Save.. Go Back Centrwe




6. The following message will appear in a pop-up window. Click Agree to accept the software
license agreement.

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

| Read License Disagree Agree

7. Click Install to start installing Backup247 Advanced Client (B247PRO) to the default location,
i.e. “Untitled” in this example.

32,;7pR0 Standard Install on “Untitled”
This will take 174.2 MB of space on your computer,
Click install to perform a dacd install of this softy

for all users of this computer. All users of this computer will
be able to use this software,

Go Back Install

8. The following message will appear in a pop-up window. Enter your macOS login credentials.
Then, click Install Software to proceed with the installation.

) Installer.app is trying to install new software. Type

| i your password to allow this.

Username:  username

Password;l.u...... I

Cancel Install Software

NOTE

The pop-up windows on Steps 9, 10, and 11 are only applicable on macOS 10.15 or
above. Otherwise, proceed to Step 12.

9. When the following pop-up window is displayed, click OK to proceed.

“Installer” would like to access files in your

E Desktop folder.

? Don't Allow OK




10.  When the following pop-up window is displayed, click OK to proceed.

“Installer” would like to access files in your

E Desktop folder.

? ~ Don'tAllow | |  OK

11.  When the following pop-up window is displayed, click OK to continue with the installation.

“Installer” would like to access files in your

E Desktop folder.

? ~ Don'tAllow | |  OK

12.  Wait until the installation process is finished.

G B247PRO Instaling HX47Pra

Running package scripts...

Install time remaining: About 13 minutes

13.  You will see the following screen when the installation of Backup247 Advanced Client
(B247PRO) is completed.

O B2A7PRO The instakaticn was complated successfully.

The installation was successful.
The saftware was instaled.




5.2.2 Offline Installation using TAR GZ offline installer

1. Double-click on the “b247pro-mac.tar” file you have downloaded to expand the installation
package.

TAR

bZ247pro-Mac.tar
158 MB

2. A new folder named “b247pro-mac” will be created. Open the folder to access the installation
package file.

b247 pror-mac
2 Eems

<> Bl=o= - #- ¢ Q, Sear

& recents * i
L Applications
[ Deskiop app.pky

M pecuments
) bownioads

b247 pror-mac.dmyg

Tags
@ Red

3. Double-click on the “b247pro-mac.dmg” file.

b247pror-mac.dmg

The Backup247 Online Backup Manager window will appear. You will see another file named
“b247pro.pkg”. Double-click on the “b247pro.pkg” file

-

b247pro.pkg




4, When the Backup247 Advanced Client (B247PRO) Installer wizard appears, click Continue
to proceed.

D B247PRO Welcome o the B247Pro Installer

You will ba guided through the $18ps NesEELlry 10 netal the
saftware.

5. When the Important Information screen appears, read the information then click Continue to
proceed.

D B247PRO Impartant infarmation

1. Pl i y0ur Wi Bikonn cOnSnung with B irdLELESON.
2. Pl i nol B off thid cormputer whiky th inStalassn ik in progmed.

Print... R T Bk Centewg

6. When the Software License Agreement appears, the agreement content will be displayed in

English by default. If you prefer to read it in a different language, click to change the
language. After reading the agreement carefully, click Continue to proceed.

el e

1. Al SeMwbre grovdad by EACKUPRT PTY LTD 4 68 #4788 &' 5984 Wit o
fies ¢f ay bing and BACKERZ4T PTY LT wil not ke lable for any
amages ¢ ey kind ansng kom e ase, BAZKIP24T #TY LTD ‘ariher cisciaims
] WSS, SOTEES AN Ipled IdEdny Wt Imdutyr, avy ipied
WieriealEs o e Cailaabity o M1e43 i & PATICURY JUSE.

. BAZKUP2T FTY .TD granks you 2 nen-oickisive, nce-msferskle, reyay-
frae, lmted lcense £ use the tinary fm of bhe software proviond by

SUFZAT PTY LT for personal usa onty, Regisxbuten of programs oured
BACAUR4T PTY LTD, riess exoicaly granisd by BACKUFZ4T PTY LTD, 8

dly potoéec

Print..., Save.. Go Back Centirwe




7. The following message will appear in a pop-up window. Click Agree to accept the software
license agreement.

To continue installing the software you must agree to the terms of
the software license agreement.

Click Agree to continue or click Disagree to cancel the installation and
quit the Installer.

| Read License Disagree Agree

8. Click Install to start installing Backup247 Advanced Client (B247PRO) to the default location,
i.e. “Untitled” in this example.

Standard Install on “Untitled”

This will take 174.2 MB of space on your computer,

Click Install to perform a standard installation of this software
for all users of this computer. All users of this computer will
be able to use this software,

Go Back Install

9. The following message will appear in a pop-up window. Enter your macOS login credentials.
Then, click Install Software to proceed with the installation.

o Installer.app is trying to install new software. Type

| i your password to allow this.

Username: |username

Passwcrd:l.u...... I

Cancel Install Software

NOTE

The pop-up windows on Steps 11, 12, and 13 are only applicable on macOS 10.15 or
above. Otherwise, proceed to Step 14.

10.  When the following pop-up window is displayed, click OK to proceed.

“Installer” would like to access files in your

E Desktop folder.

? Don't Allow OK

11.  When the following pop-up window is displayed, click OK to proceed.




“Installer” would like to access files in your

E Desktop folder.

? Don't Allow OK

12.  Wait until the installation process is finished.

Instaling H24TPra

Running package scripts...

Imstalll time remaining: About 13 minutes

13.  You will see the following screen when the installation of Backup247 Advanced Client
(B247PRO) is completed.

B247PRO The wnetalation was completed succassiully,

The installation was successful.
The saftware was instaled.

5.3 Backup247 Advanced Client (B247PRO) Services

The Backup247 Advanced Client (B247PRO) Services is a key component which regulates and
controls several important functions on Backup247 Advanced Client (B247PRO).

Function Description

Continuous Backups Ensures that Continuous backups are run according to the
(Windows platform only) | backup interval.




Reminder Ensures that a reminder popup is displayed when the last time
(Windows platform only) | a backup was run exceeded the tolerance period.

Mobile Backup Server Ensures that registered mobile devices can perform backups to
(MBS) Backup247 Advanced Client (B247PRO).

The MBS will be activated when a mobile device is registered
for mobile backup on Backup247 Advanced Client (B247PRO).

The MBS will be deactivated when all mobile devices have
been deregistered from the mobile backup settings and the
Backup247 Advanced Client (B247PRO) services is restarted.

Therefore, it is very important to ensure the Backup247 Advanced Client (B247PRO) Services
are running after:

e anew Backup247 Advanced Client (B247PRO) installation

e an Backup247 Advanced Client (B247PRO) software update

¢ the machine was rebooted

e the machine is powered on

e the machine wakes up from hibernation or standby mode
Otherwise, all of the functions above will stop working.

To start, click Go at the top menu bar and select Utilities.

Window Help

Back £
Forward 3]
Enclosing Folder £

B All My Files {38F
[f! Documents {4%0

= Desktop £88D
© Downloads 3L
7} Home +38H
O Computer 4#C
@ AirDrop 38R
(B Network G K

<2 iCloud Drive {rasl
#; Applications {3A

¥ utilities
Recent Folders >
Go to Folder... 3G

Connect to Server... #K

Open the Terminal application.

Terminal

Use the command highlighted in red to enter the Backup247 Advanced Client (B247PRO) folder.

[admins-Mac:bin admin$ cd /Applications/Backup247 Advanced Client
(B247PRO) .app/bin

[admins—-Mac:bin admin$

To check if the scheduler service is running, use the ps command. You will see that the
scheduler service is running, highlighted in red.




admins-Mac:~ admin$ ps -ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07 /Applications/Backup247 Advanced
Client (B247PRO) .app/jvm/bin/java -Xmsl28m -Xmx768m -
Djava.library.path=. -cp .:./cbs.jar cbs /Applications /Backup247
Advanced Client (B247PRO) .app

501 5741 5705 0 9:05PM ttys000 0:00.00 grep java

There are two (2) options to stop and start the Backup247 Advanced Client (B247PRO) scheduler
service.

5.3.1 Option 1: Stop and Start

e To stop the scheduler service, use the command highlighted in red. If you run this
command for the first time, you will need to enter the login password of your local
machine. To check if the scheduler service has stopped running, use the ps command.

admins-Mac:~ admin$ sudo /Applications/Backup247 Advanced Client
(B247PRO) .app/bin/StopScheduler. sh

Password:

admins-Mac:~ admin$ ps -ef|grep java

501 5721 5705 0 9:02PM ttys000 0:00.00 grep java

e Use the command highlighted in red to start the scheduler service then use the ps
command. You will see that the scheduler service is running, highlighted in red.

admins-Mac:~ admin$ sudo /Applications/Backup247 Advanced
Client (B247PRO) .app/bin/Scheduler.sh

admins-Mac:~ admin$ ps -ef|grep java

0 5735 1 0 9:05PM ttys000 0:02.07 /Applications/Backup247
Advanced Client (B247PRO).app/jvm/bin

/java -Xms128m -Xmx768m - Djava.library.path=. -cp .:./cbs.jar
cbs

/Applications/Backup247 Advanced Client (B247PRO) .app

501 5741 5705 0 9:05PM ttys000 0:00.00 grep java

5.3.2 Option 2: Stop and Start

e To stop the scheduler service, use the command highlighted in red. Use the ps
command to check if the scheduler service has stopped running.

admins-Mac:~ admin$ sudo launchctl unload -F
/Applications/Backup247 Advanced Client (B247PRO) .app/
bin/com.chb.scheduler.plist

admins-Mac:~ admin$ ps -ef|grep java

501 5842 5793 0 9:23PM ttys000 0:00.01 grep java
admins-Mac:~ admin$




e Use the command highlighted in red to start the scheduler service then use the ps
command. You will see that the scheduler service is running, highlighted in red.

admins-Mac:~ admin$ sudo launchctl load -F
/Applications/Backup247 Advanced Client (B247PRO).app/
bin/com.cb.scheduler.plist

admins-Mac:~ admin$ ps -ef|grep java

0 5805 1 0 9:21pPM ?? 0:01.92 /Applications/Backup247 Advanced
Client (B247PRO) .app/jvm/bin/java -

Xms128m -Xmx768m — Djava.class.path=/Applications/Backupl247
Advanced Client (B247PRO) .app

/bin:/Applications/Backup247 Advanced Client

(B247PRO) .app/bin/cbs.jar -Djava.library.path=/Applica
tions/Backup247 Advanced Client (B247PRO).app/bin cbs
/Applications/Backup247 . Advanced Client (B247PRO) .app

501 5811 5793 0 9:21PM ttys000 0:00.00 grep java




5.4 RunLevel Symlink Check

During installation, the following symlinks will be created to the scheduler startup script:
/Applications/Backup247 Advanced Client (B247PRO).app/bin/com.cb.scheduler.plist

This will allow the Backup247 Advanced Client (B247PRO) Scheduler Service to automatically start
each time the machine is rebooted or restarted.

To verify if the symlinks have been created correctly, use the Is command. You will see the symlink
highlighted in red.

admins-Mac:~ admin$ 1s -la /Library/LaunchDaemons/

total 16

drwxr-xr-x+ 62 root wheel 2108 Apr 5 01:56 ..

lrwxr-xr-x 1 root wheel 53 May 15 03:07 com.Backup247 Advanced Client
(B247PRO) . scheduler.plist > /Applications/Backup247 Advanced Client
(B247PRO) .app/bin/com.cb.scheduler.plist

admins-Mac:~ admin$




5.5 Mobile Backup Server (MBS) Status Check and Backup247
Mobile app Connection Check

Although the Mobile Backup Server (MBS) will be activated automatically when a mobile device
installed with the Backup247 Mobile app is successfully registered for mobile backup with
Backup247 Advanced Client (B247PRO).

Before starting a backup on your mobile device, check the following first:

1. Check HTTP port, IP address and UDP port in the running.txt file. Go to mbs folder.

Example: /Applications/Backup247 Advanced Client (B247PRO).app/mbs

< £g m o Ev v | 9 Q, Search
Favorites MName ~  Date Modified Size Kind
@ AirDrop B afc.opt May 21, 2018, 9:55 AM 6 KB Document
B All My Files > g aua 7 Today, 12:49 A_M -~ Folder
@ autoDiscovery.xml Jul 17, 2008, 2:36 PM 70bytes XML document
& iCloud Drive  » [ bin Dec 12, 2020, 9:57 PM -~ Folder
A Applications M cbopt Feb 17, 2017, 12:08 PM 2 KB Document
@ config.ini Dec 11, 2020, 7:30 PM 264 bytes Visual..cument
B Desktop » [ Contents Dec 12, 2020, 9:57 PM -~ Folder
|3 Documents @ custom.xml Dec 11, 2020, 7:34 PM 1KB XML document
o Downloads _ home.txt Today, 12:43 AM 18 bytes Plain Text
| installer.sh Dec 11, 2020, 7:30 PM 11 KB Terminal scripts
Shared » [ ipe Dec 12, 2020, 9:57 PM -~ Folder
lenovo » [ jvm Dec 12, 2020, 9:54 PM -- Folder
> ! licenses Dec 11, 2020, 4:41 PM - Folder
Tags » [ log Dec 12, 2020, 9:58 PM - Folder
@® Red v [ mbs Yesterday, 11:30 PM -~ Folder
© Orange chn.dat Dec 12, 2020, 8:57 PM 4 KB DAT file
M chn.lck Yesterday, 11:29 PM Zero bytes Document
Yellow » [ conf Dec 12, 2020, 9:57 BM -~ Folder
® Green [4 config.ini Dec 12, 2020, 9:57 PM 228bytes  Visual..cument
» b Dec 11, 2020, 4:41 PM -~ Folder
@ Blue
» [ logs Today, 12:19 AM -~ Folder
@ Purple B running.txt Yesterday, 11:30 PM Plain Text
@ Cray » [ temp Aug 26, 2020, 5:51 PM -- Folder
> g tomeat Dec 12, 2020, 9:56 PM == Folder
0 Al Tags... user.dat Today, 12:48 AM 109 bytes  DAT file
» [ webapps Dec 11, 2020, 4:42 PM --  Folder
> E work Dec 12, 2020, 10:04 PM - Folder
b [ il Dec 11, 2020, 7:34 PM -- Folder
_' version.txt Dec 11, 2020, 6:51 PM 8 bytes Plain Text

NOTE

If the “running.txt” file does not exist, then the MBS is not running. Restart the
Backup247 Advanced Client (B247PRO) services.

After opening the file, it will show the HTTP port, IP address and UDP port which are in

actual use by the MBS.

eCe

“ running.txt — Locked v
{"http-port":"54008" ,"http-addr”:§[192.166.1.114] | "udp-Port":"54208"}




2. Open the Terminal and check if the IP address captured in the running.txt file is the correct
IP address of the machine where Backup247 Advanced Client (B247PRO) is installed.

ED @ admin — -bash — 8040
[MacBook-Pro:~ admin$ ifconfig 1B
1lo@: flags=BR45<UP,LO0PBACK, RUNNING,MULTICAST> mtu 16384
options=3<RXCSUM, TXCSUM=
inetd ::1 prefixlen 128
inet 127.8.8.1 netmask @xffaopaea
inetts feBB@::1%lo@ prefixlen 64 scopeid Bx1
nd6 options=1<PERFORMNUD=
gif@: flags=B@1@8<POINTOPOINT,MULTICAST> mtu 1288
stf@: flags=8<=> mtu 1288
en@: flags=BBE3<UP,BROADCAST, SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1580
options=18b<RXCSUM, TXCSUM, VLAN_HWTAGGING, AV>
ether 3c:@7:54:54:86:c5
nd6 options=1<PERFORMNUD=
media: autoselect (none)
status: inactive
enl: flags=BB6E3<UP,BROADCAST,SMART, RUNNING, SIMPLEX,MULTICAST> mtu 1588
ether 6B:aB:6d:259:05:8e
i i i T: Te29:5Be%enl prefixlen 64 duplicated scopeid Bx5

inet 152.168.1.114 Betmask @xffffff@@ broadcast 192.168.1.255
" "

g ama ha s URMNUD, IFDISABLED=

media: autoselect
status: active
fwd: flags=BBE3<UP,BROADCAST,SMART, RUNNING, SIMPLEX,MULTICAST> mtu 4878
1laddr ad:b1:97:7f:fe:eb:b7:48
nd6 options=1<PERFORMNUD=
media: autoselect =full-duplex>
status: inactive
en2: flags=963<UP,BROADCAST, SMART, RUNNING, PROMISC, SIMPLEX> mtu 1588
options=68<TS04,TS06=
ether d2:8@:1le:bb:74:80
media: autoselect =full-duplex=
status: inactive
p2p@: flags=BB43<UP,BROADCAST,RUNNIMG, SIMPLEX,MULTICAST> mtu 2384
ether Ba:aB:6d:25:85:8e
media: autoselect
status: inactive

3. To verify the actual HTTP port used by MBS, type the command:

|netstat -vanp tcp \| grep 54000

[ NON ) 72 admin — -bash — 107x12

[MacBook-Pro:~ admin$ netstat -vanp tcp | grep 54088 =

Active Internet connections (including servers)

Proto Recv-0 Send-0 Local Address Foreign Address (state) rhiwat shiwat pid epid

tcpd ] @ 152.16B8.1.114.45342 125.5.184.164. 880 CLOSE_WAIT 32768 32768 1] [}
I Bol2l A 0 1 FARSH ok | 1T 131872 131872 66 )

Itcp46 ] B *.54008 *.% LISTEN l 131872 131@72 1] ]
L} T I97. 158, 1. 1107070 O TR - L1, 50057 EST 262144 311296 B4 ]

tcpd @ @ #.40152 k% LISTEN 131872 131872 B4 ]

tcpd @ @ 152.168.1.114.49182 §2.223.85.1208.80 ESTABLISHED 131872 131868 B4 ]

tcpd @ @ 152.168.1.114.45181 17.57.145.68.5223 ESTABLISHED 131872 131868 51 ]

tcpd (] @ *.7878 *, % LISTEN 131072 131072 B4 a

4. Make sure that your firewall setting allows network traffic through the following HTTP and
UDP ports to ensure that the communication between your machine and mobile device is
successful: HTTP Port: 54000 to 54099 and UDP Port: 54200 to 54299. Otherwise, mobile
backup and restore will not work.

5. To perform a status check on the MBS. Open a browser on the Backup247 Advanced Client
(B247PRO) machine and type the IP address, followed by the TCP port.

For example: If the HTTP port used is 54000, http://192.168.1.114:54000, you should get
the following result which shows “Running” status. This means the MBS is running.

In the Backup247 Advanced Client (B247PRO) machine

ece < > [6192.163.1.114:54000 6] ﬂ >>’T

Running




To run a connection test between the mobile device and machine open a browser in your
mobile device and type the IP address followed by the TCP port.

For example: If the HTTP port used is 54000, http://192.168.1.114:54000, you should get
the following result which shows “Running” status. This means the Backup247 Mobile app
can successfully connect to the MBS and both backup and restore can proceed on the
mobile device.

In the mobile device

O A 192.168.1.114:54000 o

Running




6 Register device for 2FA in Backup247 Advanced Client
(B247PRO)

There are two types of Authenticator that can be used to register a device for 2FA in Backup247 Advanced
Client (B247PRO):

e Backup247 Mobile Authenticator

Third-party TOTP Authenticator (e.g., Microsoft Authenticator, Google Authenticator, Authy, Duo,
LastPass Authenticator, iOS 15 Built-in Two-Factor Authenticator, etc.)

The 2FA registration steps using the different types of authenticator will be discussed in this chapter.
e Using Backup247 Mobile Authenticator
»  Supports two types-of authentication:

i) Push Notification
ii) TOTP

» Can be configured to support two 2FA modes:

i) Push Notification and TOTP.(default mode); or
ii) TOTP only

° Using Microsoft Authenticator

° Using Google Authenticator

6.1 Using Backup247 Mobile Authenticator

To register a device for 2FA in Backup247 Advanced Client (B247PRO) using Backup247
Mobile, here are the two scenarios:

O Without Mobile Add-on Module

© With Mobile Add-on Module

6.1.1 Without Mobile Add-on Module

To register a device for 2FA without Mobile Add-on Module, please follow the steps
below:

1. A shortcut icon of Backup247 Advanced Client (B247PRO) will be available on your
desktop after installation. Double-click the icon to launch the application.




2. The Free Trial Registration option may be displayed when you login for the first
time. If you want to create a free trial account please proceed to Appendix E.
Otherwise, click Login if you already have a Backup247 Advanced Client
(B247PRO) account.

English u

The Best On-Premises & Cloud
Backup Software

Free Trial

or Login

NOTE

The Free Trial registration option may not be available. This depends on the
settings of your backup service provider. Please contact Backup247 Technical
Support for more information.

3. The Show advanced option may not be available if the backup server settings are
already setup by your backup service provider. Please contact Backup247 Technical
Support for more information.




English v

Login name
MobileUser

Pé rd

If Show advanced option is clicked, this will be displayed. IP address used below
is dummy for illustration purpose

Backup Server

https v |[103.121.11 .

Proxy (HTTP)

Use proxy to access the Internet

off |

4. Enter the login name and password of your Backup247 Advanced Client

(B247PRO) account provided by your backup service provider. Then, click OK to
log in.




Login name

MobileUser
e

English v

The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact Backup247 Technical Support for

more information.

NOTE




5. You will have the option to set up your 2FA. Click Setup Now.

B247 Mobile App

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use Two-Factor
Authentication (2FA) to keep hackers off
your backup data and turn ransomware
harmless.

Skip Feature Setup Setup Now

If you do not want to set up the 2FA feature, click the Skip Feature Setup link. If
you click Yes in the pop-up message that will be displayed, it will skip to step 8.
Otherwise, click No to continue with the set-up of the 2FA feature.

@ Areyou sure you want to skip the setup for Mobile feature for now?
You can go to User Profile to configure Mobile feature at anytime.

6. Download the Backup247 Mobile app from the App Store / Google Play Store.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

Ahsay Mobile

# Download on the GETITON
@& App Store ® Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key




7. Backup247 Mobile supports two types of authentication method:

> Push Notification
> TOTP

Backup247 Mobile can be configured to support two 2FA modes:

» Push Notification and TOTP (default mode)
or
» TOTP only

Push Notification and TOTP (default mode)

i. To configure Push Notification and TOTP 2FA with Backup247 Mobile,
simply scan the displayed QR code using the Backup247 Mobile app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

@Ahsay Mobile

# Download on the GETITON
@& App Store ® Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

ii. Inthis example, the Backup247 Mobile app is installed on a mobile device
named “Androidv10”.

B247 Mobile




Tap OK to continue.

QR Code detected!
Register Androidv10 with MobileUser ?

CANCEL 0K

Once the device is successfully paired, the following message will be
displayed in the Backup247 Mobile app. You can set up a recovery number
here that will be used in case of “Authentication Recovery” procedure by
tapping OK. Otherwise, tap LATER to set it up later on.

For first time activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
to setup now.

LATER OK

After successful scan of the QR code, you have now registered Backup247
Mobile for Push Notification and TOTP 2FA. Click OK to continue.

Mobile Setup

You have registered Androidv10 for the following feature:

Two-Factor Authentication

Phone number verification for account recovery

iv.

In the Backup247 Mobile app, go to 2FA then enter the phone number for account
recovery. Tap Enter recovery phone number.

NOTE

Although push notification and TOTP will still work if the recovery phone number
registration is not completed, it is still strongly recommended to complete step iv as you
will not be able to access the Backup247 Advanced Client (B247PRO) if you lose your
mobile device which also means loss of access to backup data.




B247 Mobile

(O Werteieer A
045 003

Enter recovery phone number

— (sl

o)l
® & 8

Home Backup 2FA Mare

Select your country code and enter your phone number. Tap Send SMS
verification code.

Done

Paraguay (+59%)
Peru (+51)
Philippines (+63)

Pitcairn Islands (+64)
Poland (+48)




Enter the verification code sent to your mobile device.

AhsayOBM

MobileUser

Enter a valid phone number, you will need
this for account recovery.

+63 ~ [

Resend in 92s

Verification code
Verification successful
ASFA - 245748 (04:32)

Example of verification code:

Verification Code: ASFA-245748

Your phone number for account recovery is successfully verified.

B247 Mobile B247 Mobile
B247Pro B247Pro
@ MobileUser - @ MobileUser -

746 980 =

s— [ c— o,
i= Reorder L+J Add = Reorder k_+J Add
[olo) = [oloy =
ﬁ Ii.l &y -— ﬂ |1| & =

Home Backup 2FA More Home Backup 2FA Mare




TOTP only

i. To configure a TOTP only 2FA with Backup247 Mobile, click the “Not able
to scan QR code? Click here to pair with TOTP secret key” link.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it
and scan the same QR code to complete the device registration.

Ahsav Mobile

GETITON
® Google Play

Prerequisites

- Please use the latest Mobile App version

Not able to scan QR code? Click here to pair with TOTP secret key

ii. After clicking the “Not able to scan QR code? Click here to pair with TOTP
secret key” link, the QR code for the TOTP only authenticator will be displayed.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

Ahsay Mobile

£ Download on the GETITON
@& App Store * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

| (00:00:26)

Display name: ‘ B247 Mobile

To show the secret key, click the Show Secret Key link to display the 16-character
alphanumeric secret key. The display name will be “Backup247 Mobile” by default.

ISe(rEt Key: QIP2 6Y3P UGFS WZ7T I

Enter one-time passcode generated from authenticator app

(00:00:24)

Display name:  B247 Mobile




ii. Inthe Backup247 Mobile app, go to 2FA. Tap the Not able to scan QR code? link.

B247 Mobile

Scan the QR code displayed in your application|
(supports two-factor authentication, mobile
device backup etc.)

Not able to scan QR code?

X Connect using Secret Key

Key in the Secret Key provided by the app

Username

Secret Key

Scan QR Code

iv. Enter the Username and Secret Key shown in the Backup247 Advanced
Client (B247PRO) then tap Connect. Once the device is paired successfully,

click OK to continue.

X Connect using Secret Key

Key in the Secret Key provided by the app

B247 Mobile

Connect

Scan QR Code

Device paired successfully




v. Enter the one-time passcode from the Backup247 Mobile app.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and
scan the same QR code to complete the device registration.

()] Ansay Mobile

GETITON

* Google Play

Secret Key: QIP2 6Y3P U6FS WZ7T

Enter one-time passcode generated from authenticator app

ST ] B T =

Display name: | B247 Mobile |

Example of the one-time passcode generated by Backup247 Mobile:

@ B247 Mobile

B247 Pro
MobileUser

Q TOTP (Manual input) .
B247 Mobile

518 273 s

-

e — r -\ A

B =
ﬁ Ill &y =

Home Backup 2FA More




vi. Once the registration is successful, the following screen will be displayed. You
have now registered Backup247 Mobile for TOTP only 2FA.

Mobile Setup

You have registered Ahsay Mobile for the following feature:

@ Two-Factor Authentication

NOTE
In case device pairing takes a while, session timeout message will be displayed. Just
click OK to resume with the device pairing.

Mobile Setup

Due to session timeout, Two-Factor Authentication feature failed to be configured.

Click [OK] to configure the feature again.

8. After successful pairing, the following screen will appear.

"B PRO Trial Version free_trial_isaac n o

o [ h

Backup Sets Report

(2 1 el

Restore Settings Utilities

All instructions are there




6.1.2 With Mobile Add-on Module

To register a device for 2FA with Mobile Add-on Module enabled, please follow the
steps below:

1. A shortcut icon of Backup247 Advanced Client (B247PRO) will be available on your
desktop after installation. Double-click the icon to launch the application.

2. The Free Trial Registration option may be displayed when you login for the first
time. If you want to create a free trial account please proceed to Appendix E.

Otherwise, click Login if you already have a Backup247 Advanced Client
(B247PRO) account.

English u

The Best On-Premises & Cloud
Backup Software

or Login

NOTE

The Free Trial registration option may not be available. This depends on the

settings of your backup service provider. Please contact Backup247 Technical
Support for more information.
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3. The Show advanced option may not be available if the backup server settings are

already setup by your backup service provider. Please contact Backup247
Technical Support for more information.

Login name

MobileUser

If Show advanced option is clicked, this will be displayed.

Backup Server

hitps v |[103.121.11 v

Proxy (HTTP)

Use proxy to access the Internet

o "

4. Enter the login name and password of your Backup247 Advanced Client

(B247PRO) account provided by your backup service provider. Then, click OK to
log in.
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English L4

Login name

MobileUser
ord

NOTE

The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact Backup247 Technical Support for

more information.

5. You will have the option to set up your 2FA and mobile backup if the Mobile Add-
on Module is enabled in the backup account. Click Setup Now.

B247 Mobile App

Keep Hackers Off

All hackers delete backup data after
compromising a machine. Use Two-Factor
Authentication (2FA) to keep hackers off
your backup data and turn ransomware
harmless.

Skip Feature Setup Setup Now
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6. Download the Backup247 Mobile app from the App Store / Google Play Store.
Ensure that the displayed Prerequisites are met.

App Download and Device Pairing

Please scan the QR code to get the below Mobile App from App Store. Once installed the Mobile App, launch it and scan
the same QR code to complete the device registration.

Ahsay Mobile

£ Download on the GETITON
@& App Store ® Google Play

Prerequisites

- Please use the latest Mobile App version

- Please make sure below 2 ports are not blocked by any Firewall settings
TCP Port: 54000
UDP Port: 54200

Not able to scan QR code? Click here to pair with TOTP secret key

7. By using the Backup247 Mobile app, tap Next and scan the QR code displayed in
Backup247 Advanced Client (B247PRO).

B247 Mobile

Scan the QR code displayed in your
application (supports two-factor
authentication, mobile device backup etc.)

B247 Mobile

@ English

Cancel

Tap OK to continue.

QR Code detected!

Register Androidv10 with MobileUser ?

CANCEL 0K
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Once the device is successfully paired, the following message will be displayed in
the Backup247 Mobile app. Click OK to continue.

Device paired successfully

You may now configure the device
content e.g Photos, Video, 2FA
Accounts(if registered) to be included
for backup

Once the device is successfully paired, the following message will be displayed in
the Backup247 Mobile app. You can set up a recovery number here that will be used
in case of the “Authentication Recovery” procedure by tapping OK. You may refer to
Phone number verification for account recovery in Chapter 6.1.1 for the following
setup. Otherwise, tap LATER to set it up later on.

For first time activation of 2FA, device
needs to pair with a verified phone
number for account recovery. Click OK
to setup now.

LATER OK

8. After successful scan of the QR code, you have now registered Backup247 Mobile
for 2FA (Push Notification and TOTP) and Mobile Backup. Click OK to continue.

Mobile Setup

You have registered Androidv10 for the following feature:

l!. Mobile Backup (Add new device for backup without migration)

Two-Factor Authentication

You can go to the backup page in Mobile App B247 Mobile to start Mobile Backup.
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9. After successful pairing, the following screen will appear.

® PRO Trial Version free_trial_isaac [P} IR (i )

& 3 h

Backup Sets Report

O B p

Restore Settings Utilities

All instructions are there
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6.2 Using Microsoft Authenticator

To register a device for TOTP 2FA in Backup247 Advanced Client (B247PRO) using Microsoft
Authenticator, please follow the steps below:

1. Download and install the Microsoft Authenticator from the Play Store for Android
devices or the App Store for iOS devices.

< Q

~ Microsoft
Authenticator

Microsoft Corporation

47% 10M+

347K reviews 25MB Rated for 3+ © Download

Install

e e
N
PPz |
- |o
|n

2. Launch the Microsoft Authenticator app.

Authenticator




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

3. Tap Add account.

Let's add your first account!

For further assistance, see the Help section
in the menu.

Add account

Already have a backup?
Sign in to your recovery account.

Begin recovery

()] &
Authenticator Passwords

4. Select Other account (Google, Facebook, etc.).

What kind of account are you adding?

== Personal account @
== Work or school account @

Other account (Google, Facebook, etc) (1)
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5. Allow permission to take pictures and record video.

®

Allow Authenticator to take
pictures and record video?

6. Set up the account by selecting from the following methods: Scan the QR code or Enter
code manually.

Method 1: Scan the QR code

i. Scan the QR code on Backup247 Advanced Client (B247PRO).
< Add account

Your account provider will display 2 QR code.

OR ENTER CODE MANUALLY

Example of the displayed QR code:
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App Download and Device Pairing

Two-Factor Authentication is bled for helpi feguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration,

Microsoft Authenticator

Jownload on the GETITON

@& App Store * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app
D ] ] D | | (000011

Display name: ‘ Microsoft Authenticator

i. The Backup247 Advanced Client (B247PRO) account is successfully added to
Microsoft Authenticator and the mobile device is registered in Backup247 Advanced
Client (B247PRO).

Authenticator

@ B247Pro >
tobilelser
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iii. Once the account is added to Microsoft Authenticator, enter the one-time passcode
generated from the authenticator app to Backup247 Advanced Client (B247PRO).

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

a Microsoft Authenticator

GETITON

& App Store

* Google Play

Show Secret Key
Enter one-time passcode generated from authenticator app

E |E| E (00:00:11)

Display name: | Microsoft Authenticator

Example of the one-time passcode generated:

MobileUser
MobileUser

One-time passwords enabled

You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® g36 379

iv. The device is successfully registered for TOTP 2FA in Backup247 Advanced Client
(B247PRO) using Microsoft Authenticator. Click OK to continue.

Mobile Setup

You have regi d Microsoft Authenticator for the following feature:

Two-Factor Authentication
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Method 2: Enter Code Manually

i. Tap OR ENTER CODE MANUALLY.

< Add account

Your account provider will display 3 QR code.

OR ENTER CODE MANUALLY

ii. Click the Show Secret Key link in the Backup247 Advanced Client (B247PRO) to
display the Secret Key which must be entered manually in the Microsoft Authenticator.

Show Secret Key

Enter one-time passcode generated from authenticator app

| (00:00:17)
Display name: ‘ Microsoft Authenticator |
Secret Key: ZUGD UWSE UFAH FOI4
Enter one-time passcode generated from authenticator app
(00:00:07)
Display name: ‘ Microsoft Authenticator |

Cancel
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iii. On the Microsoft Authenticator app, input an account name, then enter the
displayed Secret Key in the Backup247 Advanced Client (B247PRO). Tap FINISH

to proceed.

<  Add account

Account name

Secret key

FINISH

& Add account

MobileUser

ZUGDUWSEUFAHFOI4|

FINISH

iv. Once the account is added to Microsoft Authenticator, enter the one-time passcode
generated from the authenticator app to Backup247 Advanced Client (B247PRO).

App Download and Device Pairing

Two-Factor Authentication is enabled for helping safeguard access to your account, please use the below authenticator
app to scan the QR code to ¢ lete the device regi: i

Microsoft Authenticator

| ¢ AppStore > Gooéle Play

Secret Key: ZUGD UWSE UFAH FOI4
Enter one-time passcode generated from authenticator app

8 3 6 3 7 9 | (00:00:18)

Display name: l Microsoft Authenticator |
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Example of the one-time passcode generated:

MobileUser
MobileUser

One-time passwords enabled

1 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 836 379

v. The device is successfully registered for TOTP 2FA in Backup247 Advanced Client
(B247PRO) using Microsoft Authenticator. Click OK to continue.

Mobile Setup

You have registered Microsoft Authenticator for the following feature:

Two-Factor Authentication

7. After successful pairing, the following screen will appear.
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D PRO Trial Version free_trial_isaac Y (i)

& o h

Backup Sets Report

(> X e

Restore Settings Utilities

All instructions are there

6.3 Using Google Authenticator

To register a device for TOTP 2FA in Backup247 Advanced Client (B247PRO) using Google
Authenticator, please follow the steps below:

1. Download and install the Google Authenticator from the Play Store for Android devices
or the App Store for iOS devices.

< Q
Google
G Authenticator
Google LLC
3.9% 50M+
330K reviews 6.8 MB Rated for 3+ @ Downloads

Install

Authenticator

3. Set up the account by selecting from the following methods: Scan the QR code or Enter
a setup key manually.

Method 1: Scan the QR code

247
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i. Tap Scan a QR code.
é

[o]

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,

go to g.co/2sv
ri?] Scan a QR code

=) Enter a setup key

Import existing accounts?

ii. Allow permission to take pictures and record video.

®

Allow Authenticator to take
pictures and record video?

iii. Scan the QR code on Backup247 Advanced Client (B247PRO).
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Example of the displayed QR code:

App Download and Device Pairing

Two-Factor Authentication is bled for helpi feguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.
. Google Authenticator

ownload on the GETITON

@& App Store * Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app
| | | | | (00:00:07)

Display name: ‘ Google Authenticator ‘

iv. The Backup247 Advanced Client (B247PRO) account is successfully added to
Google Authenticator and the mobile device is registered in Backup247 Advanced
Client (B247PRO).

Google Authenticator

B247Pro (MobileUser)

210 763 L
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v. Once the account is added to Google Authenticator, enter the one-time passcode
generated from the authenticator app to Backup247 Advanced Client (B247PRO).

App Download and Device Pairing

Two-Factor Authentication is bled for helpi feguard access to your account, please use the below authenticator
app to scan the QR code to complete the device registration.

. Google Authenticator

GETITON

& App Store

* Google Play

Show Secret Key

Enter one-time passcode generated from authenticator app

Display name: ‘ Google Authenticator |

Example of the one-time passcode generated:

Google Authenticator $

B247Pro (MobileUser)

210 763 @

vi. The device is successfully registered for TOTP 2FA in Backup247 Advanced
Client (B247PRO) using Google Authenticator. Click OK to continue.

Mobile Setup

You have regi d Google Authenticator for the following feature:

@ Two-Factor Authentication
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Method 2: Enter a setup key manually

i. Tap Enter a setup key.
é

=

Setup your first account

Use the QR code or setup key in your 2FA settings (by
Google or third-party service). If you're having trouble,
go to g.co/2sv

@ Scan a QR code

Enter a setup key

Import existing accounts?

Click the Show Secret Key link in the Backup247 Advanced Client (B247PRO)
to display the Secret Key which must be entered manually on Google

Authenticator.

Show Secret Key
Enter one-time passcode generated from authenticator app

| (00:00:02)
Display name: | Google Authenticator |
ISecret Key: ZUG) KYFG CKI2 WGJY
Enter one-time passcode generated from authenticator app

(00:00:07)
Display name: | Google Authenticator |

Cancel

247
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iii. On the Google Authenticator app, input an account name, then enter the
displayed Secret Key in the Backup247 Advanced Client (B247PRO). Tap Add to

proceed.

< Enter account details

Account

Key

Time based ~ Add
£ Enter account details
Account
MobileUser
Key
ZUGJKYFGCKI2ZWGJY| (]
Add

Time based ~

iv. Once the account is added to Google Authenticator, enter the one-time passcode
generated from the authenticator app to Backup247 Advanced Client

(B247PRO).

App Download and Device Pairing

feguard access to your account, please use the below authenticator

Two-Factor Authentication is enabled for helping
app to scan the QR code to ¢ lete the device regi

. Coogle Authenticator

o éoc;éle Play

@& App Store

Secret Key: ZUG) KYFG CKIZ WGJY

Enter one-time passcode generated from authenticator app

2 6 3 2 5 1 | o005

Display name: | Google Authenticator |
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Example of the one-time passcode generated:

Google Authenticator -

MobileUser

263 251 O

v. The device is successfully registered for TOTP 2FA in Backup247 Advanced Client
(B247PRO) using Google Authenticator. Click OK to continue.

Mobile Setup

You have registered Google Authenticator for the following feature:

@ Two-Factor Authentication

4. After successful pairing, the following screen will appear.

® PRO Trial Version free_trial_isaac n i

0

R

Backup Sets Report

£ X el

Restore Settings Utilities

All instructions are there
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7 Logging in to Backup247 Advanced Client (B247PRO)

Login steps without 2FA and with 2FA using the different types of authenticator will be discussed in
this chapter.
. Login to Backup247 Advanced Client (B247PRO) without 2FA

. Login to Backup247 Advanced Client (B247PRO) with 2FA using Backup247
Mobile Authenticator

»  Push Noaotification and TOTP 2FA
» TOTP only 2FA

. Login to Backup247 Advanced Client (B247PRO) with 2FA using Microsoft
Authenticator

. Login to Backup247 Advanced Client (B247PRO) with 2FA using Google
Authenticator

. Login to Backup247 Advanced Client (B247PRO) with 2FA using Twilio

7.1 Loginto Backup247 Advanced Client (B247PRO) without 2FA

When logging in to Backup247 Advanced Client (B247PRO) without two-factor
authentication, please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your Backup247 Advanced Client (B247PRO)
account provided by your backup service provider. Then, click OK to log in.

MobileUser
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NOTE

The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact Backup247 Technical Support for
more information.

3. After successful login, the following screen will appear.

'O PRO U VarE e free_trial_isaac [P} i )

o [ h

Backup Sets Report

(2 X /

Restore Settings Utilities

All instructions are there
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7.2 Login to Backup247 Advanced Client (B247PRO) with 2FA
using Backup247 Mobile Authenticator

When logging in to Backup247 Advanced Client (B247PRO) with two-factor authentication
using Backup247 Mobile Authenticator, please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your Backup247 Advanced Client (B247PRO)
account provided by your backup service provider. Then, click OK to log in.

MobileUser
a d

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact Backup247 Technical Support for more
information.

Please refer to the Appendix A: Troubleshooting Login of the Backup247 Mobile User
Guide for Android and iOS if you are experiencing problems logging into Backup247
Advanced Client (B247PRO) with Two-Factor Authentication using Backup247 Mobile
app.
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3. Select the authentication method to continue with the login.
e  Push Notification and TOTP (default mode)

Example of the 2FA alert screen on Backup247 Advanced Client (B247PRO)
after login with correct username and password:

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.
"3 Waiting for response (00:04:53)

Authenticate with one-time password

Push notification is the default 2FA mode. Accept the login request on the
Backup247 Mobile app to complete the login.

Example of the login request sent to the Backup247 Mobile:

B247 Mobile

@ B247Pro

Authorization Request

Proceed authorization request for
MobileUser

REJECT  ACCEPT
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However, if push notification is not working or you prefer to use one-time
password instead, click the “Authenticate with one-time password” link, then
input the one-time password generated from Backup247 Mobile to complete the
login.

Two-Factor Authentication

Please approve notification request in one of registered Authenticator App.

% Waiting for response (00:03:06)
Alternatively, input the one-time passcode generated in your Authenticator App.

(2] (2] (2] [2] 1] [0] e

Example of the one-time password generated by Backup247 Mobile:

@ B247 Mobile
B247Pro

MobileUser

253 410 ==

Home Backup 2FA Mare




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

e TOTPoONly

Example of the 2FA alert screen on Backup247 Advanced Client (B247PRO)
after login with correct username and password.

Input the one-time password generated by Backup247 Mobile to complete the
login.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

I o [ [2] 8] e

Example of the one-time password generated by Backup247 Mobile:
@ B247 Mobile

Q TOTP (Manual input) R
459128 =

NOTE

If you are unable to log in using any of the authentication method, please refer to
Chapter 8 Unable to log in to Backup247 Advanced Client (B247PRO) with 2FA.

4. After successful login, the following screen will appear.
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B PRO Trial Version free_trial_isaac n o

Backup Sets Report

B |/

Settings Utilities

All instructions are there
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7.3 Login to Backup247 Advanced Client (B247PRO) with 2FA
using Microsoft Authenticator

When logging in to Backup247 Advanced Client (B247PRO) with two-factor authentication
using Microsoft Authenticator, please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your Backup247 Advanced Client (B247PRO)
account provided by your backup service provider. Then, click OK to log in.

Login name

MobileUser
ssword

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact Backup247 Technical Support for more
information.
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Enter the one-time passcode generated from the Microsoft Authenticator app.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:00)

Unable to login

e

R B247Pro
t7

One-time passwords enabled

4 You can use the one-time password codes
generated by this app to verify your sign-ins

One-time password code

® 594 621

Example of the one-time passcode generated:

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

5 9 4 6 2 1

(00:00:21)
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4. After successful login, the following screen will appear.

"® PRO Trial Version free_trial isaac [} i )

0

el

Backup Sets Report

£ 1 Ve

Restore Settings Utilities

All instructions are there
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7.4 Login to Backup247 Advanced Client (B247PRO) with 2FA
using Google Authenticator

When logging in to Backup247 Advanced Client (B247PRO) with two-factor authentication
using Google Authenticator, please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your Backup247 Advanced Client (B247PRO)
account provided by your backup service provider. Then, click OK to log in.

Login name

MobileUser

Pa:

|

NOTE
The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact Backup247 Technical Support for more
information.
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3. Enter the one-time passcode generated from the Google Authenticator app.

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

(00:00:00)

Unable to login

Example of the one-time passcode generated:
Google Authenticator :

B247 Pro (MobileUser)

210 763 @

Two-Factor Authentication

Enter one-time passcode generated from authenticator app

2 1 0 7 IE |Z| (00:00:24)

Unable to login
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4. After successful login, the following screen will appear.

" PRO Trial Version free_trial isaac | EltEd (i )

& o h

Backup Sets Report

£ 1 el

Restore Settings Utilities

All instructions are there
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7.5 Login to Backup247 Advanced Client (B247PRO) with 2FA
using Twilio

When logging in to Backup247 Advanced Client (B247PRO) for user accounts using Twilio,
please follow the steps below:

1. Double-click the icon to launch the application.

2. Enter the login name and password of your Backup247 Advanced Client (B247PRO)
account provided by your backup service provider. Then, click OK to log in.

Login name

MobileUser

Password

M save jord

NOTE

The Save password option may not be available. This depends on the settings of
your backup service provider. Please contact Backup247 Technical Support for
more information.
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3. Select your phone number to receive the passcode.

Two-Factor Authentication

Please select phone number to receive passcode via SMS message to continue login.
Philippines (+63) - ****#*g123

4, Enter the passcode and click Verify to log in.

Two-Factor Authentication

SMS message with a passcode was already sent to the phone number Philippines (+63) - ******5123
Please enter the passcode to continue login.

XIUA—| 158074 (00:04:30)
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5. After successful login, the following screen will appear.

D PRO Trial Version free_trial_isaac Y EEEIEd ()

& o h

Backup Sets Report

£ X Vel

Restore Settings Utilities

All instructions are there
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8 Unable to log in to Backup247 Advanced Client
(B247PRO) with 2FA

Backup247 Advanced Client (B247PRO) supports Unable to login feature for users who were not
able to accept the notification request from the Backup247 Mobile app and/or cannot obtain the TOTP
code from Backup247 Mobile on the subsequent login to Backup247 Advanced Client (B247PRO).

Here are the three scenarios after clicking the Unable to login link:

e No recovery number was registered on Backup247 Mobile for the 2FA account

e "Authentication Recovery" procedure

e Unable to perform the "Authentication Recovery" procedure

Two-Factor Authentication
Please approve notification request in one of registered Authenticator App.
+.. Waiting for response (00:04:51)

Authenticate with one-time password

Unable to login

No recovery number was registered on Backup247 Mobile for the 2FA account

If no recovery number was registered on Backup247 Mobile for the 2FA account,
then the following message will be displayed "Please contact your backup server
administrator for assistance" in gaining access to your Backup247 Advanced Client
(B247PRO) account.

e Please contact your backup server administrator for assistance.
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"Authentication Recovery" procedure

If a recovery number was registered on Backup247 Mobile for the 2FA account,
then select the registered mobile device to perform the following "Authentication
Recovery" procedure.

Authentication Recovery
Please select one authenticator to perform recovery.
Androidv10
Unable to login/Do not have any Authenticator App(s)

NOTE
For the detailed steps in performing Authentication Recovery, please refer to the
Appendix A: Troubleshooting Login of the Backup247 Mobile User Guide for
Android and iOS.

3. Unable to perform the "Authentication Recovery" procedure

If you are not able to perform the "Authentication Recovery" procedure, click the
Unable to login/Do not have any Authenticator App(s) link, then the following
message will be displayed "Please contact your backup server administrator for
assistance" in gaining access to your Backup247 Advanced Client (B247PRO)
account.

i Please contact your backup server administrator for assistance.
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9 Backup247 Advanced Client (B247PRO) Overview

O PRO WEREST free_trial_isaac H

Profile Language I

Information

|1| m ol

Backup Sets Report

(> 1 e

Restore Settings Utilities

All instructions are there

Backup247 Advanced Client (B247PRO) main interface has nine (9) icons that can be accessed by the
user:

Profile
Language
Information

Backup

0

L+ ]

0

0

© Backup Sets
© Report

O Restore

© Settings

0

Utilities
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9.1 Profile

The Profile icon shows the settings that can be modified by the user. The features that will be
shown will depend on if the user accounts was using Twilio Two-Factor Authentication in prior to
upgrading to v8.5.0.0 or above and continues to use Twilio.

There are seven (7) available features:

@ General
@ Contacts
@ Time Zone
@ Encryption Recovery
@ Password (Only shown for backup accounts created prior to Backup247 Advanced Client
(B247PRO) v8.5.0.0 and using Twilio for two-factor authentication.)
@ Authentication
@ Security Settings (Only shown for backup accounts created prior to Backup247 Advanced
Client (B247PRO) v8.5.0.0 and using Twilio for two-factor authentication.)
9.1.1 General
The General tab displays the user’s information.
PI‘OfI Ie User Information
Login name MobileUserl
Contacts
Time Zone

Encryption Recovery

Authentication

Control Description

Login name Name of the backup account.

Display name Display name of the backup account upon logging in to
the B247CBS User Web Console.
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This will be the General tab for old backup account using Twilio for two-factor authentication.

PI’OfI|e User Information
Login name MobileUserl
Contacts

Last Successful Login

Time Zone Time: 12/14/2020 19:57 (PHT)

IP address: 175.176.32.185

Phone number (MFA): 63 -85 08 08
Browser [ App: OBM

Encryption Recovery
Password
Security Settings

Control ‘ Description

Login name Name of the backup account.

Display name Display name of the backup account upon logging in to the
B247CBS User Web Console.

Time The date and time the user last logged in.

IP address The IP address used to log in.

Phone number (MFA) The phone number where sms authentication will be sent
when 2FA is enabled.

Browser / App The browser or app used to login in to B247CBS User Web
Console or Backup247 Advanced Client (B247PRO).
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9.1.2 Contacts

This refers to the contact information of the user. You can also add multiple contacts or modify
existing contact information. Having this filled in will help in sending backup and daily reports and
even recovered backup set encryption key in case it was forgotten or lost.

PI’OfI Ie Contacts

Existing contacts
Genel’al . Add new contact
Time Zone

Encryption Recovery

Authentication

Save Cancel

To add a new contact, follow the instructions below:

1. Click the [+] button to add a new contact.

. Add new contact

2. Complete the following fields then click OK to return to the main screen.

¢ Name
e Emall
e Address

e Company
e Website
e Phonel

e Phone 2
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New Contact

Name

Email

I:l Send me encrypted email (S/MIME)

Address

Company

Website

Phone 1

Phone 2

3. Click Save to store the contact information.

PrOfl I e Contacts

Existing contacts

General H samplename

sample_email@mail.com

KN -

Time Zone

Encryption Recovery

Authentication
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9.1.3 Time Zone

The time zone indicated.

PI’OfI|e Time Zone

| GMT+08:00 (SGT) v
General
Contacts

Encryption Recovery

Authentication

Save Cancel

To modify the time zone, follow the instructions below:

1. Select from the dropdown list.

Time Zone

GMT+08:00 (PHT) v

GMT+08:00 (SGT)
GMT+08:00 (ULAT)
GMT+08:00 (WST)
GMT+09:00 (IRKST)
CGMT+09:00 JAYT)
GMT+09:00 (J5T)
GMT+09:00 (KST)

2. Click Save to save the updated time zone
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9.1.4 Encryption Recovery
Backup set encryption key can be recovered by turning this feature on.

NOTE
This option may not be available. Please contact your backup service provider for more details.

PrOﬁ Ie Encryption Recovery

With this option enabled, you can recover your backup set encryption keys by
sending a request to us.

General on
Contacts
Time Zone

Encryption Recovery

Authentication

Save Cancel




9.1.5 Password
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The Password option is for backward compatibility with Twilio Two-Factor
Authentication. It will only be visible if Twilio Two-Factor Authentication was enabled on
the user account on pre-v8.5.0.0 Backup247 Advanced Client (B247PRO) versions.

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the Backup247 Advanced Client (B247PRO).

Profile

General
Contacts

Time Zone

Encryption Recovery

Password

Security Settings

Password

|| Save password

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact Backup247 Technical Support for more information.
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9.1.6 Authentication

You can use the Authentication function to:

@ Change the “Password”.
@ Enable or disable the “Two-Factor Authentication”.

@ Add one or more device(s) registered for Two-Factor Authentication (2FA).

NOTE
Please refer to Chapter 6.3.1 of the Backup247 Mobile User Guide for Android and iOS
for the detailed step-by-step procedure.

@ Remove one or more device(s) registered for Two-Factor Authentication (2FA).
Re-pair mobile device with-Backup247 Advanced Client (B247PRO) account.

=  View details of the “Last Successful Login” for Password Lock and Two-Factor
Authentication (2FA).

NOTE

For Two-Factor Authentication (2FA), you can register your mobile device on both Backup247
Mobile app and a third-party authenticator apps (e.g., Authy, Duo, Google Authenticator,
Microsoft Authenticator, LastPass Authenticator, iOS 15 Built-in Two-Factor Authenticator, etc.).

PI’OfI|e Password
General
| "] save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery off "B

Authentication
Last Successful Login

No login record
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Password

Login password can be modified anytime. Tick the Save Password box to bypass the
password entry upon opening the Backup247 Advanced Client (B247PRO).

PI’OfI Ie Password
General
Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery off I

Last Successful Login

No login record

NOTE

The Save password option may not be available. This depends on the settings of your
backup service provider. Please contact Backup247 Technical Support for more information.

To change the password, follow the instructions below:

1. Click the Change Password.

PrOfl I e Password
Ceneral  Change Password
[ "] save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery off I

Authentication
Last Successful Login

No login record
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2. Enter the current password.

Change Password

Please confirm current password

| ssssss

3. Enter the new password and re-enter it for authentication purposes. Click OK to return
to main screen.

Change Password

New Password

| ssesne |

Re-enter password

Cancel




4. Click Save to store the settings.
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Profile

Ceneral

Contacts

Time Zone
Encryption Recovery

Authentication

Password

[ "] save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on "

Last Successful Login
No login record
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Two-Factor Authentication
To enable the two-factor authentication feature, follow the instructions below:

NOTE
The Backup247 Mobile app or a third-party authenticator apps is needed for 2FA.

1. Goto Profile > Authentication > Two-Factor Authentication.

PrOfl I e Password
General  Change Password
|| Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery off "B

Authentication
Last Successful Login

No login record

2. Swipe lever to the right to turn it on.

For the detailed step-by-step procedure on how to add a mobile device, please refer to
Chapter 6.3.1 of the Backup247 Mobile User Guide for Android and iOS.

P I‘Ofl I e Password
General
] Save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery on el

Authentication Registered Mobile Device(s)

Last Successful Login

No login record

Save Cancel
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To remove a mobile device, follow the instructions below:

1. Click the "' putton on the left side of the registered mobile device. In this example, we
are going to delete the mobile device named “MobileUser1”.

- |
PrOﬁ I e Password
[ Change Password
General
Save password
Contacts
T Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery on 1

Authentication Registered Mobile Device(s)

ﬁ MobileUserl i

m !‘.Edl:m with authenticator L}
e .

Last Successful Login

Time: 12/14/2020 00:19 (PHT)
IP address: 175.176.32.99
Browser [ App: OBM

Mobile Device: Redmi v

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

Are you sure you want to delete the registered Mobile Device for Two-Factor
= Authentication feature?




3. Mobile device is successfully removed.

BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

Profile

General
Contacts
Time Zone

Encryption Recovery

Authentication

Password

[ save password

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

on 1
Registered Mobile Device(s)
Redmi

Re-pair with authenticator

Last Successful Login

Time: 12/14/2020 00:19 (PHT)
IP address: 175.176.32.99
Browser / App: OBM

Mobile Device: Redmi
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To disable the two-factor authentication feature, follow the instructions below:

NOTE
Sliding the switch to right hand side will only turn off the two-factor authentication but it will
not automatically delete the registered mobile device(s) for Two-Factor Authentication. If you
need to delete the registered mobile device(s), this must be done manually first before
disabling Two-Factor Authentication

1. Swipe the lever to the left to turn it off.

PrOfl | e Password
 Change Password
General
[ 1 save password
Contacts

Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

On C |
Authentication Registered Mobile Device(s)
I MobileUserl W
Redmi
D Re-pair with authenticator l

Last Successful Login

Time: 12/14/2020 00:19 (PHT)

IP address: 175.176.32.99

Browser [ App: OBM

Mobile Device: Redmi v

2. Click Save to save the settings.

e |
Pr0f||e Password
General
[ save password
Contacts
Time Zone Two-Factor Authentication
Encryption Recovery Require Authenticator App 1o sign in your account during startup
e Off ==
Authentication LI
Last Successful Login
Time: 12/14/2020 00:19 (PHT)
IP address: 175.176.32.99
Browser / App: OBM
Mobile Device: Redmi
V|
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Re-pair with authenticator

Backup247 Advanced Client (B247PRO) supports “Re-pair with authenticator’ feature that
enables user to re-pair their Backup247 Advanced Client (B247PRO) account with Backup247
Mobile Authenticator as long as the mobile device used for the 2FA is still registered in the
Backup247 Advanced Client (B247PRO). This feature is used when:;

1. The registered profile for the 2FA is removed from the Backup247 Mobile app

2. The Backup247 Mobile app is accidentally uninstalled from the mobile device

. ~
Pr0f| |e Password
General
["] save password
Contacts
. Two-Factor Authentication
Time Zone
Require Authenticator App to sign in your account during startup
Encryption Recovery o B |
Authentication Registered Mobile Device(s)
Androidy10
D Re-pair with authenticator .
Add

Last Successful Login

Time: 03/09/2021 16:13 (HKT)
IP address: 10.3.121.13
Browser / App: OBM

Mobile Device: Ahsay Mobile

v
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Last Successful Login

Displays the Date, Time, IP address, and Browser / App the user last logged in and the
registered Mobile Device.

© Time - the date and time the user last logged in.
© |IP address — the IP address used to login.

© Browser / App — the browser or app used to login to B247CBS User Web Console or
Backup247 Advanced Client (B247PRO).

O Mobile Device — the name of the device used for authentication when 2FA is enabled.

PrOfl | € Password
General
[ 1 save password
Contacts
Time Zone Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery

On C |
Authentication Registered Mobile Device(s)
I MobileUserl W
Redmi
D Re-pair with authenticator l

Last Successful Login

Time: 12/14/2020 00:19 (PHT)

IP address: 175.176.32.99

Browser [ App: OBM

Mobile Device: Redmi v

Below is the screenshot If there is no login record yet.

PrOfl I e Password
 Change Password
General
|| Save password
Contacts

Two-Factor Authentication

Require Authenticator App to sign in your account during startup

Encryption Recovery off "B

Authentication
Last Successful Login

No login record

Time Zone
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9.1.7 Security Settings
The Security Settings option is for backward compatibility with Twilio Two-Factor
Authentication. It will only be visible if Twilio Two-Factor Authentication was enabled on
the user account on pre-v8.5.0.0 Backup247 Advanced Client (B247PRO) versions.

Phone numbers that will be used for sending sms authentication will be listed here and will
show the status if it is verified or not. You can also add phone numbers here that can be used
for sending the sms authentication.

PI’OfI|e Security Settings
Phone bers for SMS authentication
General Philippines (+63) - [N, Verified [
Contacts Add
Time Zone

Encryption Recovery

Password

Security Settings

1. Click the Add button.

2. Select the country and enter the phone number, click Add.

Security Settings
Please enter a new phone number for SMS authentication

| Philippines (+63) v ” [
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3. Click the Save button to save the phone number.

Profile

Ceneral

Contacts

Time Zone
Encryption Recovery

Password

Security Settings

Security Settings

Phone numbers for SMS authentication

Philippines{+631—_. Verified E
phitippines (+63) - [ R vo: verifiec X

9.2 Language

This option is used to change the language of the Backup247 Advanced Client (B247PRO)
interface. The list of the available languages depends on the backup service provider.

Once the language is set, it will reflect on the Backup247 Advanced Client (B247PRO) interface

right away.

English
Ll
Euskara
Catala
Cesky
Dansk
Nederlands

Suomi
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9.3 Information

The information icon displays the product version and system information of the machine where
the Backup247 Advanced Client (B247PRO) is installed.

Oero
Version 9.0.0.0 A
Virtual Machine Open)D¥ 64-Bit Server VM Version 25.181-b13
Vendor Oracle Corparation
Live Threads 13 (Current) [ 20 (Peak)
Daemon Threads 9
Total Threads Started 55
Heap Size 98,560 kbytes (Current) / 1,864,192 kbytes (Maximum)
Operating System Mac 05 X Version 10.12
Architecture xB6_b4
Number of Processors 4
Committed Virtual Memory 7,099,840 kbytes
Physical Memory 9,066,516 kbytes (Free) | 16,777,216 kbytes (Total)
Swap Space 0 kbyte (Free) / 0 kbyte (Total)
9.4 Backup

This feature is used to run your backup set(s).

For instructions on how to start a backup, refer to Chapter 12 Run Backup Jobs.
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9.5 Backup Sets

A backup set is a place for files and/or folders of your backed-up data. This feature allows user to
select files individually or entirely in a selected folder to back up. It is also used to delete backup
set(s).

[

Backup Sets

To create or modify a backup set, follow the instructions on Chapter 10 Create a Backup Set.

Backup Set Settings

Below is the list of configurable settings under a Backup Set:

e General

e Source

e Backup Schedule

e Destination
(Advanced settings)

e Deduplication

e Retention Policy

e Command Line Tool

e Bandwidth Control

e Others
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General

This feature allows the user to modify the current name of the backup set.

E Data Backup General
Name
Ceneral | Data Backup
Owner
Source

admins-Mac-5

Backup Schedule

Destination

Show advanced settings

Delete this backup set

To modify the name of a backup set, follow the steps below:

1. Inthe Name field, enter a new backup set name.

General

Name

Owner
admins-Mac-5

2. Click the Save button to save the updated backup set name.

NOTE

In assigning a backup set name, make sure that it does not have an identical name.
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Source

This feature allows the user to select files and/or folders in the backup source to back up.

E BackupSet-1 Backup Source
Select the files and folders that you want to backup
General [ B3 Desktop
[ ] & admin .
[ B Movies . Shortcut
Backup Schedule
P 1 J3 Music
Destination || & Pictures
Show advanced settings
Filter
Apply filters to the backup source > Filter
off ]
I I would like to choose the files to backup I—; Advanced
Backup
- Source

Delete this backup set

There are three (3) ways to select files and/or folders to back up:

Option Description

This allows the user to back up files and/or
folders in the selected backup source entirely.

Quick or Shortcut

This allows the user to select or exclude files

Filter and/or folders from the backup job.

Advanced Backup This allows the user to select files and/or
Source folders individually to back up.
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Option no. 1: Quick or Shortcut

This option allows the user to quickly select a backup source to be backed up.

Backup Source

[]1 B Desktop
1 & admin

%I Documents
] B Movies

[ 5 Music

[] E@ Pictures

Select the files and folders that you want to backup

To know the locations of the folder(s) that will be backed up for each selected backup source, refer to

the following table:

Backup Source

Desktop

Description

If Desktop is selected, all files and/or folders in the following
location will be backed up:
%UserProfile%/admin/Desktop

admin

If admin is selected, all files and/or folders located in the
following locations will be backed up:

%UserProfile%/admin
%UserProfile%/Library

If the Follow Link is enabled, the following locations will also
be included to the backup job:

%UserProfile%/\LocalStorage
%UserProfile%/Applications
%UserProfile%/admin/Downloads
%UserProfile%/admin/Library
%UserProfile%/admin/temp

The Follow Link is configured as enabled by default.

Note: If you select admin during the creation of backup set,
the entire Backup Source in the Quick or Shortcut option will
also be selected (e.g., Desktop, Documents, Movies, Music,
Pictures), but you may choose to unselect any of each.

Documents

If Documents is selected, all files and/or folders located in the
following location will be backed up:

%UserProfile%o/admin/Documents

Movies

If Movies is selected, all files and/or folders located in the
following location will be backed up:

%UserProfile%/admin/Movies
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If Music is selected, all files and/or folders located in the

. n following location will be backed up:
Music
%UserProfile%/admin/Music
If Pictures is selected, all files and/or folders located in the
. ey following location will be backed up:
Pictures ﬂ 9 P

%UserProfile%/admin/Pictures

To select files and/or folders to back up using the Quick or Shortcut option, follow the steps below:

1. Select a backup source.

Backup Source

Select the files and folders that you want to backup
["1 B2 Desktop

] & admin

[% Documents

] B Movies

[ 5 Music

["] E8 Pictures

2. Click the Save button to save the selected backup source.

Option no. 2: Filter

This option allows the user to manually select files and/or folders in the selected location(s) to back up.

Filter

Apply filters to the backup source

o P

To select files and/or folders to back up using the Filter Backup Source, follow the steps below:

1. Slide the lever to the right to turn on the filter setting.

Filter

Apply filters to the backup source

on

2. Click the [+] button to create a filter.

Existing filters

. Add new filter

3. Assign a desired name to the backup filter.

New Backup Filter

Name

| Filter-1
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4. Configure the following options.

For each of the matched files/folders under top directory
(®) Include them
() Exclude them

[T Exclude all unmatched files/folders
Match file/folder names by

(®) Simple comparison | ends with W

() Regular expression (UNIX-style)

5. In this example, all files and/or folders that end with the letter X’ will be included to the
backup job. You can add multiple patterns here.

Existing patterns to match

: X
A

6. Select whether you would like to apply the filter to all files and/or folders in all hard disk drives
or to a specific folder only. If ‘This folder only’ is selected, click the Change button to specify
the folder where you would like to apply the filter to.

Apply this filter to all files /folders in
() All hard disk drives
(®) This folder only

[Users/admin/Desktop -

Apply to
File Folder

7. Click the OK button to save the created filter, then click the Save button to save the settings.
Once you run a backup, all files and/or folders that match the applied filter will be backed up.

NOTE: Multiple backup filters can be created by clicking the Add button.

Existing filters
Filter-1
Y fUsers/admin/Desktop

Filter-2
Y {Users/admin/Documents




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

Option no. 3: Advanced Backup Source

This option allows the user to display the locations in the backup source to select files and/or folders to
back up.

Advanced Backup Source

Folders
> LJ ol
» O[3 Applications )
» O [# Library
» O Network
» O[3 System
» O users
» O Volumes
» O bin
» O cores
» O dev
O etc
» O & home
> O & net
» O private
» O sbin
D mp
» O usr
O var v
» Ofvm

|1 Show files

Cancel

To select files and/or folders using the Advanced Backup Source, follow the steps below:

1. In the Source window, select ‘| would like to choose the files to backup’.

| would like to choose the files to backup
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2. Select ‘Show files’ to display the files inside each folder, then select the files and/or folders
that you would like to back up.

Folders
LJ [ Application Su|

O Audio
(O [ Bundles

O ColorSync
(O Components
(01 Compositions
(O Contextual Me
(O[ CoreMedialo
[ Desktop Pictur
O .localizatiol
O .thumbnail:
» @[ Solid Color:
(O DirectoryServic
(01 Documentatior
(O Extensions
(O [ Filesystems

4 >

A VYVVVYVVVYVYVYVYY

vyvyVvyy

Show files

O Caches
O ColorPickers “

Advanced Backup Source

Name

(O[] .localizations
A O [ thumbnails

= Solid Aqua Blue.png

= Solid Aqua Dark Blue.png
= Solid Aqua Graphite.png
=« Solid Gray Dark.png

~ Solid Gray Light.png

= Solid Gray Medium.png

#« Solid Gray Pro Dark.png
=~ Solid Gray Pro Ultra Dark.|
= Solid Kelp.png

= Solid Lavender.png

#« Solid Mint.png

= Solid White.png

| Size | Date modified

1KB 24/01/2017 10:00
1KB 24/01/2017 10:00
1KB 24/01/2017 10:00
4 KB 24/01/2017 10:00
4KB 24/01/2017 10:00
4KB 24/01/2017 10:00
82 KB 24/01/2017 10:00
png 4 KB 24/01/2017 10:00
1KB 24/01/2017 10:00
1KB 24/01/2017 10:00
1KB 24/01/2017 10:00
1KB 24/01/2017 10:00

ItemsperpagelSO VI Pageil/l VI

3. Click the OK button to save the selection, then click the Save button to store settings.

In selecting files and/or folders to back up, the three (3) options can be used simultaneously. For more
details, please refer to the example scenarios below:

Scenario 1 (Quick or Shortcut + Filter)

You can use the Quick or Shortcut option and apply filter to the selected backup source at the same
time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source

["] B Desktop
1 &t admin

[¥ Documents
[71 B Movies

[ 5 Music

[] E@ Pictures

Select the files and folders that you want to backup

2. Create a filter that will be applied to the backup source.

Existing filters

H Add new filter
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New Backup Filter

Name
(Filter-1

For each of the matched files/folders under top directory
(®) Include them
() Exclude them

|1 Exclude all unmatched files/folders

Match file/folder names by
(®) Simple comparison
() Regular expression (UNIX-style)

Existing patterns to match

B [c

Apply this filter to all files/folders in
() All hard disk drives

3. Click the OK button to save the created filter, then click the Save button to store settings.
Scenario 2 (Quick or Shortcut + Advanced Backup Source)

You can use the Quick or Shortcut option and select files and/or folders in the advanced backup source
at the same time. To use this type of combination, follow the steps below:

1. Choose a backup source.

Backup Source

Select the files and folders that you want to backup
O Desktop

[1 & admin

[% Documents

] B Movies

EI ﬂ Music

["] el Pictures

2. In the Source window, click ‘I would like to choose the files to backup’, then select the files
and/or folders that you would like to back up.

| would like to choose the files to backup
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Advanced Backup Source
Folders Name Size | Date modified
¥ U Application Ul i jocalizations
» O Audio A O .thumbnails
» O Bundles = Solid Aqua Blue.png 1KB  24/01/2017 10:00
» O Caches = Solid Aqua Dark Blue.png 1KB  24/01/2017 10:00
» O Colorpickers = Solid Aqua Graphite.png 1KB  24/01/2017 10:00
» O Colorsync = Solid Gray Dark.png 4KB  24/01/2017 10:00
» 0 [ Components = Solid Gray Light.png 4KB  24/01/2017 10:00
» O[F Compositions = Solid Gray Medium.png 4KB  24/01/2017 10:00
» O Contextual Me = Solid Gray Pro Dark.png 82KB  24/01/2017 10:00
» O CoreMedial0 = Solid Gray Pro Ultra Dark.png 4KB  24/01/2017 10:00
v @11 Desktop Pictur = Solid Kelp.png 1KB  24/01/2017 10:00
D9 localizatior = Solid Lavender.png 1KB  24/01/2017 10:00
O thumbnail - Solid Mint.png 1KB  24/01/2017 10:00
» @1 Solid Color: ~ Solid White.png 1KB  24/01/2017 10:00
» O/ DirectoryServic
» (O Documentatior
» O Extensions
» O Filesystems
< N >
Show files Items per page | 50 w ] Page ‘ 1/1 v I

3. Click the OK button to save the selection, then click the Save button to save settings.
Scenario 3 (Filter + Advanced Backup Source)

You can use the filter backup source and select files and/or folders in the advanced backup source at
the same time. To use this type of combination, follow the steps below:

1. Create a filter.
Filter

Apply filters to the backup source

on

Existing filters

Filter-1
T [Users/admin/Documents

2. In the source window, click ‘| would like to choose the files to backup’, then select the files
and/or folders that you would like to back up.

| would like to choose the files to backup
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Advanced Backup Source
Folders Name | Size | Date modified
» LIS Application Sl 7 iy localizations
» O Audio A O .thumbnails
» O[3 Bundles = Solid Aqua Blue.png 1KB 24/01/2017 10:00
» O Caches = Solid Aqua Dark Blue.png 1KB 24/01/2017 10:00
» D[ ColorPickers = Solid Aqua Graphite.png 1KB  24/01/2017 10:00
» O ColorSync = Solid Gray Dark.png 4KB 24/01/2017 10:00
» O Components = solid Gray Light.png 4KB  24/01/2017 10:00
» O Compositions = Solid Gray Medium.png 4KB  24/01/2017 10:00
» O Contextual Me =« Solid Gray Pro Dark.png 82 KB 24/01/2017 10:00
» D[ CoreMediald « Solid Gray Pro Ultra Dark.png 4KB  24/01/2017 10:00
v @[ Desktop Pictur = Solid Kelp.png 1KB  24/01/2017 10:00
O localizatior = Solid Lavender.png 1KB  24/01/2017 10:00
O .thumbnail = Solid Mint.png 1KB  24/01/2017 10:00
» @[ solid Color: « Solid White.png 1KB  24/01/2017 10:00
» O DirectoryServic
» O Documentatior
» O Extensions
» O Filesystems
4| >
! Show files Items per page I 50 w | Page’ 1/1 w |

3. Click the OK button to save the selection, then click the Save button to save settings.
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Backup Schedule

This allows the user to assign a backup schedule for the backup job to run automatically.

E Sample Backup Set... Schedule
Run scheduled backup for this backup set
General On |
Existing schedules
SOU rce Backup Schedule
Backup Schedule -
Destination

Show advanced settings

Delete this backup set

To configure a backup schedule, follow the steps below:
1. Swipe the lever to the right to turn on the backup schedule setting.
Schedule

Run scheduled backup for this backup set

on

Existing schedules

Backup Schedule
@ Daily (Everyday at 20:00)

2. Select an existing backup schedule to modify or click the Add button to create a new one.

Existing schedules

Backup Schedule
@ Daily (Everyday at 20:00)

3. Inthe New Backup Schedule window, configure the following backup schedule settings.

© Name —the name of the backup schedule.

© Type —the type of the backup schedule. There are four (4) different types of backup
schedule: Daily, Weekly, Monthly and Custom.
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@ Daily — the time of the day or intervals in minutes/hours when the backup job will
run.

New Backup Schedule

Name
l Daily-1

Type

Start backup
]at v||00 v|:|00 v[

Stop

luntil full backup completed W I

Run Retention Policy after backup

@  Weekly — the day of the week and the time of the day or intervals in minutes/hours
when the backup job will run.

New Backup Schedule

Name
|Weekly-1

Type

Backup on these days of the week
[Isun [ IMon [ |Tue [ Iwed [ |Thu [ |Fri Sat

Start backup
at v (00 v 00 v

Stop

| until full backup completed w |

Run Retention Policy after backup

@ Monthly — the day of the month and the time of the day when the backup job will
run.

New Backup Schedule

Name
| Monthly-1

Type

Monthly W

Backup on the following day every month

onr ]

O First % | Sunday w

Start backup at

: on the selected days

Stop

| until full backup completed w

Run Retention Policy after backup
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@ Custom — a specific date and the time when the backup job will run.
New Backup Schedule

Name
|Custom-1

Type

Backup on the following day once

|2020||December v ||31 v|

Start backup at

Stop

| until full backup completed W

Run Retention Policy after backup

© Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.
@ every — this option will start a backup job in intervals of minutes or hours.

Start backup Start backup
every W || 1 minute W | every W | 1 minute W |
Stop Stop 30 minutes
until full b4 2 minutes | until full b
Run Retel i :::::: ‘\: Run Rete| ; :::::
5 minutes 4 hours
6 minutes 6 hours
10 minutes 8 hours
12 minutes 12 hours

Here is an example of backup set that has a periodic and normal backup schedule.

New Backup Schedule New Backup Schedule
Name Name
| Weekly-1 ‘ ‘ Weekly-1
Type Type
Backup on these days of the week Backup on these days of the week
|| Sun Mon Tue Wed Thu Fri | |Sat Sun | IMon [ |Tue [ wed [ IThu [ |Fri Sat
Start backup Start backup
|every V||4hours vl [at VHZI v|:|00 VI
Stop Stop
until full backup completed w ‘ until full backup completed w |
Run Retention Policy after backup Run Retention Policy after backup
Figure 1.1 Figure 1.2

Figure 1.1 — Periodic scheduled every 4 hours Monday - Friday for business hours
Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday and Sunday for
weekend non-business hours

247
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© Stop - the stop time of the backup job. This only applies to schedules with start backup “at”
and is not supported for periodic backup schedule (start backup “every”)

@ until full backup completed — this option will stop a backup job once it is complete.
This is the configured stop time of the backup job by default.

@ after (defined no. of hrs.) — this option will stop a backup job after a certain number
of hours regardless of whether the backup job has completed or not. This can range
from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the backup
set. For small files in a backup, if the number of hours is not enough to back up all files,
then the outstanding files will be backed up in the next backup job. However, if the
backup set contains large files, this may result in partially backed up files.

For example, if a backup has 100GB file size which will take approximately 15 hours to
complete on your environment, but you set the “stop” after 10 hours, the file will be
partially backed up and cannot be restored. The next backup will upload the files from
scratch again.

The partially backed up data will have to be removed by running the Data Integrity
Check.

As a general rule, it is recommended to review this setting regularly as the data size on
the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the Backup247 Advanced Client (B247PRO)
will run a Retention Policy job to remove files from the backup destination(s) which have
exceeded the Retention Policy after performing a backup job.

4. Click the OK button to save the configured backup schedule settings.
5. Click the Save button to save settings.

NOTE: Multiple backup schedules can be created.
Schedule

Run scheduled backup for this backup set

On

Existing schedules

Daily-1
@ Daily (Everyday at 19:00)

Weekly-1
@ Weekly - Saturday (Every week at 19:00)

Monthly-1
@ Monthly - The Last Day (Every month at 20:00)

Custom-1
@ Custom (31/03/2020 at 21:00)
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Destination

This feature allows the user to select a backup mode and add an additional storage destination.

E Data Backup Destination

Backup made

General Sequential w |
Source Existing starage destinatians

H24TOES
G Host: 10.90.30.22:80

Backup Schedule
add

Destination o

Show adwanced settings

Delete this backup et

There are two (2) types of backup mode:

Description

Backup mode

This is the configured backup mode by default. This

Sequential backup mode will run a backup job to each backup
destination one by one.
S o —— This backup mode will run a backup job to all backup

destinations simultaneously.

Comparison between Sequential and Concurrent Backup mode

Backup mode

Pros

» Takes less resources in the local
machine (e.g., memory, CPU,

Cons

> Backup job is slower than in
concurrent mode since the

Sequential bandwidth, etc.) to complete a backup job will upload the backup
backup job. data to the selected backup
destinations one at a time.
» Backup job is faster than in » Requires more resources in the
Sequential mode. local machine (e.g. memory, CPU,
Concurrent » Maximum number of concurrent bandwidth, etc.) to complete a

backup destinations can be
configured.

backup job.
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To add a new storage destination, follow the steps below:

1. Click the Add button.
Existing storage destinations

EXTORE
@ Host: 10.90.30.22:30

2. Click the drop-down button to select a backup destination.

MNew Storage Destination / Destination Pool

Hame:
B247CBS

I B tocal / Mapped Drive ¢ Removable Drive

3. If the Local / Mapped Drive / Removable Drive is selected, click the Change button to select
a new storage destination, then click the Test button to validate access to it.

Destination storage
| E Local [ Mapped Drive / Removable Drive W |

Local path

4. Click the OK button to save the added storage destination, then click the Save button to save
the updated backup mode and the added storage destination.
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To continue on with the menu, click the Show advanced settings link to modify the Deduplication,
Retention Policy, Command Line Tool, Bandwidth Control, and other configurable items under the
Others tab.

E Data Backup Destination

_B.ldmpfmde )

General |Sequential v |
Source Existing storage destinations

B24TOES
E Host 10.90030.22:80

Backup Schedule

Destination o

Show adwanced Lettings

Dbt chis backup sel

Deduplication

Starting with Backup247 Advanced Client (B247PRO) v9.0.0.0 or above, the In-File Delta feature (i.e.,

Incremental, Differential and Full) will be replaced with Deduplication. This feature is On (enabled) by
default.

When this feature is On (enabled) for the backup set, a checksum verification of each backup file which
was split into several blocks of varying size will be performed to compare its content and identify which
block is duplicated, thus will perform deduplication of data.

When this feature is Off (disabled) for the backup set, a checksum verification of each backup file will
not be performed, thus the duplicated data will NOT be removed or deduplicated during a backup job.
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E Sample Backup Set Deduplication
Enable Deduplication
General On
Deduplication scope
Source () Same file path within the same backup set

(@) All files within the same backup set
Backup Schedule

Block size
Destination [Auto v | Bytes

Deduplication
["] Migrate existing data to latest version

Retention Policy

Command Line Tool
Bandwidth Control
Others

Hide advanced settings

Delete this backup set
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There are two (2) types of Deduplication scope:

Deduplication Scope Description
Same file path within Deduplication will be applied to the duplicated
the same backup set contents within a file during the current backup job
All files within the Deduplication will be applied across different files in
same backup set the backup set.

NOTE
For more details about the Deduplication feature, refer to the B247CBS v9 New Features
Supplemental document.

When the Deduplication feature is enabled for the backup set, a Migrate Data option will be available in
the advanced backup options which can be configured before starting a backup job.

Below is an example of a backup set with Deduplication setting enabled.

Choose Your Backup Options
Emumkup

Backup 521 type
File

Dheutinatssni
+ (3 Eze7cEs (Host 103 1ZL1T80)
| g CongleDrive -1
Migrate Data
Migrate existing data to labest vershon

Raenentaan Palioy
Run Eetention Policy after backup

Migrate Data

When this option is enabled, the existing data will be migrated to the latest version during a backup job.
This option is disabled by default.

Migrate Data
|| Migrate existing data to latest version

NOTE
In case the Deduplication setting is Off (disabled) for the backup set, the Migrate Data option
will not be displayed.
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Below is an example of a backup set with Deduplication setting Off (disabled).

Choose Your Backup Options

nu- Backup

Bschup 161 bype
File

De-sbrations

< (3 BMTOES (Most 10.3.121.1780)
Retemtion Paboy

o Run Retention Polry after Backup

Hide sdvanded o

To configure the Deduplication settings, follow the steps below:

1. Select a type of Deduplication scope.

Deduplication

Enable Deduplication
On
Deduplication scope

(") Same file path within the same backup set
(@) All files within the same backup set

2. Click the drop-down button to select the block size that will be used for the deduplicated data.
This option is configured to use “Auto” by default.

Block size

256 k - 1 M (save more space but slower)
512 k - 2 M (optimal settings)

1M -4 M (save less space but faster)

3. Tick the checkbox if you want the existing data to be migrated to the latest version during a
backup job.

Migrate Data
|| Migrate existing data to latest version

4, Click the Save button to store the modified Deduplication settings.
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When the Backup247 Advanced Client (B247PRO) identifies files and/or folders that are deleted,
updated, or with updated permission/attributes during a backup job, these files and/or folders will then be
moved from the data area to the Retention Area.

Retention Area is a place used as a temporary destination to store these files (deleted, updated, or with
updated permission/attributes during a backup job). Files and/or folders in the Retention Area can still be

restored.

The Retention Policy is used to control how long these files remain in the Retention Area before they

are removed which

can be specified in the number of days, weeks, months, or backup jobs. Retained

data within all backup destinations (e.g., B247CBS, local drive, SFTP/FTP, and cloud storage) are cleared
by the Retention policy job.

The default Retention Policy setting for a File Backup Set is 7 days, but the appropriate Retention Policy
setting depends on individual, contractual, or regulatory requirements.

E BackupSet-2

Deduplication

Others

Hide advanced settings

Delete this backup set

General (®) Simple

() Advanced
Source

Keep the deleted files for
Backup Schedule 7 v [Dayis) v
Destination

Retention Policy

Command Line Tool

Bandwidth Control

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

There is a trade-off between the Retention Policy and backup destination storage usage. The higher the
Retention Policy setting, the more storage is used, which translates into higher storage costs.

NOTE

There are two (2) types of Retention Policy:

Type Description
A simple Retention Policy is a basic policy where the retained files (in the
Simple Retention Area) are removed automatically after the user specifies the
number of days or backup jobs.
An advanced Retention Policy defines a more advanced and flexible policy
Advanced where the retained files (in the Retention Area) are removed automatically
after a combination of user defined policy.
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Comparison between Simple and Advanced Retention Policy

Control Simple Advanced
Backup Jobs | Can keep the deleted files within 1 to 365 Not applicable
backup job(s)

Days Can keep the deleted files within 1 to 365 day(s) | Can keep the deleted files

within 1 to 365 day(s)
Type Not applicable > Dally

» Weekly

» Monthly

» Quarterly

> Yearly

» Custom
User-defined Not applicable Applicable
name

WARNING

When files and/or folders in the Retention Area exceed the Retention Policy setting, they will be permanently
removed from the backup set and cannot be restored.

To configure a Simple Retention Policy, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the Retention Policy tab in the Backup Set Settings.

3. Select Simple from the options, then click the drop-down button to define the number of day(s)
or job(s) which the deleted files will be retained. This is configured as seven (7) days by default.

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

(®) Simple

() Advanced

Keep the deleted files for

7 v HDay{s) v ]

4, Click the Save button to save the configured Retention Policy settings.
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To configure an Advanced Retention Policy, follow the steps below:

1. Go to Backup Sets, then select a backup set.
2. Click the Retention Policy tab in the Backup Set Settings.

3. Select Advanced from the options, then click the [+] button to create.

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

() Simple
(® Advanced

Existing advanced retention policies
. Add new advanced retention policy

4, Assign a desired name to the Retention Policy.

New Retention Policy

Name

Daily-1

5. Click the drop-down button to choose a Retention Type (e.g., Daily, Weekly, Monthly,
Quarterly...).

ype

Weekly
Monthly

Quarterly
Yearly

Custom

6. Click the drop-down button to specify the period on which the Retention Area will keep the
deleted files in the backup set.

The past number of days on which different versions of your files are retained

(==

0o =~ Oh w1 s b Pa
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7. Click the OK button to store the configured advanced Retention Policy, then click the Save
button to store the settings.

For further details about how to configure an advanced Retention Policy for each type (i.e., Dalily,
Weekly, Monthly, Quarterly, Yearly), refer to the examples below:

e Example no. 1: To keep the retention files for the last seven (7) days:

Name

| Daily-1 |

2
=}
m

DE u
The past number of days on which different versions of your files are retained

e Example no. 2: To keep the retention files for the last four (4) Saturdays:

| Weeky-1 |

The days within a week on which different versions of your files are retained

[Isun [ IMon [ ITue [ IWed [ |Thu [ |Fri Sat

The number of weeks to repeat the above selection

D

e Example no. 3: To keep the retention files for the 1t day of each month for the last three (3)
months:

Name

| Monthly-1 |

Type

Monthly u

The day within a month on which different versions of your files are retained

Soult v

O First % | Sunday (%]

The number of months to repeat the above selection
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Example no. 4: To keep the retention files for the 1st day of each quarter for the last four (4)

quarters:

Name
| Quarterly-1 |

Type
Quarterly u

The day within a quarter on which different versions of your files are retained

ol v]

QO First v | Sunday v

Months of quarter

|Januarv, April, July, October v

The number of quarters to repeat the above selection

P ]

Example no. 5: To keep the retention files for the 15t day of each year for the last seven (7)

years:

Name

| Yearly-1 |

Type
Yearly u
The day within a year on which different versions of your files are retained
.
oo

O First v | Sunday v

(O Ssunday v of Weekl W

The number of years to repeat the above selection

NOTE: Multiple Advanced Retention Policy can be created.

Retention Policy

How to retain the files in the backup set, which have been deleted in the backup
source

() Simple
(®) Advanced

Existing advanced retention policies

Daily-1
E Daily

Weeky-1
Weekly

Monthly-1
Monthly

Quarterly-1
Quarterly

Yearly-1
Yearly
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There are three (3) ways to run the Retention Policy job:

© Backup Scheduler

© Manual Backup

© Space Freeing Up

Backup Scheduler (Recommended)

To run a Retention Policy job after a scheduled backup job, follow the steps below:

1. Click the Backup Schedule tab in the backup set settings.

m Data Backup Schedule
Run scheduled backup for this backup set
General on (]

Existing schedules

Source = Backup Schedule

Backup Schedule -

Destination

Show advanced settings

Delete this backup set
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Select an existing backup schedule or click the Add button to add a new one.

E Data Backup Schedule
Run scheduled backup for this backup set
General On e

Existing schedules

Source 5] Backup Schedule

Backup Schedule E3

Destination

Show advanced settings

Delete this backup set

In the Backup Schedule window, select ‘Run Retention Policy after backup’ to run a
Retention Policy job after a scheduled backup job.

Backup Schedule

Name
l Backup Schedule
Type

Daily v

Start backup at

o vim]

Stop

| until full backup completed W

Run Retention Policy after backup

Delete this backup schedule
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Manual Backup

To run a Retention Policy job after a manual backup, follow the steps below:
1. Click the Backup icon in the Backup247 Advanced Client (B247PRO) main interface.

2. Select the backup set that you would like to back up and run the Retention Policy job on.

Please Select The Backup Set To Backup

Data Backup
Owner: admins-Mac-5
Last Backup: Thursday, 19 September 2019 10:54

Daily Backup
Owner: admins-Mac-5
Newly created on Thursday, 19 September 2019 10:11
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3. Click Show advanced option to display other settings.

Choose Your Backup Options

m Data Backup

Backup set type
File

Show advanced option

4, Select ‘Run Retention Policy after backup’ to run a Retention Policy job after a backup job.

Choose Your Backup Options

mu Backup

Rackup set type
Fie

Deitinatioany
< (@ mzercas  (Host 10.3.121.17:80)
H_qr.lll Dwta

|| Miigrate existing duta to Lanest version
Retention Palicy

[+ Rusn Resention Policy after backup
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Space Freeing Up
To run a Retention Policy job manually via backup client interface, follow the steps below:

1. Click the Utilities icon in the Backup247 Advanced Client (B247PRO) interface.

Utilities

2. Select the Space Freeing Up tab in the Utilities settings.

UtI|ItIES Free Up Storage Space

To remove obsolete files fram your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start.

) Select a backup set
Space Freeing Up (i v
Delete Backup Data Cstart

Decrypt Backup D...
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3. Select the corresponding backup set and destination (e.g., B247CBS, local drive, cloud storage)
where you want the Retention Policy job to run on, then click the Start button to run the
Retention Policy.

Ut| | |t| es Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start,
. Select a backup set
e 3
Delete BaCku p Data Select a destination

Al v |
san

Decrypt Backup D...

Close

NOTE

For more details about Space Freeing Up, refer to Chapter 9.9.2 Space Freeing Up.
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Command Line Tool

This feature allows the user to configure a pre-backup or post backup command which can be an
operating system level command, a script or batch file, or third-party utilities to run before and/or after a
backup job.

e.g., Connecting to a network drive and disconnecting a network drive, stopping a third-party database
(not officially supported by Backup247) to perform a cold backup, and restarting a third-party database
after a backup.

E Data Backup Pre-Backup Command Line Tool
Existing custom commands to run before backup
General . Add new pre-backup command line tool
Source

e e b Post-Backup Command Line Tool

Existing custom commands to run after backup
Destination . Add new post-backup command line tool
Deduplication

Retention Policy

Command Line Tool
Bandwidth Control
Others

Hide advanced settings

Delete this backup set

Requirements and Best Practices
Error and Exception Handling

Each pre-backup command or batch file should have an error and exception handling. If a pre-backup
command contains an error, although an unhandled error may not hinder the backup job process, and
the backup job is successful, it will result to a status indicating completed backup with warning(s). For
more details about backup report status, please refer to Chapter 9.6 Report.

Command or Batch File Compatibility

Make sure that each command (pre-backup and post-backup) are tested thoroughly before including
them to the backup job.

Scheduled Backup

If the scheduled backup job is set to stop after x no. of hours, make sure that the duration of the running
backup job will not be affected. You may need to adjust the number of hours in the backup schedule
configuration. Please refer to Backup Schedule for more details.
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A reboot or shutdown must not be used in the pre-backup command. Otherwise, the machine will shut
down immediately that will result to a status indicating “Backup not yet finished”, which can be viewed in
the B247CBS User Web Console. Please refer to B247CBS Backup Reports for more details.

Uy Prosbiee maw [T

i Backup Report for This User

Semingh

ot | T
- [rr—— Shart T Vet Tavsm e

: !r--nh-.'- 1 A TR (3 Ez4TCES [T T B b =rd gl Ty ot

X nnu R 1T T (3 Eze7cas Di-Sep-2018 100D Bariog =t gl frm bt

Post-backup Command Recommendation
It is recommended to include a timeout for a post-backup command to shut down the machine.

This is to ensure that the Backup247 Advanced Client (B247PRO) has enough time to complete the
backup process in order to send the backup job status to the B247CBS before the machine shuts down.

There are three (3) fields in the command line tool:

Field Description

Name The user-defined name of the pre-backup or post-backup command.

The location in the local machine which the pre-backup or post-backup
command will run at, or the location of the command or created batch file.

Working Directory

The pre-backup or post-backup command which can be defined as a
native command or batch file.

Command

Pre-backup Command

A pre-backup command is used to execute an action or process before the start of a backup job. To
create a pre-backup command, follow the steps below:

1. Click the [+] button.

Pre-Backup Command Line Tool

Existing custom commands to run before backup

0 Add new pre-backup command line tool

2. Assign a desired name to the pre-backup command.

New Pre-Backup Command Line Tool

Name
I Pre-Backup-1 l

3. Click the Change button to locate the working directory of the command.
Working Directory
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4. Input a command to be run before a backup job. In this example, the pre-backup command
will display the list of the directories.
Command
| Is -la |

5. Click the OK button to save the created pre-backup command, then click the Save button to
save settings.

6. Once the backup job is complete, click the . button to display the backup report log where
you can check if the pre-backup command is successful.

Show AN e
Tyee Loy T
) e | E24TPra vE.0.0.46 | L2/10/2020 15:25:24
) tewng rronypted backip i ercrypton Levi o e 111047020 10:28:24
0 et acku ., [Migrate Deita oremeatal] LZ/MARO2N 152528
T i i 7 4 AL
WAT TunFIng pre -Command 1 LE/NLEOLN LBEY 2T
[ - 120342020 10:25:27
0 - 1] hotal 24 LEAARO2N 12828
[ 1] drwm--eeema B pdmin sta® 277 Mow 12 13:21 12/1142021 13:25:28
[ - U] dewnr-an-n s 1B sdmm siall B1E Sep 21 1709 L2/ 202N 152528
0 1] ~rwereor--@ | admin sta® 10244 Mov 12 13°72 105 Seore 12/13/2028 13:25:28
0 - U] rweeeeeee | g Va8 O e 2 00T Socabioed LZANARO2N 182528
[ U] - eeeee & gdmin gEaff  11G Mow B 14:27 AayOaM 121042020 10:25:20
0 - ) dewnr-nr-n@ § adenm stafl 170 Mow 12 1520 Lasest vernion LZ/AEORN 152828
[ 1) drwor-ar-n B admin stafl 107 Sap 14 1112 Mobiekatiup 12/11/2020 13:25:28
0 - 0] dewnr-nn-n@ § ademm tsf |70 Mow 12 1520 New updates. L2/ 202N 1525 28
i ommands 12/11/2028 13:2%:28
i sEreRr e Ll b ] Fi
) Downioadng serer fhe lss Compieied 12/11/2020 13:25:29 W
N Erasdonn Barkn waave Smm ke Ak 1FMVEFAZFY 1V FY N
Logs per page | 50w Page 1681 w
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Post-backup Command

A post-backup command is used to execute an action or process after a backup job. To create a post-
backup command, follow the steps below:

1. Click the [+] button.

Post-Backup Command Line Tool

Existing custom commands to run after backup
Add new post-backup command line tool

2. Assign a desired name to the pre-backup command.

New Post-Backup Command Line Tool

Name

| Post-Backup-1 |

3. Click the Change button to locate the working directory of the command.
Working Directory

4, Input a command to be run before a backup job.

Command

5. Click the OK button to save the created pre-backup command, then click the Save button to
store settings.

6. Once the backup job is complete, click the . button to display the backup report log where
you can check if the post-backup command is successful.

Type | Log [ Time

S e e e
[i] Documents 25/09/2019 18:19:14 0,
0 Total New Files = 15 25/09/2019 18:19:15
ﬁ Total New Directories = 2 25/09/2019 18:19:15
0 Total New Links = 0 25/09/2019 18:19:15
© Total Updated Files = 0 25/09/2019 18:19:15
O Total Resource Updated File = 0 25/09/2019 18:19:15
0 Total Deleted Files = 1 25/09/2019 18:19:15
ﬁ Total Deleted Directories = 2 25/09/2019 18:19:15
0 Total Deleted Links = 0 25/09/2019 18:19:15
0 Total Moved Files = 0 25/09/2019 18:19:15
O Saving encrypted backup file index to 1568964851295 /blocks at destination AhsayCBs... 25/09/2019 18:19:18
0 Saving encrypted backup file index to 1568964851295 /blocks/2019-09-25-18-18-49 at destination AhsayCBS... 25/09/2019 18:19:20
ﬁ Start running post-commands 25/09/2019 18:19:20
© [Post-Backup-1] pmset sleep now 25/09/2019 18:19:20
0 [Post-Backup-1] Usage: pmset <options> 25/09/2019 18:19:21
O [Post-Backup-1] See pmset(1) for details: ‘'man pmset’ 25/09/2019 18:19:21
0 Finished running post-commands 25/09/2019 18:19:21
0 Deleting temporary file /Users/admin/temp/1568964851295/0B5@1568964886030 25/09/2019 18:19:24
0 Backup Completed Successfully 25/09/2019 18:19:24
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Bandwidth Control

This option allows the user to limit the amount of bandwidth used by backup traffic between specified
times. This feature is configured to be disabled by default.

E BackupSet-2 Bandwidth Control
Limit the transfer rate when performing backup and restore tasks
General off
Source

Backup Schedule
Destination
Deduplication

Retention Policy

Command Line Tool

Bandwidth Control

Others

Hide advanced settings

Delete this backup set

There are two (2) types of bandwidth control:

Bandwidth Control -
Description

Type

Independent Each backup and restore has its assigned bandwidth.

All backup and restore operations are sharing the same

Share assigned bandwidth.

NOTE

Share mode does not support performing backup job on multiple destinations concurrently.

To enable the bandwidth control setting, follow the steps below:
1. Slide the lever to the right to turn on the bandwidth control.

Bandwidth Control

Limit the transfer rate when performing backup and restore tasks

on 1

2. Select a bandwidth control mode.
Mode
(® Independent

() Share

3. Click the [+] button to create a modified bandwidth control.
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Existing bandwidth controls
- Add new bandwidth control

4, Complete the following fields:

. Name - the name of the bandwidth control set.
e  Type - the type of enforced bandwidth control period.
. Maximum transfer rate - the maximum bandwidth used.

New Bandwidth Control

Name
| Bandwidth Control-1

Type
(®) Always
() Only within this period

Maximum transfer rate

100 v | kibit/s v |
5. Click the OK button to save the created bandwidth control set, then click the Save button to
save settings.
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Others

Below is the list of other configurable options under the advanced backup set settings:

e Temporary Directory

e Follow Link

e OpenDirect (Not supported on macOS platform)
e Compressions

e Encryption

Temporary Directory

The Backup247 Advanced Client (B247PRQ) uses the temporary directory for both backup and restore

Temporary Directory

Temporary directory for storing backup files

I /Users/admin/temp

53.88GB free out of total 79.2GB space in /Users/admin/temp
Remove temporary files after backup

operations.

For a backup job, it is used to temporarily store backup set index files. An updated set of index files is
generated after each backup job. The index files are synchronized to each individual backup destination
at the end of each backup job.

For arestore job, it is used to temporarily store temporary restore files.

NOTES
1. For best practice, the temporary directory should be located on:
e Alocal drive for optimal backup and restore performance.
And should not be located on:
e System drive, as the System drive is used by Mac and other applications. There will be frequent disk
1/0 activity which may affect both backup and restore performance.
e A network drive, as it could affect both backup and restore performance.

It is recommended to select the ‘Remove temporary files after backup’ option on the backup set to keep the
temporary drive clear.

To change the temporary directory, follow the steps below:

1. Click the Change button to select a directory path for storing temporary data.

Temporary Directory

Temporary directory for storing backup files

‘ /Users/admin/temp

53.88GB free out of total 79.2GCB space in /Users/admin/temp
Remove temporary files after backup

2. Locate the directory that you would like to use, then click OK to select the folder. Click the
Save button to apply the settings.
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Follow Link

This feature allows the user to enable or disable the follow link which defines the NTFS junction or
symbolic link during a backup job. This feature is configured as enabled by default.

Follow Link

Follow link of the backup files

on

NOTE

This feature is only applicable for File Backup Sets.

OpenDirect

This feature is not supported on macOS platform.

OpenDirect

Support of opening backup data directly without restoration

Compressions

When this feature is enabled, the Backup247 Advanced Client (B247PRO) will compress all files before
it is backed up to the backup destination(s).

For newly created backup set(s), “Fast with optimization for local” is selected by default.

Compressions

Select compression type

Fast with optimization for local v

The following are the four (4) compression types:
e No Compression
e Normal
o Fast (Compressed size larger than normal)

e Fast with optimization for local

NOTE
The Compression type can be changes anytime even after a backup job. The modified compression type will
be applied on the next run of a backup.
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Encryption

This feature allows the user to view the current encryption settings. The encryption settings can only be
enabled or disabled during the creation of backup set.

Encryption

Encryption key ecccee
Unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits

To view the Encryption key of the backup set, follow the steps below:
1. Go to Backup Sets, then select a backup set.

2. Click the Others tab in the backup set settings.

3. Inthe Encryption, click the ‘Unmask encryption key’ link to display the encryption key of the
backup set.

Encryption

Encryption key  eeeeee
Unmask encryption key

Algorithm AES
Method CBC
Key length 256 bits
Encryption

Encryption key EqP4A5d/FJI3Mzul0xbQ9LoCbnu09H6GINenBmJQmyA=
Mask encryption key

Algorithm AES
Method CBC
Key length 256 bits

NOTE

The encryption setting can only be configured during the creation of backup set. For more details about
encryption settings, please refer to step no. 13 in Chapter 10 Create a Backup Set.




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

9.6 Report

This feature allows user to run and view backup and restore reports.

Report

There are two (2) options available for this feature:

e Backup
e Restore
9.6.1 Backup

This feature displays the backup report logs for each backup set. There are four (4) filters that can
be applied on this feature:

e Date
e Backup set
e Destination

e Status
RE port Backup Report
Froen Ta
Backup 07 w | [May w (2015 w (14w My v (20019 v [Tgal
Restore [ sachup st w | Destination v | comptetion  [snrus o]
Broepcoy @ e Today 2359 Completed
B oty paciup (@ meevcas Today 1357
Bl roes scisp @ mzavcas Teday 1356
Bl sacisp (3 m2e7cas Today 2355 Camplated
Bl oaiveackep (3 mzercas Today 1347
M of records per page | 50 L] Page 1/1 »
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Use this filter to display all the available backup report(s) within a date range.

Backup Report

From

To

08 v | May v (2019 v | |15 v | May v 2019 v n

Backup set - | Destination w | Completion Status
n Files Backup . Local-1 Today 00:16 Completed
E Files Backup & GoogleDrive-1 | Today 00:16 Completed
E Files Backup (3 =7 Today 00:13 Completed
H Files Backup & oo 14/05/2019 23:59 | Completed
Daily Backup @ msmm 14/05/2019 23:57
Brieseackup @ meocs 14/05/2019 23:56

E Files Backup @ mae 14/05/2019 23:55 | Completed
Boaiveackup @ o= 14/05/2019 23:47

Backup set

Use this filter to display all the available backup set(s) with a backup report. Then select which
backup set with backup report that you would like to view.

From

Backup Report

To

08 v My w2009 v| [15 v|[may v]|2019 ¥

J

No. of records per page 50

Backup set v | Destination v Completion I Status
@ = 'm.'y 00:25 : Completed
B ocal-1 Today 00:16 Completed
& GoogleDrive-1 Today 00:16 Completed
(@ =s7ces Today 00:13 Completed
Files Backup (@ =erces 14/05/2019 23:59 Completed
DailyBackup (9 =eé7css 14/05/2019 23:57
Files Backup (@ =eorces 14/05/2019 23:56
FilesBackup (@ mzercss 14/05/2019 23:55 Completed
B oailysackp @ =mecs 14/05/2019 23:47
v

Completed

Completed
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Destination
Use this filter to view the backup report for the selected storage location.
Backup Report

Fram Te

08 v [May v 2019 v | (15 v May v 2019 v -

Backup set w | Destination W | Completion | Status L |
B247Pro Bac... Today 00:25 Completed

Status

Use this filter to view all the backup report(s) with the same status (i.e., Completed, Warning,
Interrupted, Interrupted with error(s), Failed and In progress).

Backup Report

From

To
08 v |[May w2019 v |15 w| May v 2019 v| [TGo
Backup set v | Destination v I Completion _

Files Backup Local-1 Today 01:11 Status
Files Backup & GoogleDrive-1 Today 01:10 Completed
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To view the backup log, follow the instructions below:

1. Select and click the backup report, then click the View log button.

Report Backup Report
From Ta

Backup 08 w hov w 2021 w| 15w Mo w 2001 w [

Restare Backup sst % Destinstion  w  Completion Saatun -
Backup set B sachissan-1 x| -
Dhewisnation (3 B247CBS )
Jabs 15710720210 1021
Time Today 10:20 = 1021 (HET)H
SHakui < Cosmpleted iudteiitully
Wiw Files 6 || U GRS 1 GME {05 |
Updated files * 1]
Antributes Changed Files © 0
Woved files [}
Deleted filoy * [1]
Dedupe Saving LAmyL e (88 9%]
® Linit = { Filed [Toaal pipped sire | Total unsipped sire (Compresiesn ratal] o
View log .
Mo. of recordh per page | 50w Page |1/1 w

2. The Backup set, Destination, Log Date and Time, Status, the number of Logs per page, and
Page can be filtered when viewing the backup report.

Eachup i8f | Backupfei-1 w Destingtion  Ahsap(ES w

Log | 15/11/202] 10:21 « Show | AN L
Typst (L] Teme
0 S | E2ATPro o3 0.0 48 | 1SF0LFPOZE BOexl Ay
) Seving eecrypied baskug et EorVESon kv 9 Lone ISIILeTE M0TLAT
0 S Nadiep . grate Dela Full] 1P PO BOX0 08
) ning Temparary Deecmey /Uit admn obmuonp/ 1836941 T2 LELT /OERELE MBI AT 431 I5FELFOEE BOL 08
D s g pre-commandy 1SSULAOTE 1020 20
ﬂ Fnnfed rureing oo -commundt ISFEL O 121 20
) Dowsbisdrng wirved Bs I 15PULFOTE 021 29
'ﬂ Dupwiopmneg servet fie 5L Compieed I5FEEFPOEE BO-F1-2E
) Massng Baciup sowcs Fom Rard dauk 1EFLLAPOTE BOF1 32
i} Mragng Saciup rource from Fard dnk | Compiried IILLAOTE 10:20-32
0 [esrw Darwinary] . | 1SF0LPOTE B0 Xl 23
) ew Dremonyd . Ahen 15FULAPREE IR
) (mew Deicnary] (toma AEFLL PRI 1030332
) (nrw Dewovery] . (e sdmn 1501 rP02E 102122
0 Puew Dwemaryl . AR adme) Dooemens 1SFUNIPOEE B0l 33
'ﬂ [Wrw Dawowary]  (Uners sdme) Digprurme nis [ Lite s e, 15FILFHOEN BOEL22 W
N inew Padvsd e st | Pt S sadab LT IR T IR

Logs per page |50 W Fage 12 w
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9.6.2 Restore

This feature displays the restore report logs for each backup set. Similar to the Backup tab, this
feature also consists of the following filters:

e Date
e Backup Set
e Destination
e Status
Re po I't Restore Report
From To
Backup 08w Mev w 2021w 15w Nov w 2021 v | G8|
I - o e e
.thw-l HZ4TOEE Today 10:30 Complited
Bl oot bk mzevem Today 10:29
. Dwka Backugp HzZ4TCHS Today 1027 Compheted
Mo.of records per page 50w Fage (1)1 w

To view the restore log, follow the instructions below:

1. Select and click the restore report, then click the View log button.

Re pﬂ l't Restore Report
From Te

Backup O w Mow w | 221 w | 15w | Mow w021 w H
Backup set w | Destimation W Job Status (=]
.hﬂun‘wt 1 (3 =zavcEs Today 10:30 Completed
Blouutcee @ meerces Today 10:29
Backup et B cuta packun x
Destination (3 mz47cEs |
ol 15710720210 10:27
Tima Taday 10:27 = 10:28 (HKT)
SAstuE o Coempleted succesafully
Downdoaded files* 1 151K
* Unit = Mo o files iDownload sire)
Mo, of reconds per page | 50w Page (1)1 w
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2. The Backup set, Destination, Log Date and Time, Status, the number of Logs per page, and
Page can be filtered when viewing the restore report.

Backup set  Data Backup v

log 15/11/20211027 » Show AN v

Tyoe Lo Terw
San | B247Pro V00 4 | ISaoler«
Same Sle LDrary Appiaton LOPo AP Wore [adepton plar’ exnt a¥eady 1571072021 102743 A
bty Appicaton wpport/Ape Store adopton pint” comtams e same e rescurce. Ship resiore i resource 151201 1027.4)

Same Sle T LBcAry Apotanon oot /Crashlepanes | Asomymouiidentfer SE409ICL FTSD-IS4A- SOTA-ANRTAT 157102021 1027 .44
ULy AGPACHION SupperUCregones (Anomyrousidennfier SEADBICT-F7 S0 IV AASOLA-ANETEZ IS ph . I5/10/2021 1027 44
Sama Sie */Lbrary Apocanon Supp ot/ Crashlepones | Arosymoutidenttar_SE4DE0RS -DSRL-A958- 1575 -SALCIFC 15/1172021 1927 44
“Ub vy Appicanon Sppory Cravhieporter  Anomymousidentfier SOADEOAY -OABL-AFS 8- 1573 SALCIAICIM 14 A IS/12001 1027 44

Eatating Bem Sound Iovermenel  Lbeary Appicaton Wepart Crainkeporier DOpousc Ve 15398 H451ry 351 15/112021 1028:06
Downttaderg " Lbeary Appleaton Spport LrashReporier ‘D groste Me i sagesttstory piat (Total 190 bytey) 1570072021 102008
Restorng Fle Resource LBy A tappart T Ouy 1130 LeRtCry Pt 157212001 1028 04

Same e *[LBrary/ Appfcation HoporCrahieporer /mimd S8400005-038 1 -5938-1575-3A1C1ICIS 14 pint” ¢ ISA122021 1020 08
Ubriry Appicaton ScpporyCrashiepartes imomd S640C05S - DARI-A958- 1575 - SAICIICTNE L4 phsr’ contame B 15312021 1028 06
Samw Sle CALBrary Apohtaton Spoort CrashEepartes /ReponCrah SAADEDAS -OAB1-B958- 15 75-SAICINIM & 1571072001 102808
"Dy ASPICITon SopparUCrastiepanes MeponCrash SE4DI0SS D81 - 4958- 1575 SALCIFCI6 14 2lar" com. 157182021 1028.06¢
Samw Rl LBCary ADOSCINON SO0 CrasN e portes nofmmrripd st downiond service SAADIORS DS9S] 1$/112021 19020 08
“fUbrary/Applcation Seppory Crashleponmes /sofearcupdate_downiond_servce SE40E085 -DSB1-8958-1575.-5A1C 1571372021 102806 WV
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9.7 Restore

This feature is used to restore backed up files to its original or alternate location.

2,

Restore

To restore backed up files, follow the instructions on Chapter 13 Restore Data.

9.8 Settings

This feature allows user to enable the Proxy Settings.

Settings

There are two (2) functions available for this feature:

e Proxy

e Mobile Backup

NOTE: The Mobile Backup tab will only be available if the mobile add-on module is enabled on
the user profile. Please contact your backup service provider for details.

SettlngS Proxy (HTTP)

Use proxy to access the Internet

T

Mobile Backup
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9.8.1 Proxy

When this feature is on, the Backup247 Advanced Client (B247PRO) will gain access to the
internet.

To enable the Proxy Settings, follow the instructions below:
1. Slide the lever to the right to turn it on.

SettlngS Proxy (HTTP)

Use proxy to access the Internet

T

Mobile Backup

2. Complete the following fields:
e |P address
e Port
e LoginID

e Password

Proxy (HTTP)

Use proxy to access the Internet
On

IP address Port

| |

Login ID

Password

3. Click the Test Connection button to validate the connection.

4. Click the Save button to apply the settings.
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9.8.2 Mobile Backup

The Mobile Backup tab is only available if the mobile add-on module is enabled on the user
profile. Please contact your backup service provider for details.

You can use the Mobile backup function to:

@ Add one or more device(s) registered for mobile backup.

NOTE
Please refer to Chapter 7 of the Backup247 Mobile User Guide for Android and iOS for the
detailed step-by-step procedure.

=  View backed up photos, videos and documents saved in the mobile backup destination.
@ Change the mobile backup destination to:

*  new location in the same machine

* new machine

@ Remove one or more device(s) registered for mobile backup.

NOTE
For the restore of photos, videos, documents and 2FA accounts to an alternate mobile device, the other
mobile devices must be registered first for mobile backup on Backup247 Advanced Client (B247PRO).

* Restore to a different mobile device on the same operating system.
* Restore to a different mobile device on another operating system, i.e., Android to iOS or iOS to

Android.
SEttlngS Mobile Backup
Registered Mobile Device(s)
Androidv10
PerY D [Users/admin/Documents/AhsayOBM/Androidv10/16364380... . . .

Mobile Backup  Add or migrate device
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View backed up photos, videos and documents saved in the mobile backup
destination

To view backed up photos, videos and documents saved in the mobile backup destination, follow
the instructions below:

1. Either click the link under the registered mobile device or click the Browse icon on the right
side of the registered mobile device.

SettlngS Mobile Backup
Registered Mobile Device(s)
A32
Proxy B [Users/admin/Documents/AhsayOBM/A32/1631177975128 Dk..

Mobile Backup Add or migrate device Bome

[ | [

2. A new window will be displayed, double-click the blocks folder. Double-click the folder
named in this format “YYYY-MM-DD-hh-mm-ss” which is the date and time of the backup,
this contains the folders where the photos and videos are saved.

1 1631177975128
:EDII Ionf = v O |9 Q, Search

~  Date Modified

B blocks Today, 5:00 PM

[ blocks
:ED:D ol =Y v S Q, Search

Name ~  Date Modified

o 2021-09-09-16-59-58 Today, 5:00 PM
Backup.db Today, 5:00 PM

[ 2021-09-09-16-59-58
—] EEIII ol (Ev v | S Q, Search

~  Date Modified

Today, 5:00 PM
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o
as E 0o ol ([~ v B =] Q, Search
' Name ~  Date Modified
El 000000.jpg 31 Dec 2017, 11:19 PM
& 000001jpg 31 Dec 2017, 11:20 PM
¥ 000002jpg 31 Dec 2017, 11:22 PM
# 000003.jpg 31 Dec 2017, 11:23 PM
4 000004.jpg 31 Dec 2017, 11:23 PM
1 000005.)pg 31 Dec 2017, 11:24 PM

3. Once done, click the [X] button to exit.

Change mobile backup destination location to new location in the same machine

These are scenarios upon changing the mobile backup destination to a new location in the same
local machine:

=  Move to a new location in the same machine with enabled Free up space.

If Free up space is enabled on the Backup247 Mobile app, it is strongly recommended
to copy the previously backed up photos, videos, documents and 2FA accounts to the
new location to prevent missing data. As some of the backed-up photos, videos,
documents and 2FA accounts have already been removed from the mobile device.

In case the previously backed up photos, videos and 2FA accounts were not copied to
the new location, even though the backup will re-upload all the photos, videos,
documents and 2FA accounts again from the mobile device, this will not include the
photos, videos, documents and 2FA accounts removed by the Free up space feature.

= Moveto anew location in the same machine with disabled Free up space

If Free up space is disabled on the Backup247 Mobile app, there are two (2) options
available, copy the previously backed up photos, videos, documents and 2FA accounts
to the new location or continue to back up in the new location.

In case the previously backed up photos, videos, documents and 2FA accounts were not
copied to the new location, the backup will re-upload all the photos, videos, documents
and 2FA accounts again from the mobile device.

To change the mobile backup destination to another drive or folder on the Backup247 Advanced
Client (B247PRO) machine, follow the instructions below:

Example: Change backup destination

from

/Users/admin/Documents/Backup247 Advanced Client
(B247PRO)/%registered_mobile_device%/%backupsetiD%

to
/Users/admin/Documents/MobileBackup

1. From the old location, secure a copy of the previously backed up photos, videos, documents
and 2FA accounts.

2. Copy the previously backed up photos, videos, documents and 2FA accounts from the original
location to the new mobile backup destination (if applicable).

247
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3. Goto Settings > Mobile Backup. Click the Edit icon on the right-side of the registered mobile
device.

In this example, the old mobile backup destination is
/Users/admin/Documents/Backup247 Advanced Client
(B247PRO)/%registered_mobile_device%/%backupset|D%.

Sett| ngS Mobile Backup
Registered Mobile Device(s)
A32
ProxV E /Users/admin/Documents/AhsayOBM/A32/1631177975128 . <.

Mobile Backup At o it s

4. A new screen will be displayed. Select the new maobile backup destination then click Open.
5. Click Save to store the change made.

Mobile backup destination is successfully changed to
/Users/admin/Documents/MobileBackup. All mobile backups will now be saved to this

destination.
SettlngS Mobile Backup
Registered Mobile Device(s)
Proxy ‘/"Ugszen/admm-‘Documenh,’MobnleBackumA}?[lGB11779 75128 . . .

Mobile Backup o e g

NOTE

The %registered_mobile_device% and %backupsetlD% will be appended automatically to
the new mobile backup destination.
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6. Resume the backup job.

B247 Mobile &
A32

Last Backup Yesterday, 12:04:55

[EoL
& & &
Home Backup 2FA More

Change mobile backup destination location to new machine
Move to a new machine with enabled or disabled Free up space due to upgrade.

If the machine needs upgrading, the previously backed up photos, videos, documents and 2FA
accounts are still available.
If Free up space is enabled on the Backup247 Mobile app, it is strongly recommended to copy the

previously backed up photos, videos and 2FA accounts to the new machine to prevent missing
data. As some of the backed-up photos, videos, documents and 2FA accounts have already been

removed from the mobile device.

Even if Free up space is disabled, it is recommended to copy the previously backed up photos,
videos, documents and 2FA accounts to the new machine. Otherwise, the backed-up photos,
videos, documents and 2FA accounts on the mobile device will be backed up again from scratch.

NOTE

@ |If the machine is lost/stolen, changing the mobile destination is not supported as it is required to re-
register your mobile devices on Backup247 Advanced Client (B247PRO) and perform backup of
backed up photos, videos, documents and 2FA accounts.

® Changing the mobile backup destination to a new machine with a different operating system is
supported, e.g., from a macOS machine to Window machine or Linux machine to macOS machine

etc.
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To change the mobile backup destination to a new machine, follow the instructions below:

Example: Changing the mobile backup destination from an old macOS machine to a new

Windows machine.

1. Onthe new machine, install Backup247 Advanced Client (B247PRO).
2. Copy the .obm folder from the old macOS machine to the new Windows machine.
eoe 7 admin
<> ez EEIII ol &=~ v 0 || O Q, Search
Eavorites Name Date Modified Size Kind ~
@ AirDrop .DS_Store 6:37 PM 18 KB Document
. » N 4/29/21 - Folder
B aumyFilos B | o onvdesk 11/29/20 -~ Folder
<> iCloud Dri... | » .bash_sessions 6:35 PM -~ Folder
A Aplicatio... | * [ ] 4/28/21 - Folder
» R 4127121 - Folder
(] Desktop » N 4127/21 - Folder
M pocuments | [ TG 6:39 PM -~ Folder
o BErpleeds > g Alternate Folder 3721 == Folder
» [ cptemp\ 4/28/21 -~ Folder
Devices > ! Desktop 427121 == Folder
[0} Ahsay.. = | » [ Documents 427(21 -~ Folder
» [&] Downloads 3:35 PM --  Folder
Haome Share Wiew
& 5 v 4 [l ThisPC 5 Windows-ssD (C) » Users > [
Mame a Date modified Type
3 Quick access
12/05/2021 3:05 pm File folder
@& OneDrive .obm 18/05/2021 £:15 pm File folder
1 Thic b U Ubjects 04,/06/2020 10:41 pm File folder
3. Copy the previously backed up photos, videos, documents and 2FA accounts from the old
machine to the new mobile backup destination.
NOTE
During machine upgrade, make sure to uninstall the Backup247 Advanced Client
(B247PRO) from the old machine to avoid any interruptions while backing up on
the new machine.
4. Restart the Backup247 Advanced Client (B247PRO) Services because copying the .obm
folder on a newly installed Backup247 Advanced Client (B247PRO) will not trigger the MBS.
< i - o x
The An Yeu e
e o s B renw
B et
Adiry Oveins Bin b Masnagers e et - g boe  lagOn e -
Sorviem, 0 VT s Optomanr Sovvare 306 5700, Mammantt 1T Frammmmset WOI [T Lot
e DA st T Prmidies ey Actaardt Comtd vabd LU LW Symes
[Q_,_. D Adebe Fosh Pioyw lptwn Somsse T somvicn Suape pons Aatbe Plah . [To—y Lonsd Ly
N AGUe Actnmon Rartime WAL Rurtons for nSaating Conanation.  Bunang  Menud Loy Syt
e et ety e ot e [Py T p——————r— [T~ pwrey—
R R ry— ] A C v bapn b e Parseng  Adamans Lot by
e e s appe wendy Sor yae P et S, Mo Lo Sysem
e el B B R S )
B e Al Y Faoittes e navmng oF imnien. . Bunntyg Mo ey [
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5. Login to Backup247 Advanced Client (B247PRO). Enter the login name and password of
your Backup247 Advanced Client (B247PRO) account. Then, click OK to login

English -

Login name

MobileUser
E d

6. Go to Settings > Mobile Backup. Click the Edit icon on the right side of the registered
mobile device.

7. Change path for Backup Destination screen will be displayed. Select the new mobile
backup destination then click OK.

In this example, the new mobile backup destination will be D:\MobileBackupl.

.
Settl ﬂgS Mobile Backup
Registered Mobile Device(s)
PFOXy Redmi Note 8 —
. Users/admin/Documents /MobileBackup1/Redmi Note 8/162121... @ & [Tl

Windows Event Log

Mobile Backup (® Change path for Backup Destinstion X

Lookin | wa Local Disk (D:) v BeFE-

Folder name : | D:MobieBackup1 [k ]

Netwerk  Fijes of type | AllFies v | cancal |

Save Cancel

8. Click Save to store the change made.
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Mobile backup destination is successfully changed to D:\MobileBackupl. All mobile backups
will now be saved to this destination.

SettlﬂgS Mobile Backup

Registered Mobile Device(s)

Proxy E Redmi Note 8 . . .
D:\MobileBackup1\Redmi Note 811621332909429

Windows Event Log _
Mobile Backup

=

NOTE

The %registered_mobile_device% and %backupsetID% will be appended automatically to the
new mobile backup destination.

9. Resume the backup job.

@ B247 Mobile o

Redmi Note 8

Last Backup aminute ago

&, Backup

o) =
& i ) =
ackuy 2FA M

NOTE
For instructions on changing the mobile backup destination of:

» a Windows machine to a macOS machine, please refer to Chapter 10.8.3 of the
Backup247 Advanced Client (B247PRO) v8 Quick Start Guide for Windows.
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Remove one or more device(s) registered for Mobile Backup
To remove a mobile device, follow the instructions below:

1. Click the Delete icon on the right side of the registered mobile device.

SEtt|ngS Mobile Backup
Registered Mobile Device(s)
Prox .A32 ii
y B /Users/admin/Documents/MobileBackup/A32/1631177975128 .. II;

Mobile Backup | Add or migrate device Delete

2. A confirmation message will appear, click Yes to proceed. Otherwise, click No.

Are you sure you want to delete the registered Mobile Device for Mobile Backup

= Sfeatures
Once deleted, the backed-up mobile device data will also be deleted.

ey
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3. Mobile device is successfully removed along with any photos, videos, documents and 2FA
accounts backed up in the mobile backup destination.

SEttll’lgS Mobile Backup
Registered Mobile Device(s)
Proxy o it devc

Mobile Backup
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9.9 Utilities

This feature allows user to perform quality check on the backed up data, free up storage from
obsolete files, delete, and decrypt backed up data.

Utilities

There are four (4) options available for this feature:

e Data Integrity Check
e Space Freeing Up
e Delete Backup Data

o Decrypt Backup Data

9.9.1 Data Integrity Check

The Data Integrity Check (DIC) is used to identify the data in the backup set that has index-related
issues, remove any corrupted file(s) from the backup destination(s) to ensure the integrity of the
backup data and its restorability, and update the storage statistics.

For an efficient management of overall storage size of the backup destination(s), the Data Integrity
Check job will perform check for the backup destination(s) to remove old index files that are more than
ninety (90) days old in the backup job folder(s).

There are four (4) options in performing the Data Integrity Check:

Settings Function

Option 1

|:i Run Cyclic Redundancy Check (CRC) during data integrity check For CheCkmg of index and data.

[ Rebuild index

Option 2

Run Cyclic Redundancy Check (CRC) during data integrity check For CheCking of index and integrity of files
against the checksum file generated at the

time of the backup job.

[ rebuild index

Option 3

- - - - For checking and rebuilding of index.
|:i Run Cyclic Redundancy Check (CRC) during data integrity check

Rebuild index
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Option 4
For checking of index, integrity of files
Run Cyclic Redundancy Check (CRC) during data integrity check against the checksum file generated at the

Rebuild index time of the backup job and rebuilding of

- index.

The following diagrams show the detailed process of the Data Integrity Check (DIC) in four (4)
modes:

e Option1l
Disabled Run Cyclic Redundancy Check (CRC) and Rebuild index - (Default mode)

e Option 2
Enabled Run Cyclic Redundancy Check (CRC) and Disabled Rebuild index

e Option 3
Disabled Run Cyclic Redundancy Check (CRC) and Enabled Rebuild index

e Option 4
Enabled Run Cyclic Redundancy Check (CRC) and Rebuild index
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Option 1 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)

and Rebuild index DISABLED (Default mode)

existin the index

0 ' »o SN - S S
, N . N ., b ., W
Start Data Checking data Checking indexfiles Checking outdated No index-related
Integrity Check blocks in the which are more than entries in the index issues found
backup 90 days old in the files if they physically
destination(s) backup destination(s)  existin the backup
destination(s)
1\ 1\ 1\ o,
Yo // —
7] il |— &
S’ S— @ .
Removing data Removingindexfiles Removing outdated  Storage Statistics Data Integrity
blocks that do not from the backup entriesin theindex  recalculated Check completed

files which do not
physically existin
backup destination(s)

destination(s) which
aremore than 90
days old

°Check the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=» If YES, proceed to e

=» If NO, proceed to o

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.

=» If YES, proceed to
=» If NO, proceed to o

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
=¥ If NO, proceed to o

°Storage Statistics for Data
area and Retention area
usage will be recalculated.

e Data integrity check is
completed.

Wy

ol
N

I

o

Uploadingindexfiles
with noissues to the
currentbackup
destination(s)

v

Data Integrity Check
(TESTMODE) user
prompt

olndex files with no issues °
will be uploaded to the
current backup destination(s).

o Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

o Index files which are more than
90 days old will be removed
from the backup destination(s).

°Outdated entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

= If the backup data
matches either of the
criteria, proceed to o

= If NOT, proceed to o

=¥ If the user selects YES, then

=» If the user selects NO, then

(TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).

the changes will be applied

the deletion of data will be
discarded

12 By default, (TEST MODE)
confirmation screen will only
prompt if either of the
criteria below matches the
backup data:

« deleted number of
backup files is over 1,000

+ deleted number of
backup files size is over
512 MB (in total)

« deleted number of
backup files is over 10%
of the total backup files
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Option 2 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
ENABLED and Rebuild index DISABLED

o|
B

e
Removing data
blocks that do not

existin the index

o|

from the

days old

N—
Removingindexfiles

destination(s) which
aremore than 90

destination(s)

o|

Removing outdated
entriesin the index
files which do not

physically existin
backup destination(s)

L)

backup

11*4

machine

N

0

Removing corrupted
files

o >0 S - 2 0 /0 /2 S
, % . N , N , W LS , W
- 4 . o p ) 4 \j
6.
e
Start Data Checking data Checking indexfiles  Checking outdated ~ Downloadingallfiles Checkingtheintegrity No index-related
Integrity Check blocksin the whichare morethan  entriesin theindex  from the backup of the files againstthe issuesandno
backup 90 days old in the files if they physically destination(s)tothe  checksum file corrupted files
destination(s) backup destination(s) ~existin the backup ~ AhsayOBMclient found

o o

> AR
——l \
// —
A | .II ﬁ -'d

Data Integrity
Check completed

Storage Statistics
recalculated

N

J

Uploadingindex files

with noissuestothe

le

currentbackup
destination(s)

Data Integrity Check
(TESTMODE)user
prompt

OCheck the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=» If YES, proceed to o

=» If NO, proceed to o

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
=» If YES, proceed to

=» If NO, proceed to o

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=» If YES, proceed to
=» If NO, proceed to o

eFor Run on Client (agent-
based) backup sets, files in
the backup set are
downloaded from the backup
destination(s) to the
AhsayOBM client machine.

For Run on Server
(agentless) backup sets,
proceed to

°Checkthe integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the

backup job.

=» If any discrepancy is
FOUND, proceed to
=» If NO discrepancy is
found, proceed to °
° Storage Statistics for Data
area and Retention area
usage will be recalculated.
e Data integrity check is
completed.

0 Index files with no issues
will be uploaded to the
current backup destination(s).

° Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

olndex files which are more than
90 days old will be removed
from the backup destination(s).

oomdated entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

=» If the backup data
matches either of the
criteria, proceed to e

adi NOT, proceed to o

°(TEST MODE) confirmation

screen will prompt user to

proceed with the corrective

actions (recommended).

=¥ If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

Corrupted files will be
automatically removed from
the backup destination(s).

t By default, (TEST MODE)

confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

* deleted number of backup
files is over 1,000

deleted number of backup
files size is over 512 MB (in
total)

deleted number of backup
files is over 10% of the total
backup files
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Option 3 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
DISABLED and Rebuild index ENABLED

S

o +~ 0

L

Start Data Checking data Checking index files
Integrity Check blocksin the which are more than
backup 90 days old in the

destination(s)

o 9

A B
_ & .
Removing data

blocks that do not
existin the index

from the backup

aremore than 90
days old

backup destination(s)

Removingindexfiles

destination(s) which

Checking outdated
entriesin the index
files if they physically
existin the backup
destination(s)

Checking theindex
and data blocks to
detectif corrupted
index or broken data
blocks existin the

N N N
B o & @

No index-related
issues found

backup destination(s)

o o

N \ iie‘
A |Lail |— &

Removing outdated
entriesin the index
files which do not
physically existin
backup destination(s)

W1y

Rebuilding corrupted  Storage Statistics
index and broken
data blocks

» —
Data Integrity
recalculated

AbA el
N

o)

currentbackup
destination(s)

v

Data Integrity Check
(TESTMODE) user

prompt

aCheck the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=» If YES, proceed to Q

=» If NO, proceed to °

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.

=» If YES, proceed to
= If NO, proceed to °

°Check the outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

= If YES, proceed to
=% If NO, proceed to o

°Checkthe index and data

blocks in the backup

destination(s) to identify

corrupted index and broken

data blocks.

=» If corrupted index and
broken data blocks are
FOUND, proceed to o

=» If NO corrupted index
and broken data blocks
are FOUND, proceed to e

e Storage Statistics for Data
area and Retention area
usage wil be recalculated.

o Data integrity check is
completed.

e Index files with no issues
will be uploaded to the
current backup destination(s).

e Data blocks (.bak files) that do
not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

o Index files which are more than
90 days old will be removed
from the backup destination(s).

°Outdated entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.

=¥ If the backup data
matches either of the
criteria, proceed to e

= | NOT, proceed to 0

° (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).

=» If the user selects YES, then
the changes will be applied

=» If the user selects NO, then
the deletion of data will be
discarded

°Corrupted index and broken
data blocks (.bak files)
identified will be rebuilt.

t By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

* deleted number of backup
files is over 1,000

« deleted number of backup
files size is over 512 MB
(in total)

« deleted number of backup
files is over 10% of the
total backup files

Check completed

Uploading indexfiles
with no issues to the
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Option 4 - Data Integrity Check (DIC) Process with Run Cylic Redundancy Check (CRC)
and Rebuild index ENABLED

.
= - > 0 3 o N
O /00 /00 ¢ s 0
- > —) —_—
Start Data Checking data Checkingindexfiles ~ Checking i files Cl i No index-related
Integrity Check blocksin the whichare morethan  entriesintheindex  from the backup of the files Bgalnstme and datablocks to issuesandno
backup 90 days old in the files if they phy y to the detectif corrupted corrupted files
destination(s) backup destination(s) existin the backup ~ AhsayOBMclient index or brokendata  found
destination(s) machine blocks existin the
backup destination(s)
< . . . N —
= Jadl >
& - @ —ly
- o - Data Integrity
Removing data Removingindexfiles ~ Removing outdated Removing corrupted 9 Check completed
blocks thatdo not from the backup entriesin the index files corrupted indexand ~ recalculated
existin the index destination(s) which files which do not broken datablocks o
%0 existin
days old backup destination(s)

llis

J

N

prompt

ocheck the data blocks (.bak
files) located in the backup
destination(s) if they exist in
the index.
=» If YES, proceed to °

=% If NO, proceed to o

°Check the index files in the
backup destination(s) to
determine if they were more
than 90 days old.
= If YES, proceed to

= If NO, proceed to e

°Checkthe outdated entries in
the index files for files and/or
folders if they physically exist
in the backup destination(s).

=» If YES, proceed to
=¥ If NO, proceed to o

°For Run on Client (agent-
based) backup sets, files in
the backup set are
downloaded from the backup
destination(s) to the
AhsayOBM client machine.
For Run on Server
(agentless) backup sets,

proceed to

. -
Data Integrity Check
(TESTMODE) user

°Check the integrity of files in
the backup destination(s)
against the checksum file
generated at the time of the
backup job.
=¥ If any discrepancy is
FOUND, proceed to
=» If NO discrepancy is
found, proceed to o
°Checkme index and data
blocks in the backup
destination(s) to identify
corrupted index and broken
data blocks.
=» If corrupted index and
broken data blocks are
FOUND, proceed to

-» If NO corrupted index
and broken data blocks
are found, proceed to

esmrage Statistics for Data
area and Retention area
usage will be recalculated.

°Data integrity check is
completed.

olndex files with no issues
will be uploaded to the
current backup destination(s).

o Data blocks (.bak files) that do o Corrupted index and broken

not exist in the index and
partially uploaded orphan files
will be automatically removed
from the backup destination(s).

olndex files which are more than
90 days old will be removed
from the backup destination(s).

oomdated entries in the index
files for files and/or folders
which do not physically exist in
the backup destination(s) will
be removed.
=» If the backup data
matches either of the
criteria, proceed to

= If NOT, proceed to e

e (TEST MODE) confirmation
screen will prompt user to
proceed with the corrective
actions (recommended).
= If the user selects YES, then
the changes will be applied

=¥ If the user selects NO, then
the deletion of data will be
discarded

Corrupted files will be
automatically removed from
the backup destination(s).

Uploading index files
with noissuesto the
currentbackup
destination(s)

data blocks (.bak files)
identified will be rebuilt.

" By default, (TEST MODE)
confirmation screen will only
prompt if either of the criteria
below matches the backup
data:

+ deleted number of backup
files is over 1,000

» deleted number of backup
files size is over 512 MB
(in total)

+ deleted number of backup
files is over 10% of the
total backup files
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Utl|lt|€S Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

0 restorability
Data Integrity Check S B

Space Freeing Up Al

[ "1 Run Cyclic Redundancy Check (CRC) during data integrity check
|1 Rebuild index

Decrypt Backup D... -

Delete Backup Data

NOTES
Data Integrity Check CANNOT fix or repair files that are already corrupted.

2. Data Integrity Check can only be started if there is NO active backup or restore job(s) running on
the backup set selected for the DIC job. As the backup, restore and data integrity check are
using the same index for read and write operations. Otherwise, an error message will be displayed
in the post-DIC to indicate the Data Integrity Check is completed with error(s) and that the Data
Integrity Check had skipped a backup set with an active backup job.
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The following screenshot is an example of a Data Integrity Check completed with error(s). A Data
Integrity Check is run on a backup set with an active backup job running which resulted the Data
Integrity Check to stop with error(s).

Clicking the View log button will display the details of the Data Integrity Check job error(s).

Ut|||t|es Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

. restorability
Data Integrity Check Saluct 2 backup set

Space Freeing Up | Data Backup v
Select a destination

Delete Backup Data Al v

Decrypt BaCkUp D... ["] Run Cyclic Redundancy Check (CRC) during data integrity check

[ "] Rebuild index
X Data Integrity Check is completed with error(s)

Close

log | 15/11/2021 16:59 w Show | All -
Type Log Tme
D et [H2TPro  w9.0.0006 | IS/NE/T030 16551
Aeart SAEN IFREgRDy (hack on Backep S Doty Backupd]1 63060600647 71 all deimnaton, orc disabled, rebolld ndex dma., 1R RE/T020 163W31
ippad Barisp 541 = Tt Backup”. Beason = Schediled backep s01 Data Bckup” & soll rarning ™ 1S/11/2021 1E-55T

Fininhed diats rEegriy chedh with arrar on barkep w01 “Dats Backesd |6 1E406R00A] 71" all daitnason. o divabiled. b PRARROEE D SRAT
Compittad dat immbgrity (heck o8 Badig 181 Dot Rl IEISE06A0EA2 1" all desnnasee, O dinabled, sebulld mde... 15/10/7020 165957

cOno

Logs per page |50 W Page | 1/1 w
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To perform a Data Integrity Check, follow the instructions below:

1. Go to the Data Integrity Check tab in the Utilities menu.

Utl|lt|€S Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

0 restorability
Data Integrity Check S B

Space Freeing Up Al

[ "1 Run Cyclic Redundancy Check (CRC) during data integrity check
|1 Rebuild index

Decrypt Backup D... st

Delete Backup Data

Close

2. Click the drop-down button to select a backup set.

Ut|||t|es Data Integrity Check

Perform health check for your backed up data to ensure the data integrity and

o restorability
Data Integrity Check ————

Space Freeing Up Sample Backup Set 01 v |
All

Delete Backup Data
Sample Backup Set 02

Decrypt BaCRuD D... Sample Backup Set 03
|| Rebuild Index

Close
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3. Click the drop-down button to select a backup destination.

UtI|ItIES Data Integrity Check
Perfu-mll:mm check for your backed wp data to ensure the data integrity amd
Data Integrity Check :T::T:::m o
Space Freeing Up e s
Select 4 destnation
Delete Backup Data P -
Decrypt Backup D... -

Unchecked Run Cyclic Redundancy Check (CRC) and Rebuild index options is the default
setting of Data Integrity Check.

UtI|ItIES Data Integrity Check
Perform health check for your backed up data to ensure the data integrity and
Data Integrity Check ;'::':mwm
SPa“ Fming Up Sample Backup Set 03 ol
Select a destination )
Delete Backup Data [ B2arces -
Decrypt Backup D... [] Run Cyclic Redundancy Check (CRC) during data integrity check
[] Rebuild index

i. Close
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Run Cyclic Redundancy Check (CRC)
When this option is enabled, the DIC will perform check on the integrity of the files on the
backup destination(s) against the checksum file generated at the time of the backup job.

If there is a discrepancy, this indicates that the files on the backup destination(s) are corrupted
and will be removed from the backup destination(s). If these files still exist on the client
machine on the next backup job, the Backup247 Advanced Client (B247PRO) will upload the
latest copy of the files.

However, if the corrupted files are in the Retention Area, they will not be backed up again as
the source file has already been deleted from the client machine.

The time required to complete a Data Integrity Check depends on the number of factors such
as:

e number of files and/or folders in the backup set(s)

¢ bandwidth available on the client computer

e hardware specifications of the client computer such as, the disk 1/0 and CPU
performance

NOTE

For user(s) with metered internet connection, additional data charges may be incurred if the
Cyclic Redundancy Check (CRC) is enabled. As CRC data involves downloading the data
from the backup destination(s) to the client machine in order to perform this check.

Rebuild index
When this option is enabled, the Data Integrity Check will start rebuilding corrupted index
and/or broken data blocks if there are any.

Click the Start button to begin the Data Integrity Check.

The Data Integrity Check will start running on the selected backup set(s) and backup
destination(s).

UtI|ItIES Data Integrity Check

Perform health check for your backed wp data to emiure the data ntegrity and

TR restorabality
Data Integrity Check e -

Space Freeing Up smiple Backup Set | >

Lelect a destimation
B24TCBS -

Delete Backup Data
Decrypt Backup D...

" Sart processing data mntegrity check on backup set= “Sample Backup Set 03" de.
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6. Once the DIC is completed, click the View log button to check the detailed process of the
Data Integrity Check.

UtI|ItIES Data Integrity Check

Perform health check for your backed wup dats to ensure the data integrity and

3 2 e 3 restorabality
Data Integrity Check S - |
Space Freeing Up el =
Select a destination
Delete Backup Data —— -
Decrl.\‘pt Backu p D... Run Cyclic Redundancy Check {CRC) during data mtegrity check
Rebudd index

« Data ntegrity Chech is completed sugoessiully

7. The detailed log of Data Integrity Check process will be displayed

Log |15/11/2021 1704 w Shaw | All
Troe Loy Time
) surt| BE247Pro vR0U0.46 ] 15/ 102021 17:04:51
) S dat imoegriny chack o backup se1 Samplke Barkiep St 03(163668201902 71, "AMayCBS 1636650503590, oo i 15/11/2021 17:04:51
) sun processing dun inmgriny chack on backep set= “Sampls Backep Ser 03" destinations “AksaCEr FS/1EAB02 N 170457
'ﬂ- Skipped o rus Daw isegriey Chadk for bachop 1ot Sempl Rickup S0 037 in destnanon "AkiayCES becise nocima is L., DS/00/A0020 I7:04-58
) Fnied duts isbegrity check o Backup 561 Sample Backep 56t 0316366801902 7T, "AbaayCRSLET66ET050359), ¢ 15/10/2021 17:04:59
) Completed dits imegrity check o bachup 1ot "Sample Rickup 6103016366810 1902 1), "MhisyCRM16I6ER2050B590",... 15/10/2021 17:04:59

Lags ptr page Sﬂ v. Page lJ'l w |
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The following options can be used for further viewing of the detailed DIC log:

e Log filter

e Show filter

e Logs per page
e Page

Log | 15/11/2021 17:04 Show | All "
Type [ Time
) surt| B247Pra vI0L0.46 | 151042020 17:04:51
) Seart duts mtegrity ok om Backun set Samipk Backep Set 01(161668201902 71, "AmaayCBS 16 266820503590, cre i 151012020 17:04:51
ﬂ' SEarT proCiiting dald Mgy chidh on bacou wet= "Sample Bachup S0 017 desnnatone "ARayCES IS/LEA02E 170457
0 Sipped w rus Daw Integriey Chick for batup $61 Shmple Backup S0 03”7 in destnaton "AlidyCBS becaie no dat s L., 15/00/2020 17.04:58
) Finiked durs mtegrity chack o Backus s “ample Byckep Set 01(161668201002 T, "AbanCR 1666810503501, & 1S/0RF02N 170459
) Complesed dana mtegrity check on badkup vet ample Kackun Se1 03(16EEEE20 130TV, "AhiayCRU16366R2050859".... 15/ L0/2020 17:04.50

I.pq:.pcrpmrlsl} v. P'Ilil.ll']"l'.

Option Screenshot Function

Log Filter This option is used to

display the available
L logs of the Data
, Integrity Check jobs.

LI M 27/04/202109:41 g%

4126/04/2021 15:53
26/04/2021 15:55

Show filter This option is used to

sort the Data Integrity
Check log by its
status (i.e., All,
Information, Warning,
and Error).
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Logs per page © Finished dm This option allows
o Complete A user to choose the
100 1 displayed number of
logs per page.

200
500

Logs per page m

This option allows
user to navigate the
logs to the next

page(s).

Page

Data Integrity Check Result
There are two possible outcomes after the completion of a Data Integrity Check:

e Data Integrity Check is completed successfully with no data corruption or index-
related issues detected;

e Corrupted data (e.g., index files, checksum files and/or broken data blocks) has
been detected

The screenshot below shows an example of a Data Integrity Check log with NO data
corruption or index-related issues detected.

Log | 15/11/2021 17:04 w Shaw | All ~
Type [ Time
ﬂ Smart | H24TPra w0046 | IS/LEF2020 17:04-51
ﬂ' St daty sbegrity chack o Backup 561 Sampkt Bacioep 580 03161668201 902 7T, "ARaay(BS 16 T668I050359)°, ore di IS/LLF202N 17:04:-5]
) sun processng data negrity chedk on backus sets Samole Bagkup Ser 037 desinatons "AhayCEs 15/102028 17:04:57
0 Supped o rus Daw nbgriey Check for backeg Set “Sample Backup 5ot 037 in desonanon “AliayCBS Broiuse 0ot is L., 15/1172020 17:04:58
) Finiahed dara imcegrity check om Backun e Sample Bckep S8 03(16366A20100277, "AuyCRSI63E682050350), ar  15/11/2020 17:04:59
) Complesed dana imegriny check on backup ser Sample Backup Set 03(163668E00S0LTY, by ChS1BISER050359,... 15/11/202E 17:04.59

I.w:ptrpagv.sl} v. P'Ilil.l.l'] v.
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If any index-related error(s) or data corrupted item(s) is found, the (TEST MODE)
confirmation screen will be displayed.

result of data integrity check (TEST MODE] s as follow. No actions are performed yet. Data
< S checksum incorrect items and index broken data blocks will be deleted. Are
yOu SUre you want to continue?

Backup set: Sample Backup Se1 01

Items found in | Data corrupted Index broken
s | 2 ndex L ltems 1 danablocks | ATASYS
_E24TCEs SESTI0AME 18T (I11.5M8) 23 (490.1M8) incorrect

Destination Statistics

* File count (File size)

This is to inform the user of the following details:

e Backup set that contains an error
e Backup Destination

e |tems found in index

e Data corrupted items

e Index broken data blocks

e  Statistics (i.e. Correct or Incorrect)

Test Mode Confirmation

The (TEST MODE) confirmation screen will ONLY appear if either of the criteria below
matches the backup data during the Data Integrity Check process:

e deleted number of backup files is over 1,000
e deleted number of backup file size is over 512 MB (in total)
o deleted number of backup files is over 10% of the total backup files

Otherwise, the Data Integrity Check job will automatically take corrective actions.
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There are three (3) options on the (TEST MODE) confirmation screen:
Option Screenshot Function

Yes Corrupted data (e.g. index files, checksum files
Yes and/or broken data blocks) will be deleted and
storage statistics will be updated.

No No action(s) will be taken and a message will

View log - The detailed log of the Data Integrity Check
process will be displayed.

Clicking No will display the following screen:

Data Integrity Check was completed in TEST MODE only. NO changes have been
updated.
You are recommended to continue in order to delete data corrupted items,

checksum incorrect items, index broken data blocks and rebuild the index.
Are you sure you want to exit?

[t | [8ac |

If the Exit button is clicked, the Data Integrity Check result will be discarded.
If the Back button is clicked, it will go back to the (TEST MODE) confirmation screen.

NOTES

1. Itis strongly recommended to apply corrective actions when the (TEST MODE) confirmation
screen pops up (clicking the Yes button). This is to ensure that the remaining corrupted file(s)
will be removed from the backup destination(s), therefore on the next backup job, these files
are backed up again if they are still present on the client machine. However, if the corrupted
files are in Retention Area, then they will not be backed up again as the source file has already
been deleted from the client machine.

2. If the DIC detects data blocks (.bak files) in the backup destination(s) that do not have related
index entries, then these physical data blocks will be automatically removed from the backup
destination(s) without the (TEST MODE) prompt.
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Aside from viewing the Data Integrity Check logs directly on Backup247 Advanced Client
(B247PRO) client, they can also be viewed on the file system of the Backup247 Advanced
Client (B247PRO) client machine. For Backup247 Advanced Client (B247PRO) on macOS,

the DIC logs are located in the following directory:

%UserProfile%\.\obm\system\integrityCheck

[ BN [ IntegrityCheck
< Bik= (IR - R G = Q_Search
Favorttes .acb » [ cache » [ Backup > ' 2020-01-1...-43-01.log
& Al My Files .bash_history config > | 2020-01-1...-50-11.log
.bash_sessions > ipc » [ PendingEmail > | 2020-01-1..-17-59.log
&7 iCloud Dri... CFUserTextEncoding [ log » [ Restore >
Ve obm > statistics >
#: Applicatio... = > I 5
[ Desktop temp » [ temp >
5 Documents ! C/\Users\Ad...trator\temp  »
& darwin.iso
0 Downloads M darwin.iso.sig
|1 Desktop >
Snared [ Documents >
admin’s... Downloads >
e {8 Library >
[&| Movies >
@ Red Music >
® Orange [ Pictures >
[® public >
Yellow B temp »
@ Green Trash >
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9.9.2 Space Freeing Up

This feature is used to remove obsolete file(s) from your backup set and destination (manually start
Retention Policy). After the Space Freeing Up job is completed, the storage statistics of the backup
set(s) are updated.

To perform Space Freeing Up, follow the instructions below:
Select a backup set from the drop-down list.

Utl | |t| E S Free Up 5torage Space

Tnlrtm nhmﬂ'ene files fram your backup msrllmmkmnrﬂinqdm waur -reum}::
u palicy setting to free up your storage space, sehect backup sebls), destinathonlsh a
Data Integrity Check then press Start,

Select a backup set

Space Freeing Up
Delete Backup Data

Daily Backup
Decrypt Backup D... BMTCE S Backup
Files Backup

OEM Backup

If you select a specific backup set, then you will also have to select a specific destination or all
destinations.

Utilities Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free wp your storage space, select backup seifs), destination{s) and

Data |r'lt-Eg ril'."ﬂI ChEl:k then press Start,

) Select a backup set
Space Freeing Up Files Backup |
Delete Backup Data Sebect  destination

All w

Decrypt Backup D...

HR4TOES
GoogleDeive-1
Lecal-1 {fUsers/admin/Dacuments Office 3651
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If you select All backup sets, then there is no need to select a destination.

Ut| | |t| es Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start.

) Select a backup set
Space Freeing Up e o
Delete Backup Data -

Decrypt Backup D...

Click the Start button to perform space free up.

Ut| I ItIES Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and

Data Integrity Check then press Start,

) Select a backup set
Space Freeing Up Al .

De|ete Backup Data = Start processing space freeing up on backup set= "Sample Backup Set 01 (1619...

Decrypt Backup D...

Close

3. The status will be shown once completed. Click the View log button to see the detailed report of the
space freeing up job.

247
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Utilities
Data Integrity Check

Space Freeing Up

Delete Backup Data

Free Up Storage Space

To remove obsolete files from your backup destination according to your retention
policy setting to free up your storage space, select backup set(s), destination(s) and
then press Start.

Select a backup set

Al v

+ Space freeing up is completed successfully

Decrypt Backup D...

Close

log | 16/11/2021 1032 w Show | AN v

ﬁﬂﬂﬂﬁﬁﬁﬁﬂﬂﬂﬁhﬁﬂﬂﬂi

Log

Start | BE24TPra w@.0.0046 |
Suart space freeing up om all backup sets

St prooesing space freeing e on backep wet= Data Backup (183660680682 71" destinations “AliayCES (16368068,
Diownlcad valid index files from bachup job Turrent” B “/Users [adming obmtemp | LB IEE06068 2 T i08S8 1 & FEB0EE2..

Spade freeing up on badkup set= Dty Backup (LGI660680682 71" devinations “ARaayCES (16 J6E06ET46511" s compl
Sart pregeiing 1pade Megng op on backep tet= “lample Rackup St 03 (16366520 102 TY deitnannn= "AhsayCES (1,
Spack freeing up on backup set= “ample Backup 50103 (1636683019007 destinanons “AhiayCB5 (163 66810503 59).

SEAM pRoE A LpadE ibeing o on Backep tit= "Bickipher-1 (161694272 18177 demination= “AhsiyCES (1E160428 ..
Downboad valkd index files fbrom backep job Corrent” 6 "/Uers fadmin/ obmemp | LEIER42 T2 18 17T /0858163634282

Space freeing up on badkup set= BackupSet-1 (163634272 18171 destnabons= “AhsayCES (163894 2824919 i compl...
Sl proceiing wpade Beeing wp on backep tets “RackupSet-¥ (16369575287 11)° devinations “AhaayCES (1G V69577

Diownbcad vald index il i Bom Bidhup job "Torrénl” B "IUiers [sdminobm/ temp | LBISRS TS 2ET L | (DRSBIEEE94TTT,

Space freeing up on Backup wet= BackupSer-3 (163695 7528711Y deitnanons "AhayCES (163695 777475207 i compl..,
SLArT preseiing Lpace Meging o on backup tir= "Rackupier-4 (1EIERETHE 113N Semnanon= "AhsapCBE (1E3E05TR...
Downboad valid index files from backup job Current” o "/Lers /adminobm/emp /163657911131 /0BS@16EEF5TII..

Space frewing up on badiup set= WackupSet-4 (161695791 11311 destnanons “AhsayCES (163695 79309245 & compl..

Finshed space freeing up on all backup sets

Logs per page |50 W |

Time
16/11/2020 10:32:14
16/11/2021 10:32:14
16/11/2020 10:32-20
16/1172020 10:32:22
16/00/2020 10:32:24
1670020 103230
16/00/2020 103233
16/11/2021 10:32:39
16/11/2021 10:32:40
16/11/2021 10:32:41
16112020 10:32:47
16701/ 2020 10:32:48
16/11/2020 10:32:49
16112020 13255
16/11/2020 10:32:56
16/11/2021 10:32:57
16/11/2021 10:32:57

Fage |1/1 w
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9.9.3 Delete Backup Data
This feature is used to permanently delete backed up data from a backup set(s), destination(s), backup

job, or delete all backed-up data. After the data is deleted, the storage statistics of the backup set(s)
are updated.

To perform deletion of backup data, follow the instructions below:

Select a backup set from the drop-down list.

Utl | |t| es Delete Backup Data

Debete backed up data of a specific backup set from a specific destination. This

:cﬁunr:-il physically delete the selected data regardless the defined retention palicy.

Therefore, make sure you know what you are deleting and NO undo will be available
Data Integrity Check i

Lelect 3 backup set

Space Freeing Up

Delete Backup Data
Daiby Backup

Decrypt Backup D... EMTCEE Backup
Files Backup
OEM Backup

NOTE: This will only delete the backed up files in a backup set(s) and destination(s), but the
backup set and destination will remain.
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If you select a specific backup set, then you will also have to select a specific destination or all
destinations.

Uti | ities Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This

arﬁnnr:il physically delete the selected data regardiess the defined retention palicy.

Therefare, make sure you know what you ane deleting and MO undo will be available
Data Integrity Check sshisucry

Select 2 backup set

Space Freeing Up

Delete Backup Data
Daily Backup

Decrypt Backup D... ETCES Backup
Files Backup
OEM Backup

If you select All backup sets, then there is no need to select a destination.

Ut| | |t| es Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data Integ I’Ity ChECk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

Delete Backup Data |

Decrypt Backup D...
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2. If you choose to delete All backup set(s), the following message will be displayed. By clicking Yes,
all backed up files from the selected backup set(s) and destination(s) will be deleted.

2 Delete all backup set files?

If you select a specific backup set, you will have an option to choose a destination.

Utll |t| E S Delete Backup Data

Delete backed wp data of & ipecihc backup iet from a ipecific deitmation. Thii
action will physically delete the selected data regardieis the defined retention policy.

Data Int'Egriw Check Theretore, make sure you know what you are deleting and NO wndo will be available
afterward

EFECE Freeai ng Up Sebect a backup set

Samphe Backup Set 01 o
Delete Backup Data
Select & destination

Decrypt Backup D...

BMTCBES

If you select a specific destination, there are two (2) available options for the type of files you
wish to delete.

e Delete all backed up data

e Choose from ALL files
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Ut|||t|e5 Delete Backup Data

Delete Backed up data of & ipecific Backup et from & specific destination, This
action will physically delete the selected data regardiess the defimed retention paolicy.

Da-[a In tEgriw EhECR Therefore, make sure you know what you are deleting and N0 undo will be available
afterward
Space Freeing Up Select a backup sei
Sample Backup Set 01 L
Delete Backup Data PrE—
Decrypt Backup D... EAHE d

Select what 1o delete

Delete all backed up data w

Choase from ALL files

Delete all backed up data

If you choose this option, the following message will be displayed. By clicking Yes, all backed
up data from the selected backup set(s) and destination(s) will be deleted.

o Delete all files (Sample Backup Set 01 - B247CB5)7

Choose from ALL files

If you choose this option, you can select to delete any file(s) in the backup set.
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UtI|ItIES Delete Backup Data -
Delete backed up data of a specific backup set from a specfic destination. This
action will physically defete the selected data regardiess the defined retention

Data Il"ltegrit}" Check policy. Therelore, make sure you know what you are deleting and MO undo will be

seailable aftervward.

Space Freeing Up l‘;::j:;ﬂ:; _ a

Select 4 destination

Decrypt Backup Data | m2a7ces v/
Slech what 1o delepe
ll’:l'l!ﬂsl firgarrs ALL files (¥ |

Fudders Mo Sage  Dlate msifvlacd

+ @B2470R5 B [ MterdeveageldO - Copyl. L3 110450015 6000
+ Dy B [ MenMessage000z - Copyjpg 43058 11045015 00:00
i Eam B Alerhleiiagel00d « Copy [ £300E 110400 % 00400
T BB Documancy Eﬁmﬁm&”“ &R 110400 § 0000
BIC] TewFites B [ Amendance 101 6o TR O B 0000
W
3. Click the Delete button, then click Yes to start the deletion of files.

Ut' I |t|e S Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data Integ rlty ChECk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeing Up Select a backup set

| Sample Backup Set 03 v |
Delete Backup Data .
Select a destination
Decrypt Backup D...
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2 Delete all destination files (Sample Backup Set 03)?

4. Files are successfully deleted.

Utl I |t|e S Delete Backup Data

Delete backed up data of a specific backup set from a specific destination. This
action will physically delete the selected data regardless the defined retention policy.

Data lnteg l'itv ChECk Therefore, make sure you know what you are deleting and NO undo will be available
afterward.
Space Freeil‘lg Up Select a backup set

Sample Backup Set 03 ¥
Delete Backup Data ™
Select a destination

Decrypt Backup D...

+ Files deleted successfully
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9.9.4 Decrypt Backup Data

This feature is used to restore raw data by using the data encryption key that was set for the
backup set.

To perform decryption of backup data, follow the instructions below:

1. Click the Browse button to locate the path of the backup set ID / blocks folder.

Ut' | |t| es Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

Data Integrity Check
| | Browse

Space Freeing Up Temporary directory for storing restore files
Delete Backup Data |,’Users,v‘admim‘.nbm,’temp |-

Decrypt Backup D... -

2. Enter the path of the folder which contains the backup files you want to decrypt. Click
Decrypt to start decrypting backup data.

Ut' | |t| es Decrypt Backup Data

Please enter the path to the [<backup set ID>/blocks] folder which contains the
backup files that you want to decrypt.

Data Integnty CheCk |jUsersfadminfannluads |-

Space Freeing Up Temporary directory for storing restore files
Delete BaCkup Data. |,’Users,fadminf.nhmjternp |-

Decrypt Backup D... -




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

10 Create a Backup Set

1. Click the Backup Sets icon on the main interface of Backup247 Advanced Client (B247PRO).

[

Backup Sets

2. Create a new backup set by clicking E next to Add new backup set.

Backup Sets

. Add new backup set

3. When the Create Backup Set window appears, name your new backup set, and select the
Backup set type. Then, click Next to proceed.

Create Backup Set

Name

I BackupSet-1 ‘

Backup set type

m File Backup v
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4. Inthe Backup Source window, select the source files and folders for backup. Click | would like to
choose the files to backup to select individual files for backup.

Backup Source

Select the files and folders that you want to backup
D B3 Desktop

| & admin

" Documents

1 B Movies

] J3 Music

|| E&@ Pictures

Filter

Apply filters to the backup source
o (.

I would like to choose the files to backup

Previous Cancel

5. Inthe Advanced Backup Source window, select folder(s) to back up all files in the folder(s).

Advanced Backup Source

Folders
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Alternatively, if you want to back up only specific files instead of all files in your selected folder(s),
select the Show files checkbox at the bottom of the screen. A list of files will appear on the right-
hand side. Select the checkbox(es) next to the file(s) to back up. Then, click OK to save your
selections and close the Advanced Backup Source window.

Folders
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Advanced Backup Source
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In the Backup Source window, click Next to proceed.

In the Schedule window, you can configure a backup schedule to automatically run a backup job
at your specified time interval. In the Schedule window, the Run scheduled backup for this backup
set is Off by default.

Off

Run scheduled backup for this backup set

| .

Schedule

@ |If you want to add a schedule now, click n next to Add New schedule.
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Schedule

Run scheduled backup for this backup set
on ]

Existing schedules

. Add new schedule

When the New Backup Schedule window appears, specify your backup schedule.
Then, click OK to save your changes and close the New Backup Schedule window.

New Backup Schedule

Name
Daily-1

Type
Start backup
lal VHUB VHH vl

Stop

‘untll full backup completed w |

[ Run Retention Policy after backup

9. In case you have added a schedule, it will be shown in the Schedule window. Click Next to
proceed when you are done setting.

Schedule

Run scheduled backup for this backup set
on el

Existing schedules

Backup Schedule
ﬁ Daily (Everyday at 20:00)

Daily-1
@ Daily (Everyday at 09:37)
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10. The Destination window will appear.

Destination

Backup mode

Existing storage destinations
. Add new storage destination / destination pool

~

Previous Cancel

Select the appropriate option from the Backup mode dropdown menu.
e Sequential (default value) — run backup jobs to each backup destination one by one
e Concurrent —run backup jobs to all backup destinations at the same time
To select a backup destination for the backup data storage, click HI next to Add new storage

destination / destination pool.

11. In the New Storage Destination / Destination Pool window, select the destination type and
destination storage. Then, click OK to confirm your selection.

New Storage Destination / Destination Pool

Name

BMTCES
Destination storage .
I (9 mxerces (")
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12. In the Destination window, your selected storage destination will be shown. Click Next to proceed.

Destination

Backup mode

Sequential u

Existing storage destinations

B247CBS
Host: 10.3.121.17:80

Y

13. Keep the OpenDirect feature disabled as this feature is not supported on macOS platform. Click
Next to proceed.

OpenDirect

OpenDirect

ofr (.

Support of opening backup data directly without restoration.

When OpenDirect is enabled, to optimize restore performance both compression and encryption will
be disabled for this backup set.

Once OpenDirect is enabled and the setting is saved, it cannot be disabled without re-creating the
backup set.

14. In the Encryption window, the default Encrypt Backup Data option is enabled with an encryption
key preset by the system which provides the most secure protection.

Encryption

Encrypt Backup Data

on 1
Encryption Type
Default v

User password

Custom
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You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alphanumeric characters will be randomly generated
by the system

» User password — the encryption key will be the same as the login password of your
Backup247 Advanced Client (B247PRO) at the time when this backup set is created.
Please be reminded that if you change the Backup247 Advanced Client (B247PRO) login
password later, the encryption keys of the backup sets previously created with this
encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own algorithm,
encryption key, method, and key length.

Encryption

Encrypt Backup Data
on il

Encryption Type

Custom u

Algorithm
AES v

Encryption key

Re-enter encryption key

Method
() ECB (®) CBC

Key length
() 128-bit (® 256-bit

NOTE: For best practice on managing your encryption key, refer to the following KB article.
FAQ: Best practices for managing encryption key on Backup247 Advanced Client (B247PRO) or
Backup247 Standard Backup Suite (B247LITE)

Click Next when you are done with the settings.
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15. If you have enabled the Encryption Key feature in the previous step, the following pop-up window
will be displayed regardless of the selected encryption type.

You are advised to write this encryption key down on paper and keep it

in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to clipboard
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The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this option to
show the encryption key.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

ZPDWFyTrMWZ/09MgemOvWOARIx 8li367TAUfabDiR7I=

Mask encryption key

Copy to clipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in another
location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

16. Upon successful creation of the backup set, the following screen will appear. You can click
Backup now to back up your data or click Close to exit.

Congratulations!

"BackupSet-1" is successfully created.
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17. Itis highly recommended to change the Temporary Directory and select another location with
sufficient free disk space other than /Users/admin/.obm/temp.

Go to Others > Temporary Directory. Click Change to browse for another location.

A
E BackupSet-1 Temporary Directory
Temporary directory for storing backup files
General I /Users/admin/.obm/temp I -
21.74GB free out of total 39.2GB space in /Users/admin/.obm/temp
Source Remove temporary files after backup
Backup Schedule Follow Link
Destination Follow link of the backup files
On
Deduplication

; ; OpenDirect
Retention Policy P

Support of opening backup data directly without restoration

Command Line Tool -

Bandwidth Control Compressions

Others Select compression type
v

- l Fast with optimization for local
Hide advanced settings

Delete this backup set

18. Optional: Select your preferred Compression type. For newly created backup set(s), “Fast with
optimization for local” is selected by default.

Go to Others > Compressions. Click the drop-down button then select from the following list:

e No Compression
e Normal

e Fast (Compressed size larger than normal)

e  Fast with optimization for local
3 ~
m BackupSet-1 Follow Link
Follow link of the backup files
On
General
Source OpenDirect
Support of opening backup data directly without restoration
Backup Schedule o
Destination

Compressions
Deduplication Select compression type

Fast with optimization for local v

Retention Policy

No Compression

Command Line Tool Normal
Fast (Compressed size larger than normal)

Bandwidth Control
Algorithm AES
Others Method cBc

Hide advanced settings Key length 256 bits

V|

Delete this backup set
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The following steps are performed during a backup job. For an overview of the detailed process for
Steps 3, 5, 10, and 12, please refer to the following chapters.

© Periodic Data Integrity Check (PDIC) Process (Step 3)

© Backup Set Index Handling Process

@  Start Backup Job (Step 5)

@ Completed Backup Job (Step 12)

© Data Validation Check Process (Step 10)

Establishing
connection

1

~
Start backup job
y,
\
Connection from the backup client to the
backup server is established.
J
N

Uploading
encryption key

p

Encryption key is uploaded to the backup server
(if enabled).

)

Running
Periodic DIC

Physical .bak files (data blocks) that do not exist |
in the index are removed from the backup
destination(s), then the statistics of both Data

Area and Retention Area will be recalculated. J

3

Running
pre-backup
command

4

~\

Pre-backup command is running (if configured).

Downloading
files

5

Latest index.db file and checksum files are
downloaded from the backup destination(s) to
the temporary folder.

J

Compiling
file list

6

~

Local file list is compiled according to the backup
source setting.

Comparing
files

7

J

~
Local and remote file lists are compared to
identify new, updated, moved, or deleted files
and/or folders since the last backup job.

J

Data
deduplication

Uploading
files

9

Data
validation
check

10

Running
Retention
Policy

11

Saving files

12

Running post-
backup
command

13

Removing
temporary
files

14

A checksum verification of each backup file A
which was split into several blocks of varying
size is performed where its contents are
compared, and the duplicated data are removed
(if enabled). y

\
Data are compressed, encrypted, divided into
individual data block size of 32 or 64MB then
uploaded to the backup destination(s).

/

N
The number of 32 or 64MB data blocks and the
individual block size in the backup destination(s)
is identical to the blocks transferred.

J

~
Retention Policy job is running (if enabled).

J/

~
Latest index files on the client computer are
saved to the backup destination(s) and client log
files are saved to the backup server.

J

™\

Post-backup command is running (if configured).

J

~
Temporary data is removed from the temporary
storage location specified in the backup set (if
enabled).

J

~\

Backup job completed




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

11.1 Periodic Data Integrity Check Process

For Backup247 Advanced Client (B247PRO) v8.3.6.0 (or above), the PDIC will run on the first
backup job that falls on the corresponding day of the week from Monday to Friday.

To minimize the impact of the potential load of large number of PDIC jobs running at the same time
on the B247CBS server, the schedule of a PDIC job for each backup set is automatically
determined by the result of the following formula:

PDIC schedule = %BackupSetiD% modulo 5
or
%BackupSetID% mod 5

The calculated result will map to the corresponding day of the week (i.e., from Monday to Friday).

0 Monday

1 Tuesday

2 Wednesday
3 Thursday

4 Friday

NOTE: The PDIC schedule cannot be changed.
Example:

Backup set ID: 1594627447932

Calculation: 1594627447932 mod 5 = 2

|2 | Wednesday |

In this example:
e the PDIC will run on the first backup job that falls on Wednesday; or

e if there is no active backup job(s) running from Monday to Friday, then the PDIC will run
on the next available backup job.

NOTES

Although according to the PDIC formula for determining the schedule is %BackupSetID% mod
5, this schedule only applies if the previous PDIC job was actually run more than 7 days prior.

Under certain conditions, the PDIC may not run strictly according to this formula. For example:

1. The PDIC job will run on the first backup job after upgrade to the latest client version
from Backup247 Advanced Client (B247PRO) v6, v7, or pre-8.3.6.0 version.

2. If backup jobs for a backup set are not run on a regular daily backup schedule (for
example: on a weekly or monthly schedule), then the PDIC job will run if it detects that
the previous PDIC job was run more than 7 days ago.

3. Every time a Data Integrity Check (DIC) is run, the latest PDIC run date is reset, the next
PDIC job will run after 7 days.

4. The PDIC job will not run if there are no files in both the Data and Retention Areas. For
example: a newly created backup set with no backup job history or a backup set where
all the data has been deleted using the Delete Backup Data feature.

5. The PDIC job will not run on a backup set that contains any data which still in v6 format.
It will only run if all v6 data format on a backup set has undergone data migration to v9
block format.




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY
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-
—
Start Periodic Checking indexfiles  Checkingoutdated  No index-related Periodic Data

Data Integrity whichare morethan  entriesin the index  issuesfound Integrity Check

Check 90 days old in the files if they physically completed

backup destination(s) existin the backup

destination(s)

(V) /
@ ,lllll
— =

Removingindexfiles Removingoutdated Storage Statistics Uploadingindexfiles
from the backup entriesintheindex  recalculated with no issues to the
destination(s)which files which do not A A currentbackup
are more than 90 physically existin destination(s)
days old backup destination(s)

| | ®
) g
<.

e

Continue backupjob

0 Check the index files in o Storage Statistics for o Index files which are
the backup destination(s) Data area and more than 90 days old
to determine if they were Retention area usage will be removed from the
more than 90 days old. will be recalculated. backup destination(s).
FIYESEEES too o Periodic Data Integrity o Outdated entries in the
= [ NO, proceed to o check is completed. index files for files
and/folders which do not
o e ) ; physically exist in backup
Check the outdated Index files with no issues destination(s) will be
entries in the index files will be uploaded to the removed.
for files and/or folders if current backup destination(s).
they physically exist in
the backup destination(s). o The backup job process
will continue.

=3 If YES, proceed to o
=» If NO, proceed to o
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11.2 Backup Set Index Handling Process

To minimize the possibility of index related issues affecting backups, each time index files are
downloaded from and uploaded to backup destination(s); the file size, last modified date, and
checksum is verified to ensure index file integrity.

11.2.1 Start Backup Job

£
N

AR
B247Pro Client

Index file received by B247 PRO

© >0

— _ Redownload
- index file
e Check index
—— ﬁle Sizf
LN (N (S
- B247CBS Backup Server o S 0 -
b o O — ¢
B — " e
Download Verify Check Chet_:k latest
index.db file - checksum modified date
©0 “*'“@ of index.db file
@ ™= n@e =
@ L{‘ @ o Redownload o Redownload
inati index file index file
Cloud Destination
o Index file is rgtrieved _from @ Check modified date. e Ifindex is valid,
the current directory (i.e., =» If latest modified date use the index.db file
324?CB.S » Cloud is correct, proceed to e to compile file list for
Destination, FTP or SFTP). backup.
=» If NOT, proceed to o
@ Index file will be downloaded.
o Verify Check checksum e Check index file size. o Index file will be
of index.db file. =) If index file size redownlcaded.
=) If checksum is correct, proceedto 0 Proceedto o

is correct, proceedto o
=» IfNOT, proceed to o
-5 If NOT, proceed to o

11.2.2 Completed Backup Job
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or Cloud Destination
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C

B247CBS

B247CBS Backup Server -OR - Cloud Destination

—

W

» O

Index.dp =

—_
Index file B247Pro Client

—

>

N
> O
\\
E - Reupload
- index file
Check index
file size

of

S o
&0, oy

-
—d

Verify Check
checksum
of index.db file

Reupload e Reupload
index file index file

-

Check latest
modified date

e Index file from B247PRO is
uploadedto B247CBS, Cloud
Destination, FTP or SFTP.

@ Verify Check checksum
of index.db file.

=» If checksum o

is correct, proceedto

=? IfNOT, proceed to °

o Check modified date.
=¥ If latest modified date
is correct, proceedto o

=» [fNOT, proceed to °

o Check index file size.

=» If index file size
is correct, proceedto e

=) IfNOT, proceed to e

Index file is uploaded
correctly to AhsayCBS
or Cloud Destination.

Index file will be
reuploaded. Proceedto e
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11.3 Data Validation Check Process

As an additional measure to ensure that all files transferred to the backup destination(s) are
received and saved correctly, both the number of 32 or 64MB data block files and the size of
each block file are checked again after the files are transferred.

BZA?CBS

o ENS

Y
@ =]
@LJ; Qe

Cloud Destination

B247CBS Backup Server

\.I/

Local Drive

Q-

Data block
size check

Start Data
Validation Check

01k
s

Missing block(s)

E——
—
—_
[ )
S
=2

Block size
not identical

Data Validation
Check complete

1
(%~

;2»
%

RN

Running
Retention Policy

I

Statistics

o1

Block size
deletion

Check the number of 32 or 64MB
data blocks in the backup
destination(s) is identical to the
number of blocks transferred.

= If YES, proceedto e
=» If NO, proceedto o

o Check the individual sizes
of each data block in the
backup destination(s) is
identical to the sizes of each
block transferred.

=» If YES, proceedto e
= If NO, proceedto o

Data validation check is complete.

o Retention policy will run (if enabled).

Files in the missing block(s)
will be removed from the
index.db file.

Statistics will be updated
according to the files removed.

Proceedto o

Block size that are not identical
will be removed from the backup
destination(s).

Proceedto then

Proceedto o
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12 Run Backup Jobs

12.1 Login to Backup247 Advanced Client (B247PRO)

Login to the Backup247 Advanced Client (B247PRO) application according to the instructions in
Chapter 7 Login to Backup247 Advanced Client (B247PRO).

12.2 Start a Manual Backup
1. Click the Backup icon on the main interface of Backup247 Advanced Client (B247PRO).

Backup

2. Select the backup set which you would like to start a backup for.

Please Select The Backup Set To Backup

Sort by

Creation Time W

BackupSet-1
Owner: admins-Mac-5
Newly created on Tuesday, 16 November 2021 11:47

Data Backup
Owner: admins-Mac-5
Newly created on Tuesday, 16 November 2021 13:47
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3. Click the Show advanced option in case you want to modify the Destinations, Migrate
Data and Retention Policy options.

Choose Your Backup Options

E Data Backup

Backup set type
File

Show advanced option

Previous Cancel

4, When the advanced options are shown, it is recommended to enable the Run Retention
Policy after backup. This will help you save hard disk quota in the long run.

Choose Your Backup Options

E Data Backup

Backup set type
File

Destinations
(3 Hot Cloud Storage Basic-Lite Plans
. Local-1 (C:\Backup Destination)

Migrate Data
[ ] Migrate existing data to latest version

Retention Policy
@ Run Retention Policy after backup

Hide advanced option

Previous Backup Cancel

NOTE

When the Migrate Data option is enabled, the existing data will be migrated to the latest
version during a backup job. This option is disabled by default. Backup job(s) for backup
sets with Migrate Data enabled may take longer to finish. For more information about this
feature, refer to B247CBS v9 New Features Supplemental document.
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5. Once done with the settings, click the Backup button to start the backup job.

Choose Your Backup Options

E Data Backup

Backup set type
File

Destinations
(3 Hot Cloud Storage Basic-Lite Plans
B Local-1 (¢:\Backup Destination)

Migrate Data
[] Migrate existing data to latest version

Retention Policy
Run Retention Policy after backup

Hide adwanced option

e | | e

6. The following screen will be displayed to indicate that the backup job is successfully

completed. You may click the .I button to check for the backup log.

Backup

Hot Cloud Storage Basic-Lite Plans

E Data-Backupset 1

)
(=]

==+ Backup Completed Successfully
Estimated time left 0 sec

Backed up 60B (1 file, 2 directories, 0 link)
Elapsed time 29 sec
Transfer rate 32bivs
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7. Once you are done with checking the backup log, click the Close button to return to the
previous screen.

Type | Log \ Time

© Start[B247PRO v9.1.0.0] 20/03/2022 17:53:58
©) start Backup ... [Deduplication: enabled, Deduplication scope: All files within the same backup set, Migrate Delta: enabled] 20/03/202217:53:59 "™
B Using Temporary Directory C:\Users\Backu\temp'1646398208096\Predefined @-1635843864160 20/03/2022 17:53:59
B Start Periodic Data Integrity Check on backup set = "Data-Backupset 1" destination = "Hot Cloud Storage Basic-Lite Plans” 20/03/2022 17:54:03
o Start data integrity check on backup set "Data-Backupset 1(1646398208096)", "Hot Cloud Storage Basic-Lite Plans(-16358... 20/03/2022 17:54.03
©) start processing data integrity check an backup set= "Data-Backupset 1" destination=""Hat Cloud Storage Basic-Lite Plans”  20/03/2022 17:54:03
o Download valid index files from backup job "2022-03-20-09-16-44" to "C:\Users\Backu\ternp\1646398208096\Predefined... 20/03/202217:54:05
o Wacuumning index 20/03/202217:54:05
o Wacuuming index... Completed 20/03/2022 17:54:.05
o Existing statistics of backup set="Data-Backupset 1" destination= "Hot Cloud Storage Basic-Lite Plans": Data area compre... 20/03/202217:54:.07
o Recalculated statistics of backup set= "Data-Backupset 1" destination= "Hot Cloud Storage Basic-Lite Plans": Data area co... 20/03/202217:54:.07
o The statistics of backup set="Data-Backupset 1" destination= "Hot Cloud Storage Basic-Lite Plans" is correct. 20/03/2022 17:54:.07
ﬂ Data integrity check on backup set= "Data-Backupset 1" destination= "Hot Cloud Storage Basic-Lite Plans” is completed 20/03/2022 17:54:07
B Finished data integrity check on backup set "Data-Backupset 1(1646398208096)", "Hot Cloud Storage Basic-Lite Plans(-16... 20/03/2022 17:54:08
B Completed data integrity check on backup set "Data-Backupset 1(1646398208096)", "Hot Cloud Storage Basic-Lite Plans(-... 20/03/2022 17:54.08
© start running pre-commands 20/03/2022 17:54:08
© Finished running pre-commands 20/03/2022 17:54:08
o Downloading server file list.. 20/0372022 17:54.08
o Download valid index files from backup job "2022-03-20-09-16-44" to "C:\Users\Backu\termp\1646398208096\Predefined. .. 20/0372022 17:54.08
o Downloading server file list... Completed 20/0372022 17:54.09
o Start creating Shadow Copy Set.. 20/037202217:5410
o Creating Shadow Copy for all volumes: C, Bi, R, Do, WAVolume{af8780d4-0cch-4a18-b3ef-ae4061165b061, WWolume{... 20/03/2022 17:54:10 (V)
) Shadow Copy Set successfully created 20/03/2022 175412

Logs per page Page
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13 Restore Data

13.1 Login to Backup247 Advanced Client (B247PRO)

Login to the Backup247 Advanced Client (B247PRO) application according to the instructions in
Chapter 7 Login to Backup247 Advanced Client (B247PRO).

13.2 Restore Data
1. Click the Restore icon on the main interface of Backup247 Advanced Client (B247PRO).

$)

Restore

2. All the available backup sets for restore will be listed. Select the backup set that you would like to
restore data from.

Please Select The Backup Set To Restore

Sort by

Creation Time W

BackupSet-1
Owner: admins-Mac-5
Newly created on Tuesday, 16 November 2021 11:47

File

Data Backup
Owner: admins-Mac-5
Last Backup: Tuesday, 16 November 2021 14:51

File
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3. Select the destination where you would like to restore your data from.

Select From Where To Restore

mmu Backup

B24TCRS
Host: 10.3.121.17°80

4. Select to restore files from a specific backup job, or from all files available, then select the files or
folders that you would like to restore.

There are two options from the Select what to restore drop-down menu:

e Choose from files as of job — This option allows you to select a backup version from a
specific date and time to restore.

Select what to restore

Choose from files as of job w | 24/11/2016 W || Latest w

Choose from files as of job

Choose from ALL files

Name

Select what to restore
Choose from files as of job w || 24/11/2016 w || Latest w

Show filter

e 23/11/2016

v @ Baarces O&22/11/2016
* D&/

Select what to restore
Choose from files as of job W | 24/11/2016 w ||Latest W

Show filter

Folders
v (3 B24TCES O& s
*O&/
» O Users
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e Choose from ALL files — This option allows you to restore all the available backup versions
for this backup set. Among all the available backup versions, you can even select only some
of the backup versions of a file to restore.

Select Your Files To Be Restored

Select what to restore
Choose from ALL files W |

Showr filter
Folders M e Drane imasdified
v @ B2ATCES O . File Leef 449 b...  25/11/20016 09:47
r D&/ 0. 439 k...  25/11/2006 09:45
¥ I vsers Ol 430 b... 2571172008 09:42
v D iem— u]|’ 426 b... 2571172006 09:34
* B Desip
* O Documems
O Files 01
= O vvw

The following is an example showing all the available backup versions of the file 1.rtf. The
latest version is shown in solid black color and all the previous versions are shown in grey
color. You can identify the file version from the Date modified column.

MName | Size | Date modified
File 1.rtf 449 b... 25/11/2016 09:47
439 b... 25/11,/2016 09:45
430 b... 25/11/2016 09:42
426 b... 25/11/2016 09:34

oooao
[ [ [

When the restore is done, you will see all the selected backup versions in the restore
destination. The latest backup version has the file name as the original file, while the previous
versions have the time stamps added to their file names for easy identification.

« Common » KMT » [esewm » Others » File Snapshot

FN

Name Date modified

__| File snapshot testing 11/7/2016 6:54 PM
|_| File snapshot testing_2016-11-07-18-39-11  11/7/2016 6:39 PM
|| File snapshot testing_2016-11-07-18-51-55  11/7/2016 6:51 PM

|_| File snapshot testing_2016-11-07-18-53-26  11/7/2016 6:52 PM

5. Click the Show files checkbox to select individual files for restoration. Click Next to proceed when
you are done with the selections.
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6. Select to restore the files to their Original location, or to an Alternate location. Then, click Next
to proceed.

e Original location — the backed-up data will be restored to the computer running the
Backup247 Advanced Client (B247PRO) under the same directory path as on the machine
storing the backup source.

For example, if the backup source files are stored under the

Users/[User’'s Name]/Downloads folder, the data will be restored to the

Users/[User's Name]/Downloads as well on the computer running the Backup247
Advanced Client (B247PRO).

Choose Where The Files To Be Restored

Restore files to
(®) Original location

() Alternate location Browse

Show advanced option

Previous Next Cancel

e Alternate location — you can choose to restore the data to a location of your choice on the
computer where Backup247 Advanced Client (B247PRO) is running.

Choose Where The Files To Be Restored

0 < ﬂ =0 m- T sz s
Restore files 19 reoiion

it~ | M W | .
® Alternate & <) i(Coud Oeive —
L A Applcations Crprogrem L Cestiop Cocuments
Show advanon Thew AN S lemp ‘Waeryl . torsemg
T2 Oewtop
% Documents w
FY—- m O N =
Dt noad s Lwary Vv o Mok
- -

——
—_—
Petaes e e Locater ]
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7. Click Show advanced option to configure other restore settings:

Restore files to
(®) Original location

() Alternate location

IShow advanced option I

|| Delete unmatched data in restore location

Hide advanced option

|| verify checksum of in-file delta files during restore

@ Delete unmatched data in restore location

By enabling this option, the restore process will attempt to synchronize the selected
restore source with the restore destination, making sure the data in the restore
destination is the same as the restore source. Any data created after backup will be
treated as “unmatched data” and will be deleted from the restore source if this feature

is enabled.

Example:

i) Two files are created under the Document folder 01, namely doc 1 & doc 2.

Document folder 01

MName

(I8

(g

doc 2.docx

doc 1.docx ]» Files created initially

i) A backup is performed for folder Document folder 01.

iif) Two new files are created, namely doc 3 & doc 4.

Document folder 01

= doc 1.docx
= doc 2.docx Iles createc

= doc 3.docx

= doc 4.docx ]» Files created AFTER backup

packup

iv) A restore is performed for the Document folder 01, with Delete unmatched
data in restore location option enabled. option enabled.
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v) Since doc 3 & doc 4 have never been backed up, therefore they will be deleted
from Document folder 01, leaving only the two files that have been backed up.

Document folder 01

Marme ~

doc 1.docx

Files remain after restore
% doc 2.docx

WARNING

Please exercise extra caution when enabling this feature. Consider what data in the
restore source has not been backed up and what impact it would cause if those data
were deleted. Prior to the data restore and synchronization, a warning message
shows as the one shown below. Only clicking Yes will the “unmatched data” be

deleted. You can click Apply to all to confirm deleting all the “unmatched data” at
atime.

@  Verify checksum of in-file delta files during restore

Verify checksum of in-file delta files during restore is disabled by default. When you
perform restore for non-RunDirect backup set, you can enable the feature by ticking
the checkbox so that the checksum of in-file delta files will be verified. As the feature
will make the restore process time longer, it is recommended to enable the feature
only if you want to verify if the merged file were correct.

8. Click Next to proceed when you are done with the settings.

9. Select the temporary directory for storing temporary restore files.

By default, the temporary files are stored under the temp directory of the user profile directory. In
case the same directory path does not exist in the computer you are running Backup247 Advanced
Client (B247PRO), you have to click Browse to define a new location for storing the temporary files.
Otherwise, you will not be able to perform a restore.

Temporary Directory

Temporary directory for storing restore files

|;'Usersiadminf.ohm,’temp |-

10. Once done with the settings, click the Restore button to start the restore job.
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Temporary Directory

Temporary directory for storing restore files

[Users/admin/.obm/temp I -

Previous Restore Cancel

11. The following screen will be displayed to indicate that the restore job is successfully completed.

You may click the . button to check for the restore log.

Restore

mmu Backup

B2ATCBS (Mose: 10.3.121.17:.80)

o Revlone Completed Suoceishully “
Estimated teme lefe 0 sec

Restored 2. 19088 (0 file)

Elapsed time 2 sec

Tranaler futi 2. 24N §

12. Once you are done with checking the restore log, click the Close button to return to the previous
screen.
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Show AN v
Log T
01 1B247Provi D0 46 ) 161172021 1746 55
Same file “/LBeary CotorSync Profites /Bach & White «<” eunly dready 16/11/2021 174656 N
“Mubrary CokorSync/Profiles Slack 6 Whate ™ contams the same Sle resource. Skip resiore fle rescurce 16/11/2021 17:46 56
Same file “/Ubeary/CotrSync /Profiles e Tone xc” exnty aeady 18/11/2021 17 46 38
“JUbrary CotorSynt/Profiles e Tone xc” contans Bhe same e resource. Skip restore Me resourte 16/11/2021 1746 38
0 Same fie “/Ubrary/ColorSync Profies /Cray Tone kr” ewnts already. 18/11/2021 174648
“MUbrary Colorync/Profiles ‘Gray Tone r” contams the same e resourte. Sk restore Me resowrce 16/11/2021 1748 %8
Same file “/Locary/ColrSynd Profiles /Lightness Detreate o” extsts aready. 18/11/2021 17.46 38
" MUbrary /ColorSync /Profites /Ughtness Dedrease ar” contam the same B resource. Sup restore fle resource. 16/11/2021 17:46 58
Same file “/Loeary/ ColwSynt/Profiles /Lightness Increase Ko exnty siready 18/11/2021 1748358
*fUbrary CotorSyng /Profiles /Lghtness Icrease o™ Contaims the same fie resource. 5L restore Me resowece 16/11/2021 17.48 50
Same fie */Lbeary/Cobeync Profies /Sepis Tone it” exnn akeady 16/11/2021 37:48 38
“ubrary /Coloriynt Profiles Sepis Tone ke contaim the same file resource. Ship restore fle resource 18/11/2021 17 4058
"IUBrary/Coriyne Profiles /edlaleColors xe” cortama the same fe reroorce. Shp resiore fle resource 18/11/2021 1748 48
Same fie “/LBeary/Cokriyne Profiles /WediafeColors k¢ sty akready. 16/11/2021 174858
“ABrarySundins (OSXNotic ation, Bondie /Contents Anfo piat” contam B 1ame Me resource. S0p restore e rescorce 16/11/2021 1748 %8
Same file */UBrary/Bundion /OSXNoefication bendle /Corterts nfo plat” vty sready. 18/11/2021 37 4608
“IUBraryMundin OSXNotCtion Sondie [Contents 'virion Dt containt the 1ame Me resource. Sop restore file reso 18/11/2021 174638 WV
Same e /1 Beaey Rntie s TSNS stion Sndie T antesty veruon nint” sl shrady IA2021 17 AR AR
logsperpage 50 w Page 1710 w
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13.3 Restore Filter
This search feature allows you to search directories, files, and folders.

To make it more flexible, the search feature offers filtering. You can add additional patterns upon
searching. Pattern includes the following criteria:

© Contains
These are Directories, Files, and Folders with the name containing the specific letter or word.

© Exact
These are Directories, Files, and Folders with the exact or accurate name.

O Start With
These are Directories, Files, and Folders with the name starting with a specific letter or word.

© Ends With
These are Directories, Files, and Folders with the name ending with a specific letter or word.

It also has the Match Case function, which serves as an additional accuracy when searching for any
specific directories, files, folders, and mails.

For more detailed examples using the restore filter on Backup247 Advanced Client (B247PRO), refer to
Appendix B: Example Scenarios for Restore Filter.

Follow the steps below to use the search feature:

1. Login to Backup247 Advanced Client (B247PRO) according to the instructions in Chapter 7 Logging
in to Backup247 Advanced Client (B247PRO).

2. Click the Restore icon on the main interface of Backup247 Advanced Client (B247PRO).

3. Select the backup set that you would like to restore.

Please Select The Backup Set To Restore

Sample Backup Set 01
Owner: Fusion1l
Last Backup: Wednesday, 28 August 2019 11:21

Sample Backup Set 02
Owner: Fusion11
Newly created on Wednesday, 28 August 2019 10:50

Sample Backup Set 03
Owner: Fusion11
Newly created on Wednesday, 28 August 2019 10:52

Close
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4. Select the backup destination that you would like to restore backed-up items to.

Select The Destination From Which To Re...
ESampae Backup Set 01

9 B2ATCRS
Host: 10.90.10.12-443

5. Click Search located on the lower left side of the screen.

Select Your Files To Be Restored

Select what to restore
Choose from ALL files w |

Show filver
Folders Mame Sipe Duane modified
v @ B24TCRS O & File Lef 449 ... 25/L1J2006 0947
D&/ ol 439b... 25/11/2016 09:45
* 8 users o 430 b... 2571172016 0942
¥ DD rim— 0. 426 b... 2571172006 0934
* B Deshsp
* O Documens

OB Files 01
= O v
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6. Click the Change button to change the path of the restore items from other location.

Search

Look in

[ Search subfolders

Kind Type Pattern

| Files and Directories ™ Hcontains v H | [ Match case
‘ Name | In Folder Size | Date modified

Items per page | 50 v ‘ Page -V ‘

Change Path

v 3 Backup Server
v a/
v [&) Users
v 4 admin
v [ Documents
v [ My Documents
[ TestFiles
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Search

Look in

\ /Users/admin/Documents/My Documents/TestFiles \ Change
|1 Search subfolders

Kind Type Pattern

’Files and Directories W Hcontains v H ‘ [ Match case

Name | In Folder | Size | Date modified

Items per page | 50 VI Page |- ¥

7. Tick the Search subfolders to include available subfolders upon searching.

|| search subfolders

|v| search subfolders

8. Select from the following Kind of files you want to search.
e Files and Directories
o Files only
e Directories

9. Select from the following Type of filtering you want to search.

e Contains

e [Exact

e Starts With
e Ends With

10. Enter a pattern you want and tick the [Match case] box if you want to accurately search for a
specific file.

Pattern

-

] || Match case

Pattern

| Sheet J || Match case
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11. Click the Search button and the result will be displayed.

12. Check all the items or check a specific item, then click the OK button to proceed and return to the
restore main screen.
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14 Mobile Backup and Restore to B247CBS and
Predefined Destination

To perform a mobile backup and restore to B247CBS and/or Predefined Destination, follow the
instructions below:

1. Back up photos, videos, documents and 2FA accounts from Backup247 Mobile app to
Backup247 Advanced Client (B247PRO) local destination. For more detailed information,
refer to Chapter 10 of the Backup247 Mobile User Guide for Android and iOS.

2. Create a File backup set according to the instructions in Chapter 10 Create Backup Set
with the following setup:

» The backup source should be the photos, videos, documents and/or 2FA
account(s) backed up in the Backup247 Advanced Client (B247PRO) local
destination. In this example, the backup source is located in:
/Users/admin/Documents/Backup247 Advanced Client
(B247PRO)/%mobile_device%

Advanced Backup Source

Folders
» O Network
» O Pm system ~
v O users
» (O shared

v O 2 admin
» O Trash
» O ach

» O .bash_sessions

» O .obm

» (O C/\Program Files\AhsayCBS\temp
» [ C/\Users\Administrator\temp

» O Desktop

v O Documents

v O B8 AhsayOBM
» (43 Androidv10
» U [est version

» O MobileBackup v
» (O New updates

["] Show files

» The backup destination must be B247CBS and/or Predefined Destination (i.e.,
Google Drive, OneDrive, Wasabi, etc.)

Destination
=
g
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3. After creating the backup set, run a backup job according to the instructions in Chapter
12.2 Start Manual Backup. Below is an example of a backup report for mobile backup

data.
Show | AN -
L ] Tirmat:

gﬂﬂﬂimﬂﬂﬁ'“l ERFRLAPOR] B30 50
3 AP BT DL LT P TR Ll I LR Tes BRFELATOE) R30S0 "

S et . [ st Dl Bl DRFRLAPORL R4 20 5L

) g Tomperary Orediedy (LS, b, sbmneme 10112 LT IPF ORI LE 1T L2911 10 LRFRLARER] D20 AL

) S runreng per -coermandy VRIRLIPOEL DA 20AE

Frstburdl rumsing pro -somemand LRSELIBOR1 D20EN

Dmsricad P seresr P b VRFELAREEL RO AN

Dxminizaad ive) sarvar fim lnr  Compiamd BEFRLARRR] B 254

Erpdeg bedlup viarin from hued da BEARAAPBRL B4 2053

) Rrsarg beoie douris P el i Cosparied (TN TR R LY

0 e Dwwmergd . (T PR LR Y

M Divemoryl... s LBFELIZOZL M20EE

W Dwernory] . s e (T N TR

[Waw Dyl . URTE e DT ERSRLAPER] R30S

[V Dwori bl (s b o i ity | e BESRLAPRR] B4 2083

) [vew Doyl . Ustrs e Do s, A8 Redraay LD LBSRLFROZL B4209%

) [ Owwiiorgd | Usres st Do s, Ats s OB Sedroaty |50 18 554 1R0%3 108 (LT TR LR LY
) [ Dinposoryd.. Wirs /asming Dog s, ke DU, Aedrov L0 1ENT208 K25 IBL LBFELITOZL M I0EE W

N i Ml Ao i it vas e, s nlavsatiy | TP Ll el T T e el a0 T of ML LREDTCPRP T B2 8%
Logs pevr page |50 W Page 117 w

4. Restore data according to the instructions in Chapter 13.2 Restore Data.

There are two (2) options to restore data from B247CBS and/or Predefined Destination
to the mobile device, Original location, and Alternate location.

© Original location - data will be restored on the original location which is the
backup destination for your mobile device.

Using this option, you can perform seamless restore to your mobile device as the
location is the same with the mobile backup destination.

© Alternate location - data will be restored on an alternate location which can be
setup anywhere in the Backup247 Advanced Client (B247PRO) local machine. If
you choose this option, then restoring to your mobile device will have to be
manually done. There are two (2) options available.

NOTE: Restore to alternate location is not supported on another Backup247
Advanced Client (B247PRO) machine. Options 1 and 2 must be on the original
machine where the backups were performed.

In case the original machine is no longer available, Backup247 Advanced Client
(B247PRO) will be able to restore the photos, videos and 2FA accounts from
B247CBS or Predefined Destination to the mobile backup destination folder.
However, as the mobile devices were not originally paired with the new
installation or machine, the mobile devices will not be able to restore the photos,
videos and 2FA accounts from the Backup247 Advanced Client (B247PRO).
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Option 1: Copy the restored data from the alternate location to the
original location which is the backup destination for your mobile

device.

Example of the Alternate location:

/Users/admin/Alt Location

[ N} & Untitied
> o oimqle-l 6l o Q Search
Fyeorites Name ~  Date Modfied
& An My Files » I Libeary 12 Nov 2021, 9:41 AS
1Cloud Orh » N system Today, 12:33 PM
< v N Users 9 Jun 2017, 12:33 PA
#x Appications v D admin Today, 4:42 PM
Desktop B AR Location
v [ Users Today, 4:34 PM
> ts v B sdmin Today, 4:14 PM
© Downloads v [ Documents Yoday, 4:37 PM
v B B27CBS Today, 4:37 PM
¥ B0 Androldvi0 Today, 4:37 PM
v 1 1636438000708 Today, 4:38 PM
v I blocks Today, 4:30 PM
v [ 2021-11-09-14-23-24 Todoy, 4:38 PM
vimo Today, 4112 PM
= 000000.png 5 Now 2021, 2201 P
000008 jog 9 Now 2021, 9159 AW
= 000001.9ng 5 Now 2021, 2:02 PM
= 000002.p0g 5 Nov 2021, 2:02 PM
= 000003.p0g 5 Nov 2021, 202 PM
= 000004.jog 5 Noy 2021, 204 PM
- 000005 o9 5 Nov 2021, 2:06 PM
= 000006 .jog 5 Nov 2021, 206 PM
= 000007.0ng S Nov 2024, 207 PM
Example of the Original location:
/Users/admin/Documents
M) & Untitled
> sflooim-le-l oo Q Search
Favoriey Name A Date Modfed
B A My Flles v I8 Users 9 Jun 2017, 12:33 P
¥ 2 admin Today, 4:12 PM
& Kloud Drive > B A% Location Today, 4:14 P
¢ Applications » I CUsers\Administratoritemp 71 Sep 2021, 5:00 P
» [ Desktop 8 Jun 2017, 1:53 PM
8 Dsskiop B2 Documents
D Documents v Bl a2ucBs Today, 11:30 AM
© Oownloads v I Androidvi0 Today, 4:43 PM
v [ 1638438090708 9 Nov 2021, 2:06 PV
Staced v [ blocks Today, 4:43 PM
@ AL v [ 2021-11-09-14-23-24 9 Now 2029, 2:23 PM
vmo 9 Nov 2021, 2:24 PM
o = 000000.p0g 5 Nov 2021, 201 PM
® Red 00000809 9 Now 2021, :59 AN
@ Orange = 000001png 5 Nov 2021, 2202 PM
> s = 000002.90g S Nov 2021, 202 PM
) = 000003.png 5 Now 2021, 2:02 PM
® Green = 000004 jog 5 Nov 2029, 2:04 PM
® Ble - 000005 jpg 5§ Nov 2021, 2205 PM
= 000006 jpg S Noy 2021, 2206 PM
® Purple - 000007.png 5 Nov 2021, 2:07 P\
® Gray

You can now use the Backup247 Mobile app to restore the photos,
videos, documents and 2FA accounts back to your mobile device.
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e Option 2: Copy the restored data from the alternate location to your
Android or iOS mobile device.

Instructions:
* For an Android device, you need to plug your cable and transfer

the restored data from the alternate location to your mobile
device storage.

Example of the Alternate location: /Users/admin/Alt Location

oce & Untitied
> H BT CREREE Q Search
Fyeorites Name ~  Date Modfeo
& Ay Files * [ Libeary 12 Now 2021, 9:41 AS
& iCioud Drive > I Systom Todey, 1233 PM
v I Users 9 Jun 2017, 12:33 PA
% Appications v D admin Today, 4:12 PM
[ Oeskiop v B8 Ax Location
¥ 0 Users Today, 4:34 PM
(3 Documents v 8 admin Today, 4:14 PM
© Downloads v [ Documents Yoday, 4:37 PM
v B Bs27CBS Today, 4:37 PM
v B Androldvi0 Today, 4:37 PM
v 1 1636438000708 Today, 4:38 PM
v I blocks Today, 4:39 PM
v I 2021-11-09-14-23-24 Today, 4:38 PM
vimo Today, 4112 PM
= 000000.png 5 Now 2021, 2201 PM
000008 jop 9 Nov 2021, 9159 AW
= 000001.png 5 Nov 2021, 202 PM
= 000002.p0g 5 Nov 2021, 2:02 PM
= 000003.p0g 5 Nov 2021, 2.02 PM
= 000004 jog 5 Noy 2021, 204 Py
- 000008 jog 5 Nov 2021, 2:06 PM
= 00000600 5 Nov 2021, 2208 PM
- 000007.00g & Nov 2024, 2:07 PM

Mobile device storage: Android device Internal storage and SD

A 5 | Androidv10
Home  Share  View
1 <l > ThisPC > Androigvio "
Intemal shared storage SanDisk SD card

7 Quick access —

o Y 383 GB free of 48.9 GB ™ 397 GB free of 20.7 G&

& Dropbox

@ OneDrive

% This PC

* [For an iOS device, you need to transfer the restored data from
the alternate location to iCloud.

Example of the Alternate location: /Users/admin/Alt Location
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ece &l Untitied
> .[TD (=0 B3R A th L Q Search
Fyeoeites Name ~  Date Moofeo
& An My Files » I Libeary 12 New 2021, 9:41 AS
» N System Today, 12:33 PM
o v B users 9 Jun 2017, 12:33 P&
# Applcations v D admin Today, 4:12 PM
W8 Deskop - ocl.a
Today, 4:%
(3 Documents v [ admin Today, 4:14 PM
© Downloads v [ Documents Today, 4:37 PM
v B Bs27CBS Today, 4:37 PM
v B0 Androidvi0 Today, 4:37 PM
v 1 1636438000708 Today, 4:38 PM
v 1 blocks Yoday, 4:30 PM
v [ 2021-11-09-14-23-24 Today, 4:38 PM
v o Today, 4112 PM
= 000000.png 5 Nov 2021, 2201 P
000008 jog 9 Nov 2021, 2150 AV
= 000001009 5 Nov 2021, 202 oM
= 000002.pog 5 Nov 2021, 2:02 PM
= 000003.p0g 5 Nov 2021, 2:02 PM
= 000004.jog 5 Noy 2021, 2208 PM
- 000008 jog 5 Now 2029, 2:08 PM
= 000008.jog 8 Nov 2021, 206 PM
= 000007.00g 5 Nov 2021, 2207 PM

Upload to iCloud using the iCloud app

A iCloud - X

M iCloud Drive

‘ Photos

Mail, Contacts, Calendars, and Tasks
With Outlook

iCloud

I g2 com

Bookmarks
m With Chrome

You have 5.00 GB of iCloud storage.

|| 497 GB
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15 Contact Backup247

15.1 Technical Assistance

To contact Backup247 support representatives for technical assistance, visit our website
https://backup247.com.au/Support.php

15.2 Documentation

Documentations for all Backup247 modules, user guide and QuickStart are available on our
website. Alternatively, email us on support@backup247.com.au for technical demo.
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Appendix

Appendix A: Uninstall Backup247 Advanced Client (B247PRO)

1. Click Go at the top menu bar, then select Utilities.

2. Double click the Terminal.app icon.
Terminal.app
3. Use the command highlighted in red to enter the Applications folder.

#cd /Applications

#[user]-Mac-mini:Applications [user]s$

4, Use the command highlighted in red to enter the Backup247 Advanced Client (B247PRO)
folder.

#[user]-Mac-mini:Applications [user]$ cd Backup247 Advanced Client

(B247PRO) .app/bin

#[user]-Mac-mini:bin [user]S$

5. Use the command highlighted in red to execute the uninstallation. Enter the password for
logging in to your Mac when prompted.
#[user]-Mac-mini:bin [user]Ssudo sh uninstall.sh

#Password:

6. The following scripts show when the uninstallation is completed.
#Shutdown Scheduler for Backup247 Online Backup Manager

#Wait 5 seconds before Scheduler exits




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

#Kill Process by Image Name:/Applications/Backup247 Advanced
Client (B247PRO) .app/jvm/bin/bJW

#Ignore Process by Image Name:

#Kill Process by Image Name: /Applications/Backup247 Advanced
Client (B247PRO) .app/jvm/bin/bschdW

#Ignore Process by Image Name:

#Kill Process by Image Name: /Applications/Backup247 Advanced
Client (B247PRO).app/jvm/bin/java

#Ignore Process by Image Name:

#Remove LaunchDaemons for com.Backup247 Advanced Client
(B247PR0O) .scheduler from service

#Remove Backup247 Advanced Client (B247PRO) from Your Mac OS

#[user]-Mac-mini:bin [user]s$
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Appendix B: Example Scenarios for Restore Filter

Example No.1: Restore filter setting from /Users/admin/Documents/My Documents/TestFiles with filter
type Contains

Location: /Users/admin/Documents/My Documents/TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Contains

Pattern: Set

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in

[ /Users/admin/Documents/My Documents/TestFiles | Change
Search subfolders

Kind Type Pattern

lFiles and Directories W ||contains v “Set l Match case

Name In Folder Size Date modified |

Items per page Page E

Cancel
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Search

Look in

‘ /Users/admin/Documents/My Documents/TestFiles \ Change

[ Search subfolders

Kind Type Pattern

‘ Files and Directories W ‘ ‘ contains W ‘ | Set || Match case
Searching ... Stop

Name In Folder Size | Date modified

Items per page ‘ 50 v ‘ Page ‘ 1/1 w ‘

Search

Look in

i [Users/admin/Documents/My Documents/TestFiles [ Change

[¥] Search subfolders

Kind Type Pattern

l Files and Directories W || contains W || Set [¥] Match case
[Peeareh

‘ Name In Folder | Size Date modified

;D BackupSet_001.txt JUsers/admin/Documents/My Documents/TestFiles 56 KB 27/08/2019 18:14
]D BackupSet_002.txt JUsers/admin/Documents/My Documents /TestFiles S6 KB 27/08/2019 18:14
im} BackupSet_003.txt JUsers/admin/Documents/My Documents/TestFiles S6 KB 27/08/2019 18:14
}D BackupSet_004.txt JUsers/admin/Documents/My Documents/TestFiles 56 KB 27/08/2019 18:14
o BackupSet_005.txt /Users/admin/Documents/My Documents/TestFiles S6 KB 27/08/2019 18:14

I'tems per page ‘??‘ Page ‘EE‘

Explanation:

All files and directories under /Users/admin/Documents/My Documents/TestFiles that has the pattern that
contains with ‘Set’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file or directory,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in /TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘Set’.




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

Example No.2: Restore filter setting from /Users/admin/Documents/My Documents/TestFiles with filter

type Starts With

Location: /Users/admin/Documents/My Documents/TestFiles
Search subfolders: True

Kind: Files

Type: Starts With

Pattern: A

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in

l /Users/admin/Documents/My Documents/TestFiles

l Change

[¥! Search subfolders
Kind Type Pattern
IFiIes only v “starts with W HA

I Match case

Name In Folder | size |

Date modified

Items per page | 50 v

e
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Search

Look in

l /Users/admin/Documents/My Documents/TestFiles Change

[v] Search subfolders

Kind Type Pattern

’ Files only v ‘ ‘ starts with W ‘ | A |¥| Match case
Searching ... Stop

1. Name In Folder T size | Date modified
o |
Items per page \ 50 W ‘ Page =l

Search

Look in

' /Users/admin/Documents/My Documents/TestFiles Change

[¥! Search subfolders

Kind Type Pattern
‘ Files only v H starts with W ‘ IA | 7] Match case
Name In Folder Size Date modified

[D = AlertMessage0001.jpg /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
lD = AlertMessage0002.jpg /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
0 = AlertMessage0003.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11 |
iD = AlertMessage0004.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
|0 = AlertMessage0005.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
;D Attendance_2014.doc  /Users/admin/Documents/My Documents/TestFiles 14.2 MB 27/08/2019 18:11
.:D Atendance_2015.doc  /Users/admin/Documents/My Documents/TestFiles 14.2 MB 27/08/2019 18:12

~

v

Items per page ‘L l‘ Page ‘ 1/1 v‘

Explanation:

All files and directories under /Users/admin/Documents/My Documents/TestFiles that has the pattern that
starts with ‘A’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the file, Directory which
are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in /TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘A’.
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Example No.3: Restore filter setting from /Users/admin/Documents/My Documents/TestFiles with filter
type Ends With

Location: /Users/admin/Documents/My Documents/TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Ends With

Pattern: g

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in

, /Users/admin/Documents/My Documents/TestFiles ] Change
|¥| Search subfolders

Kind Type Pattern

| Files and Directories W ”ends with W Hg I Match case

Name | In Folder | size |  Date modified |

Items per page | 50 v Page E

Cancel
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Search

Look in

} /Users/admin/Documents/My Documents/TestFiles \ Change

[v] Search subfolders

Kind Type Pattern

‘ Files and Directories W l |ends with ‘ lg [¥] Match case
Searching ... Stop.

[ Name In Folder Size Date modified
Items per page ‘ 50 v ‘ Page | - w ‘

|

Search

Look in

UUsers /admin/Documents/My Documents/TestFiles ! Change

[v] Search subfolders
Kind Type Pattern

‘ Files and Directories ™ ‘ ‘ endswith W | g [v] Match case

} Name In Folder Size Date modified

|0 = AlertMessage0001.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
/O = AlertMessage0002.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
1D = AlertMessage0003.jpg JUsers/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
|0 = AlertMessage0004.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11
D& AlertMessage0005.jpg  /Users/admin/Documents/My Documents/TestFiles 490 KB 27/08/2019 18:11

Items per page | 50 v

Page 1/1 v |

Cancel

Explanation:

All files and directories under /Users/admin/Documents/My Documents/TestFiles that has the pattern that
ends with ‘g’ with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the files and directories,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in /TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘g’.
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Example No.4: Restore filter setting from /Users/admin/Documents/My Documents/TestFiles with filter
type Exact

Location: /Users/admin/Documents/My Documents/TestFiles

Search subfolders: True

Kind: Files and Directories

Type: Exact

Pattern: SpreadSheet_05.xIsx

Match Case: True

Follow the step-by-step procedure indicated on Restore Filter.

Search

Look in

] /Users/admin/Documents/My Documents/TestFiles I Change
Search subfolders

Kind Type Pattern

IFiIes and Directories W Hexact v || SpreadSheet_05.xlsx | [¥] Match case

Name In Folder | Size | Date modified

Items per page Page E‘
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Search

Look in

‘ /Users/admin/Documents/My Documents/TestFiles Change

[v! Search subfolders

Kind Type Pattern

| Files and Directories W | | exact v || SpreadSheet_05.xlsx | [ Match case
Searching ... ~ Stop

[ Name In Folder Size Date modified
Items per page |50 v ‘ Page - W ‘

Search

Look in

l /Users/admin/Documents/My Documents/TestFiles [ Change
[v] Search subfolders

Kind Type Pattern

‘Files and Directories W ‘ ‘ exact v || SpreadSheet_05.xIsx |v| Match case
‘ Name In Folder " size Date modified

a SpreadSheet_05.xlsx JUsers/admin/Documents/My Documents/TestFiles 8 KB 27/08/2019 18:15
Items per page \ 50 v \l Page ‘ 1/1 v \

Explanation:

All files and directories under /Users/admin/Documents/My Documents/TestFiles that has the pattern that
has the exact pattern ‘SpreadSheet_05.xIsx’ with match case set to true will be included upon performing
search.

As you can see on the screen shot above, the result panel contains the Name of the files and directories,
Directory which are indicated In-Folder column, Size, and Date Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means that the
filter will include all available subfolders in /TestFiles upon searching. And it will strictly search only the
specified pattern and case which starts with ‘SpreadSheet_05.xIsx’.
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Appendix C: Setting up Full Disk Access Permission

What is Full Disk Access? Full Disk Access is a new security feature in macOS 10.15 or higher that
requires some applications to be given full permission to access your protected files and have certain
administrative settings available.

Here are the steps on how to setup and grant Backup247 Advanced Client (B247PRO) a Full Disk
Access:

1. Open System Preferences > Security & Privacy.

® Finder File Edit View Go Window Help
About This Mac

System Preferences...

ApPp Owie...
Recent Items
Force Quit...

Sleep
Restart...
Shut Down...

Lock Screen
Log Out admin...

Apple ID, iCloud

I

o

-
s

&

e
'
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Select the Privacy tab.

FileVault  Firewal Privacy

< Location Services
Allow the apps and services below to determine your location.

—
i Contacts

ﬁ Calendars
‘ Reminders
6 Photos
n Camera

m Microphone e
 Indicates an app that has used your location within the last

24 hours.

m Speech Recognition

@ Accessibility About Location Services & Privacy...

FileVault  Firewall Privacy

ﬁ Calendars

' Reminders

6 Photos

n Camera

m Microphone

m Speech Recognition
@ Accessibility

- Input Monitoring

B FDisk Access About Location Services & Privacy...

Allow the apps and services below to determine your location.

Indicates an app that has used your location within the last
24 hours.

Q Click the lock to

Enter the System Administrator credentials and click the Unlock.

System Preferences is trying to unlock Security &
Privacy preferences.

Enter your password to allow this.

Username:

Password:




5.

6.
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Click the plus icon.

Security & Privacy

FileVault  Firewall Privacy

ﬁ Calendars » .
Allow the apps below to access data like Mail,
Messages, Safari, Home, Time Machine backups and
certain administrative settings for all users on this Mac.

m Speech Recognition

@ Accessibility
- Input Monitoring

- Full Disk Access

Advanced...

Click the Applications, then select Backup247 Advanced Client (B247PRO), and click
Open.

Ly Applications
. Dealtiog
B Docirmsenks

) Dowrdoads

il iCloud Deive

B247PRD

information

W “esiages

This message will appear if you have the Backup247 Advanced Client (B247PRO) open.
Click Quit Now to proceed.

B247Pro will not have full disk access
until it is quit.

You @ 10 Quit B247Pro Now, or da it on
your cwn later.

Later Quit Now



BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

7. Backup247 Advanced Client (B247PRO) has now Full Disk Access.

Cipmor Fievauk  Frewai

100w E
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Appendix D: Create Free Trial Account in Backup247 Advanced
Client (B247PRO)

Users can create a free trial account when they login to Backup247 Advanced Client (B247PRO) for the
first time. Please ensure that the following requirements are met before creating your trial account:

© A valid email address which will be used for receiving notices. A welcome message will also be
sent upon creation of the account which specifies the User Setting and Quota set for backup in
B247CBS.

While here are the limitations of a trial account:

© The Free Trial button will only be displayed once when the user login for the first time. If you cannot
create a free trial account kindly contact your backup service provider.

© Only alphanumeric characters and selected special characters, Ato Z, 0to 9, @, - and _, are
allowed to be used for the Login name. While there may be some limitations on password
complexity and age which is determined by the backup service provider. Please contact your
backup service provider for further details.

The add-on modules available and quota size are determined by your backup service provider.

The trial account period is determined by your backup service provider. Please contact your backup
service provider for details.

NOTE
The Free Trial Registration option may not be available. This depends on the settings of
your backup service provider. Please contact Backup247 Technical Support for more
information.

Follow the steps below to create a Free Trial backup account in Backup247 Advanced Client
(B247PRO).

1. Click on Free Trial.
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2. Configure your Backup Server settings.

Backup Server

|htt|] L ||‘I[].‘IE.‘\ 0.108 L

Proxy (HTTP)

Use proxy to access the Internet

or o

3. Enter the Login name that you want. Also provide your email address and password. Confirm
your password and click OK to create your trial account.

N
\y/. B247Pro
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4. Once the trial account is created, this screen will be displayed.

-
.:' B247Pro  Trial Version

g

o 2

Backup Sets

_ All instructions are there

5. If the user has input their email at Step 3, they will periodically receive an email notification(s)
about the changes to their trial account such as backup report(s), or when the expiration date of
their trial period is approaching in less than 10 days.

Below is an example of the trial expiration email.

Trial account, UserO01, will expire in 3 days o x &
Admin «Sesslan $gmail com> o - :
o me -

(@ 5247c8s

Dear UserD01,

Your trial account will expire in 3 days. Flease contact your administrator for further action.
Below is the trial information of this account,

User UserD01
Registration Day 11/24/2021
Day(s) to Trial End 3

Total Trial Days 30
Sincerely

Ahsay Support Team




