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1 Overview
1.1 What is this software?

Backup247 brings you specialized client backup software, namely Backup247 Advanced Client
(B247PRO), to provide a set of tools to protect your Office 365 user accounts. This includes
backup and recovery of individual emails, contacts, calendars and other mail items in your Office
365 Outlook, files on OneDrive and SharePoint, with snapshots / versioning, and retention policy
to protect even items that you may have accidentally deleted from your Office 365 user account.

1.2 System Architecture

Below is the system architecture diagram illustrating the major elements involved in the backup
process among the Office 365 service, Backup247 Advanced Client (B247PRO) and B247CBS.

In this user guide, we will focus on the end-to-end backup and restore process of Backup247
Advanced Client (B247PRO) (Agent-based).
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1.3 Why should | use Backup247 Advanced Client (B247PRO)
Run on Client (Agent-based) solution to back up my Office
365 data?

We are committed to bringing you a comprehensive Office 365 backup solution with
Backup247 Advanced Client (B247PRO). Below are some key areas that we can help to make
your backup experience a better one.

User-defined
Backup Destination
|
——
@ B247Pro
Restore Filter
o
R e —
< o ’ B247Lite Backup Client
More Restore Locations
@
Reminder Feature

Availability

User-defined Backup Destination

Backup users have more options in assigning a backup destination (i.e., B247CBS, Cloud or
Predefined destinations, and standard and local destination).

Performance

Agent-based backup is performed on a physical machine or computer with resources that is dedicated
for backup and restore operations. Once the backup client is deployed on the machine, the user has
more control on the hardware which affects the overall backup and restore performance.

The Change Key API has significantly improved backup performance for backup jobs, which means
backup sets with a large number of Office 365 accounts for backup can be completed within hours.

Easy to Use

Agent-based backup solution has a traditional backup approach that is well understood by most
administrators and end users who would only need minimal effort and time to understand the
backup and/or restore operations.
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Task-centered User Interface

Agent-based backup solution make it a good option for users to have more control on the individual
backup/restore and resources management.

System Logs Availability

System logs for Data Integrity Check and Space Freeing Up results is accessible for the end users
and can be reviewed anytime. Unlike with the agentless backup where system logs will only be
available upon request from the backup service provider.

Command Line Tool
Agent-based backup solution has a feature that allows user to configure a pre and/or post-backup

command which can be an operating system level command, script or batch file, or third-party
utilities that will run before and/or after a backup job.

Reminder Feature
With the agent-based backup, a reminder feature is provided which will display a backup

confirmation dialog box that will prompt user to run a backup job during machine log off, restart or
shut down when enabled.

More Restore Locations

Agent-based backup offers you three (3) restore locations such as the local machine, original
location (or the cloud storage where your backed up files are located) and alternate location (which
is through the same cloud storage but on a different folder).

Restore Filter

Agent-based backup has a restore filter feature which allows users to easily search directories,
files, and/or folders to restore.

Fast and Efficient

We understand that backup could be a time and resources consuming process, which is why
Backup247 Advanced Client (B247PRO) is designed with advanced technologies to make backup a
fast and efficient process.

We also understand that you may wish to run backup at a specified time interval of your choice,
that’s why we also allow you to set your own backup schedules so that you can take full control of
the time when to perform backup.

© Multi-threading — this technology utilizes the computing power of multiple CPU cores for
creating multiple backup and restore threads to produce fast backup and restore performance.

Backup job uses a maximum of 4 concurrent threads.
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Backup Job #1

Office 365

As shown the technology translate into a total of 4 concurrent threads.

© Index File Structure — The index file structure has been re-designed to improve the backup
and restore performance.

Each Office 365 user will have its'own individual index file instead of a single index file for all
users within the backup set.
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This new design eliminates any potential I/O performance bottlenecks when the index files
are updated during each backup job, which can occur when using single index file structure
for multi-thread concurrent backup.

© Block Level Incremental Backup — this technology breaks down the backup files into
multiple blocks and only the changed blocks will be backed up each time.

Backup of Selected Items

To back up the Office 365 user accounts, the backup resources can be user level, site collection
level and even item level.

© Flexible backup options:

@ Only select the required users, specific site collection or items for backup.

© Flexible restore options:

@ Restore all the users or just one user or restore the whole site collection or just one
site or restore the whole user contents or just one item.

@ Restore items to the original location or an alternate location.
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High Level of Security

We understand your Office 365 users may contain sensitive information that requires to be
protected, that is why your backup data will be encrypted with the highest level of security
measure.

© Un-hackable Encryption Key — to provide the best protection to your backup data, you can
turn on the encryption feature which will be default encrypt the backup data locally with AES
256-bit truly randomized encryption key.

© Encryption Key Recovery — a last resort for you to recover your encryption key in case you
have lost it. Your backup service provider can make it mandatory for you to upload the
encryption key to the centralized management console, the encryption key will be uploaded
in hashed format and will only be used when you request for a recovery.

Centralized Management Console

Our enriched features on the centralized web console offers you a one-stop location for monitoring
and managing your backup and restore. Below is an overview of what you can do with it. For more
details regarding the setup and operations of the centralized management console, refer to the
B247CBS v9 User’s Guide for details.

Create/ update/ delete backup set

Restore backup set

Configure user settings

Configure backup settings

View and download backup and restore reports

Monitor backup and restore live activities

Monitor storage statistic
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To offer you with the highest flexibility of backup destination, you can now back up Office 365 user
to a wide range of cloud storage destinations. Utilizing cloud destination backup gives you an extra
layer of protection in the event of a local drive corruption, where you will still be able to retrieve data

from the cloud destination.

Below is a list of supported cloud destinations.
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Differences between a Run on Server and Run on Client Backup Set

The following table summarizes the differences in backup options available between a Run on Server
and Run on Client Office 365 backup set, and the tool to use (web console or client agent) when
performing a backup and restore:

Features/Functions Run on Client Run on Server
Office 365 Backup Set Office 365 Backup Set
General Settings v v
Backup Source v v
Backup Schedule v v
Destination B247CBS, Predefined B247CBS and Predefined
Destinations, Standard and Local Destinations only
Multiple Destinations v X
_— Backup247 Advanced Client
Deduplication (B247PRO) v
Retention Policy v v
. Backup247 Advanced Client
Command Line Tool (B247PRO) X
Backup247 Advanced Client
: (B247PRO) / Backup247 Standard
Reminder Backup Suite (B247LITE) for x
Windows only
Bandwidth Control v v
IP Allowed for Restore v X
System Logs of Data Integrity v x
Check and Space Freeing Up
Others v v

Backup247 Advanced Client
To Run a Backup (B247PRO) / Backup247 Standard
Backup Suite (B247LITE)

B247CBS User Web Console
only

Backup247 Advanced Client

(B247PRO) / Backup247 Standard B247CBS User Web Console
Backup Suite (B247LITE) / only

Backup2470BR

To Run a Restore

Aside from backup options, the table below shows other operations that can be performed using
web console and client agent:

Features/Functions Run on Client Run on Server

Office 365 Backup Set Office 365 Backup Set

Data Integrity Check v v

Space Freeing Up

Delete Backup Data

SRR

x
v
x

Decrypt Backup Data
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NOTE

For more details on the Run on Server backup option, please refer to the following guides:
B247CBS v9 User Guide — Office 365 Run on Server (Agentless) Backup and Restore Guide
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Why should | use Backup247 Advanced Client (B247PRO) to
backup/restore my Office 365 domain?

You may be wondering why you need to use Backup247 Advanced Client (B247PRO) to
backup/restore your Office 365. Well, people assume that Microsoft is responsible for backing
up everything from your calendars and your emails to your files in SharePoint and OneDrive.
As the backups performed by Microsoft are to provide a system wide recovery rather than to
facilitate the recovery of individual items for the end user.

Let’s take a look at some of the Microsoft’s Office 365 backup capabilities and
limitations

© Microsoft is only responsible for the Office 365 infrastructure and uptime of the cloud
and apps with Office 365. So, if you are relying on Microsoft to protect your
organization from data loss, your data and organization are at high risk if you do not
implement additional data protection. These are some of the scenarios that Microsoft
is responsible for on their cloud platform:

e Hardware Failure
e Software Failure

e Natural Disaster

e Power Outage

© On the other hand, Microsoft is not responsible in any of these scenarios, and you
have to face the harsh reality that there’s no guarantee a complete and speedy restore
incase these happens:

e Accidental Data Deletion (Human error)
e Malicious Attacks
e Viruses/Malware

© Microsoft has a retention policy for mailbox and public folder that are only up to 14
days to 30 days. To support this, please refer to this article for more information:
Microsoft: Overview of retention policy.

© Microsoft has set the same limitations for SharePoint Online and OneDrive. It only
stores deleted items for a period of 93 days, once you exceed the retention period,
the data is gone indefinitely.

© End users do not have control over what were backed up and what can be restored.

© End users have no direct access to their backup data of their Office 365
domains/accounts.

Now, let’s check the capabilities of Backup247 Advanced Client (B247PRO) for Office
365

© Backup247 Advanced Client (B247PRO) ensures protection from data loss, ensuring
that all information in your Office 365 environment are protected to avoid disruptions
to day-to-day operations.

© We offer fully flexible retention policy that can be configured by days, weekly, monthly,
quarterly, years compare to Microsoft’s limited retention period which is 14 to 30 days
only.
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© Using Backup247 Advanced Client (B247PRO), end user has access or control over
items that will be backed up or restore, whether it is individual item, calendar entries,
notes or even corrupted mailbox and more.

© Backup247 Advanced Client (B247PRO) also provides multiple backup destinations
from your Office 365 to your local machine, to any of our supported cloud destinations,
and to our B247CBS Server.
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© Flexible restore is also a key feature of Backup247 Advanced Client (B247PRO) that
is designed to have multiple restore options.

Local Machine ——" e T —
) X ption applies to restore of items such as ),

video, music and more from OneDrive and

rom Outlook mailbox

o m%s NS fE ey
.w
= 4»)\\,._ AR oS 3

S

R T <y § b

-omoesssmui@a different

/

© Backup247 has automated backups and manual (on demand) backups. You are also
able to check the restore and backup status with corresponding backup and restore
reports.
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About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to get started with setting
up your system for Office 365 backup and restore, followed by step-by-step instructions on
creating backup set, running backup job and restoring backed up data, using Backup247
Advanced Client (B247PRO).

The document can be divided into three (3) main parts.

Part 1: Preparing for Office 365 Backup & Restore

Requirements
Requirements on hardware & software for installation

Best Practices and Recommendations
Items recommended to pay attention to before backup and restore

Part 2: Performing Office 365 Backup

Logging in to Client Agent
Log in to Backup247 Advanced Client (Pro)

Creating a Backup Set
Create a backup set usina Backup247 Advanced Client (Pro)

Running a Backup Set
Run a backup set using the Backup247 Advanced Client (Pro)

Configuring an Automated Backup

Configure backup schedule for automated backup

Part 3: Restoring Office 365 Backup

Restoring a Backup Set using Backup247 Advanced Client (Pro)
Restore a backup using the Backup247 Advanced Client (Pro)

What should | expect from this document?
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After reading through this documentation, you can expect to have sufficient knowledge to set
up your system to backup Office 365 on Backup247 Advanced Client (B247PRO), as well as
to carry out an end-to-end backup and restore process.

Who should read this document?

This documentation is intended for backup administrators and IT professionals who are
responsible for the Office 365 backup and restore.
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Preparing for Backup and Restore

Hardware Requirement

To achieve the optimal performance when Backup247 Advanced Client (B247PRO) is running
on your machine, refer to the following article for the list of hardware requirements.

FAQ: Backup247 Hardware Requirement List (HRL) for version 9.1 or above

Software Requirement

Make sure the operating system where you have Office 365 installed is compatible with the
Backup247 Advanced Client (B247PRO). Refer to the following article for the list of compatible
operating systems and application versions.

FAQ: Backup247 Software Compatibility List (SCL) for version 9.1 or above

Backup247 Advanced Client (B247PRO) Installation

For agent-based backup and restore, make sure that the latest version of Backup247 Advanced
Client (B247PRO) is installed on your computer with Internet access for connection to your
Office 365 account.

Users should also stay up to date when newer version of Backup247 Advanced Client
(B247PRO) is released. To get our latest product and company news through email, please
subscribe to our mailing list. https://www.Backup247.com/jsp/en/home/subscribe_mail_list.jsp

Antivirus Exclusion Requirement

To optimize performance of Backup247 Advanced Client (B247PRO) on Windows, and to avoid
conflict with your antivirus software, refer to the following Wiki article the list of processes and
directory paths that should be added to all antivirus software white-list / exclusion list:

FAQ: Suggestion on antivirus exclusions to improve performance of Backup247 software on
Windows

NOTE

The bJW.exe process is automatically added to Windows Defender exclusion list for Windows 10
and 2016, and 2019 during installation / upgrade via installer or upgrade via AUA.

Upgrade VMware Tools Requirement

To avoid unexpected java crash, if the Windows machine is a guest VM hosted on a VMware
Host then it is highly recommended that the VMware tools version installed on the guest VM
must be 10.0.5 or above.

Below is the warning message that will be displayed if the version of the VMware Tools is less
than 10.0.5.

4 Warning X

Tools version: 10.0.0.50046.

g Please upgrade VMware Tools to 10.3.5 or higher to avoid unexpected java crash. Current VMware

NOTE
For more information about the upgrade of VMware Tools, refer to this article,
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ISSUE: Backup247 Advanced Client (B247PRO) / B247LITE crash when performing backup or
restore on a VMware virtual machine with VMware Tools pre-10.3.5 installed.
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2.6 Add-on Module Requirement

Make sure that the Office 365 Backup feature has been enabled as an add-on module in your
Backup247 Advanced Client (B247PRO) user account and there is enough Office 365 Backup
license quota to cover the backup of your users.

Please contact your backup service provider for more details. Below is a sample screen shot of
an Backup247 Advanced Client (B247PRO) User with an add-on module of Office 365 with 5
licenses.

oo Tl corict | s crous | Avwrocason | oone ssceup

Settings of the client backup agent for this user

Backup Client

*  B247Pro Uses B247Ute User

Add-on Modules

L] n Microsoft Exchange Server
L] . MySQOL Database Server
[] h Lotus Domino
] Windows System Backup
] D VMware :7 ﬂ
[] m Microsoft Exchange Maibox 7
7 [B] nas-anee
v E Mobde (max. 10)
| ! Volume Shadow Copy
] OpenDirect / Granular Reﬂmnz

] MariaD8 Database Server

[ Microsoft SQL Server

] E Oracle Database Server

[] e Lotus Notes

Windows System State Backup

] n Hyper-V [ 1
ShadowProtect System Backup

] . NAS - Synology

v Continuous Data Protection

%) n In-File DeltaOnly apply to v8 or before
v m Office 365 Backup |§

v ﬂ Deduplication

The Backup247 licenses for the Office 365 module are calculated by the number of unique
licensed or unlicensed Office 365 user accounts. If the same Office 365 account is backed up
on multiple backup sets with an Backup247 Advanced Client (B247PRO) user account would
be counted as one Office 365 license.

@ Each licensed or unlicensed Office 365 user account selected for backup requires one
Office 365 license.

@ Each Equipment Mailbox, Room Mailbox, or Shared Mailbox selected for backup
requires one Office 365 license.

@ If just only SharePoint Sites under the Site Collections and/or files of folders under
Public Folder are selected for backup, this requires zero Office 365 license but a
minimum of one Office 365 license is needed to perform a backup. The Office 365
license is only needed to start the backup but it will not be counted as used license.

However, if any items from either Outlook, Items from OneDrive, or Personal Sites under Users
are selected for backup, the Office 365 license count will be calculated based on the number of
the user account selected.

For more detailed examples about the Office 365 license requirement and usage, refer to
Appendix A: Example Scenarios for Office 365 License Requirement and Usage.
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2.7 Access for B247CBS User Web Console

Itis now possible to perform agentless backup and restore, which can be done via the B247CBS
User Web Console without using the Backup247 Advanced Client (B247PRO) client agent. In
order to access the User Web Console, make sure you have Internet connection and a web
browser installed on your computer or mobile device.

Please contact your backup service provider for more details.

2.8 Backup Quota Requirement

Make sure that your Backup247 Advanced Client (B247PRO) user account has sufficient quota
assigned to accommodate the storage of the Office 365 users for the new backup set and
retention policy. Please contact your backup service provider for more details.

To get an accurate estimate of the backup quota requirement, it is recommended to check the
actual usage of the Office 365 Organization in the Microsoft 365 Admin Centre. Please refer to
this link: Appendix |: How to view Item count and Storage used in Microsoft 365 Admin Center

2.9 Public Folder Backup

A licensed Exchange Administrator or a licensed user with Public Folder permission is required,
otherwise you will not be able to access the public folder to select items and for backup or
restore.

2.10 SharePoint Site Backup

To be able to backup Personal Sites and/or SharePoint Sites, ensure that you use Hybrid
Authentication when creating a backup set. Due to the current limitation with Microsoft API,
Modern Authentication is currently not suitable for backup sets with Personal Sites and/or
SharePoint Sites selected. As backup and restore of SharePoint metadata are not fully
supported.

2.11 Java Heap Size

The default Java setting heap 2048M, is sufficient for Office 365 backups based on the default
4 concurrent backup threads.

The Java heap size should only be increased if the number of current backup threads is
increased as more backup threads is expected to consume more memory. But this does not
guarantee that the overall backup speed will be faster since there will be an increased chance
of throttling.

As the value of 4 concurrent backup threads is found to be the optimal setting for Office 365
backups, to ensure best backup performance, minimal resource usage, and lowest probability
of throttling of Backup247 backup requests by Microsoft Office 365.

For more detailed information on how to increase the backup thread, please refer to this link:
Appendix H: How to Increase the Number of Concurrent Backup Threads.

2.12 Backup247 Advanced Client (B247PRO) License

Requirements
Backup247 Advanced Client (B247PRO) licenses are calculated on a per device basis:

To backup users with one (1) backup client computer




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

Example: If one Backup247 Advanced Client (B247PRO) is installed then, one Backup247
Advanced Client (B247PRO) license is required.

To backup users with multiple backup client computers, the number of Backup247 Advanced
Client (B247PRO) licenses required is equal to the number of devices.

Example: If there are ten (10) backup sets to backup across three (3) backup client
computers, then 3 Backup247 Advanced Client (B247PRO) licenses are required.

2.13 Office 365 License Requirements

[+] Office 365 Subscription Plan

The following subscription plans with Office 365 email services are supported to run
backup and restore on Backup247 Advanced Client (B247PRO) or B247CBS User
Web Console.

Office 365 Business Office 365 Business Essentials
Office 365 Business Premium Office 365 Enterprise E1
Office 365 Enterprise E3 Office 365 Enterprise E4
Office 365 Enterprise E5 Office 365 Education

(1] Office 365 Subscription Status

Make sure your Office 365 subscription with Microsoft is active in order to enjoy all
privileges that come along with our backup services. If your account has expired, renew
it with Microsoft as soon as possible so that you can continue enjoy the Office 365
backup services provided by Backup247.

When your account is expired, depending on your role, certain access restrictions will
be applied to your account. Refer to the URL below for more details.

Microsoft Office 365 Subscription Status

(1] Restore Requirement

When restoring data of Office 365 user, the account which the data will be restored to
requires valid license(s):

@  Requires Exchange License

Example: Exchange Online Plan and Office 365 E3 are required when restoring
Outlook's / Public Folder's items.

@  Requires SharePoint License

Example: SharePoint Online Plan and Office 365 E3 are required when
restoring OneDrive's / Personal Site's items.
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2.14 Office 365 Permission Requirements

The basic permissions required by an Office user account for authentication of an Office 365
backup set is as follows:

e Global Admin Role

The Office 365 account used for authentication must have Global Admin Role, since
Modern Authentication will be used.

This is to ensure that the authorization configuration requirements will be fulfilled (e.g.,
connect to Microsoft Azure AD to obtain the App Access Token). To assign the role,
please refer to Ch. 2.14.1.

e Term Store Administrator Role

The Term Store Administrator Role may be required for backup and restore of
SharePoint items. To assign the role, please refer to Ch. 2.14.2.

o A member of Discovery Management security group

The Discovery Management security group must be assigned the following roles. To
assign the role, please refer to Ch. 2.14.3.

@  Applicationimpersonation
@  Legal Hold

@  Mailbox Import Export

@  Mailbox Search

@  Public Folders

Otherwise, proceed to grant all necessary permissions to the Office user account as shown in
the following chapters 2.14.1, 2.14.2, 2.14.3, 2.14.4, and 2.14.5.
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2.14.1 Assigning Global Admin Role to Accounts

To assign the Global Admin role to accounts, follow the steps below:

i. Click the App launcher in the upper left side then click Admin to go to the
Microsoft 365 admin center.

Office 365 2 Search
(]

Good afternoon

Office 365 —

ﬂ Outlook ‘ OneDrive

ii. Inthe Microsoft 365 admin center, on the left panel click Users. Find the
user you want to assign the Global Admin role and select Manage roles.

5
. B247 Pty Ltd 0 Dak moce
G Home "
Active users
B U -~
| &ms anen
IEIMulmﬂlﬂu!Mwﬂmwlﬁﬂwmjquﬂjlmﬂwm
Conts oD b By bt o Lt Ty 0w o B b 20 e Tbemst POkt 20 T, e Sty et rok okt dcmL RS
1o Trrmy Pratorm e chleg ibed bk contmenng [hech tata
framl caer
Diwietedd uiara
Sopprrind stfems 0 ]
W Groe W
L= ] = A Addwuve [ Lher emplaten - Ther | D et B
& Senp
Cuapins rama Userama |
Fg Cianforrane navgutsn
EMT Tt © KEMTi@backup247.com.au
how ol

KEMAT Mot © Man@backup247.com.au
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4 Reset password (&) Block sign-in =, Delete user

Account  Devices Licenses and Apps Mail  OneDrive

Username Last sign-in
KTM@Backup247.com.au Mo attempts in last 30 days
Manage username View last sign-in

Sign-out 0] Groups

) ) Manage groups
Sign-out of all Office 365 sessions.

Initiate sign-out

Roles
Mo administrator access

iii. Inthe Manage roles window, select Admin center access then check the
box beside Global admin. Click Save Changes to save the role you
assigned.

Manage roles

Admin roles give users permission to view data and complete tasks in admin centers. Give
users only the access they need by assigning the least-permissive role.

Learn more about admin roles

O User (no admin center access)

@ Admin center access

Global readers have read-only access to admin centers, while Global admins have
unlimited access to edit all settings. Users assigned other roles are more limited in
what they can see and do.

\:\ Exchange admin (3)

Global admin (D)

A Your org has more than 100 global admins. Global admins are attacked twice as often as
other accounts, so you should have fewer than 5. To protect data and devices, assign a
limited role instead.5ee global admins.

D Global reader (i)

[ Helndeck admin M
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2.14.2 Granting Term Store Administrator Role

To add Term Store Administrator role to the Office 365 user account used to
authenticate the Office 365 backup set.

i. Inthe SharePoint admin center, under Content services, click Term store.

SharePaint admin center

SharePoint admin center>
Iﬁl Home
SharePoint file activity report Details
B sites v
Last 30 days a5 of December 13, 2020 (UTC) i
= Polides v
0k
B Settings
10k
B Content services ~

‘ ; d}D\h e
11716/20 11735 11750720 1z

Content type gallery
O Viewed or edited © Synced © Shared internally
& Migration © Shared externally

®n  Advanced ~

SharePoint site usage report Details
Mare features

Last 30 days as of December 13, 2020 (UTC)

& OneDrive admin center 00

ﬂ Customize navigation

ii. Inthe tree view pane on the left, select the Taxonomy.

SharePoint admin center

Term store

N Home

O Search terms 11 Add term greup
B stes v
S U IQ Taxonomy I Term store

SRR T

Settings

- g > 5 00.COTS Admins Edit
[

'y ~
= o 000000
| Term store
 2omw 0000
Content type gallery

> B2 Group:
@ Migration =
> B Greuph, =
% Advanced ~
> [O ManagedMet_ Defsult tingiisge o
English
More features
> [ New Term [§...
Working languages
> B People
& OneDrive admin center 7} il I
> 5 catest

ii. Inthe Term store page, for Admins, select Edit. The Edit term store
admins panel appears.
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x
Terms
@ - . .
. Edit term store admins
- o
l-- T anonewy Torm 150re admurs €N CRAtE Aiw ST ST FELPR SIS0 LTS 3 1NE DPOUR Tesager role
Vi Poion A0S AN e wOMNG BAGUAGES T¢ the St aitve

e

. - [KiM@Backup247.com.au ]
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D0 Conter arvans N L Q TN 3 Sobdery warh 4959 sern sech
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Cammnt teom patmry ' KTM@Backup247.com.au
Vayw.
B AN
T3 Maraged
* e
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’ — = e
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iv. Enter the names or email addresses of the Office 365 user who you want to
add as term store admins. Select Save.
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2.14.3 Granting Permission Discovery Management Group

This permission allows users added under the Members section of the Discovery
Management group (refer to Ch. 2.14.4 for setup) to back up and/or restore user
item(s) not only for their own account, but also the accounts of other users in the
same Members section.

i. Open https://outlook.office365.com/ecp

ii. Log in to the Office 365 as an account administrator.

B® Microsoft
Sign in

someane@example.com

No account? Create one!
Can't access your account?

Sign-in options

BS Microsoft
someone@example.com

Enter password

D Keep me signed in

Forgot password?

Sign in
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iii. Select the permissions menu on the left, then double click on Discovery
Management on the right.

Exchange admin center

dashboard admin roles user roles  Qutlock Web App policies
recipients
L e ~
permissions +/saBLeE
) NAME .
compliance management
2767 Test - -
= Discovery Management
crganization CLBAccessApprovers_1464052064
Compliance Management Members of this management role group
protection can perform searches of mailboxes in the
DEV Backup Management Exchange organization for data that mests
DEV Mailbox Search Only Management specific criteria.

mail flow
DEV Public Folder Management

masie fesigred foss

ExchangeServiceAdmins_-8106033 Applicationimpersonation
Legal Hold
public folders GlobalReaders_290520080 Mailbox Import Export
Help Desk Mailbox Search
unified messaging Public Folders

HelpdeskAdmins 440e9

. Hygiene Management
hybrid Members
matthew group
[QA-Admin account] Ahsay QA
Ahsay Services Demo
0 i 23333

03265 MFA Applicationlmpersenate

iv. Click the + icon under the Roles section. These are the following roles:

. Applicationimpersonation
. Legal Hold

. Mailbox Import Export

o Mailbox Search

o Public Folders

Discovery Management

*Name:

Discovery Management

Description:

Members of this management rale group can perform searches
of mailboxes in the Exchange organization for data that meets
specific criteria.

Write scope:

‘ Default h
Roles:
MAME -
e —
Legal Hold

Mailbox Import Export
Mailbox Search

Bublic Enldars

Members:
+ -

MAME DISPLAY NAME A
exchange-administrator-UZ [QA single T5GB file in On.

ahsay.qa [QA-Admin account] Ahs...
christopher [QA-Auto] christopher B
user(1 [QA-DataType] user01
ga.testadmin [QA] qatest admin .

| Save ‘ | Cancel ‘

v. Click Save to confirm and exit the setting.
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2.14.4 Granting Permission to Accounts for Creating Backup Set

i. Open https://outlook.office365.com/ecp

ii. Log in to the Office 365 as an account administrator.

BS Microsoft
Sign in

someone@example.com

No account? Create one!
Can't access your account?

Sign-in options

BS Microsoft
someone@example.com

Enter password

\:| Keep me signed in

Forgot password?

Sign in

iii. Selectthe permissions menu on the left, then double click on Discovery

Management on the right.

Exchange admin center

dashboard admin roles user roles  Outlook Web App policies
recipients
P m B <]
permissions +trsmmRLg
NAME .
compliance management
2767TTest =
organization CLBACcessApprovers_1464052064
) Compliance Management
protection DEV Backup Management
DEV Mailbox Search Only Management
mail flow
DEV Public Folder Management
maobile Discovery Management
ExchangeServiceAdmins _-8106033
public folders GlobalReaders_290520080
Help Desk
unified messaging HelpdeskAdmins_440e9
Hygiene Management
hybrid

matthew group

0365 MFA Applicationimpersonate

Qrganization M it

Discovery Management

Members of this management role group
can perform searches of mailboxes in the
Exchange organization for data that meets
specific criteria.

Assigned Roles

Applicationimpersonation
Legal Hold

Mailbax Import Expart
Mailbox Search

Public Folders

Members

[QA-Admin account] Ahsay QA
Ahsay Services Demo
casaa
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iv. You can now add users to this group. Click the + icon under the Members
section.

Discovery Management

*Name:

Discovery Management

Description:

Members of this management role group can perform searches
of mailboxes in the Exchange organization for data that meets
specific criteria.

Write scope:

| Diefault A

Roles:
MNAME Py

:
Legal Hold
Mailbox Import Export

Mailbox Search
Puhlic Falders

Members:

+ -
MAME DISPLAY WAME &
exchange-administrator-U2 — [JA single T5GE file in Un..
ahsay.qa [QA-Admin account] Ahs...
christopher [QA-Auto] christophe .
useril [QA-DataType] user0l
ga.test.admin [QA] gatest admin

Save | | Cancel
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v. Look for the username(s) of the account that you would like to add
permission for, then click add > OK to add the corresponding user(s) to the
permission group.

| x|
MNAME & | DISPLAY NAME
performance-10000mails-user0006 [QA] File100000 -
performance-10000mails-user0007 [QA] 10000mails-user0007
performance-10000mails-user(008 [QA] 10000mails-user0008
performance-3MBattachment-user0001 [QA] 3MBattachment-user0001
performance-3MBattachment-user0002 [QA] 3MBattachment-user0002
performance-3MBattachment-user0002 [QA] 3MBattachment-user0003
performance-3MBattachment-user0004 [QA] 3MBattachment-user0004 .
performance-3MBattachment-user0003 [QA] 3MBattachment-user0005
performance-3MBattachment-user0006 [QA] 3MBattachment-user0006
performance-3MBattachment-user0007 [QA] 3MBattachment-user0007
performance-3MBattachment-user0008 [QA] 20095files

1 selected of 500 total
add -=
OK | | Cancel

vi. Click Save to confirm and exit the setting.
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2.14.5 Granting Permission to restore all share link types to alternate
location in Office 365

To successfully restore all share link types to alternate location of the same
organization in Office 365, follow the settings below:

@  Allowing anonymous users to access application pages

i. Click the App launcher in the upper left side.
Office 365 O Search

Good afternoon

ii. Click SharePoint to go to the SharePoint page.

Office 365 —

Apps

u Outlook . OneDrive
Word Excel
o PowerPoint OneNote
Q SharePoint ﬁ Teams
w Yammer m Admin

All apps =

iii. Click Settings > Site Settings.

SharePoint .I @ |m

Settings X

SharePoint
Add a page

Add an app

Site contents 9
Getting Started

Email notification settings
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V.
SharePoint
e - - -
Lists Users and Permissicns Look and Feel
ExtlListol People and groups Design Manager
Site permissions Master p.
Home Access request d invitations Title, description, and logo
Site collection administrators
Documents . . -
Site app permissions come Page
Motebook e Channels
) avigation Elements
Tasks Web Designer Galleries Change the look
Calendar Site columns Import Design Package
Site content types Mavigation
mm ] Web parts | e Renditions
. List templates
nolink IMaster p. d page layouts
- Themes Site Actions
Solutions Manage site features
- Composed looks Reset to site definition
i .
. Site Administration Site Collection Administration
Regicnal settings rcle bin
o Languag tings Result Sources
Pages Export Translations Result Types
. Import Translations Q
Site Contents Site libraries and lists
J 5
Community Lf%ralewt. - .
RSS Configuration Import
Recent Sites and workspaces
Workflow settings
N Content Organizer Settings
= Content Organizer Rules Search Engine Sitemap Settings

v. Scroll down and look for “Limited-Access user permission
lockdown mode”, click the Deactivate button.

m Library and Folder Based Retention

Allows list administrators to override content type retention schedules and set schedules on libraries and folders.

Limited-access user permission lockdown mode

m When this feature is enabled, permissions for users in the "limited access” permissions level (such as Ananymous Users)
are reduced, preventing access to Application Pages.

m Open Documents in Client Applications by Default

Configures links to documents so they open in client applications instead of Web applications, by default.

vi. Click Deactivate this feature.

0 You are about to deactivate the Limited-access user permission lockdown mode feature,

If you deactivate this feature, any user data or customizations associated with this feature might be lost. In addition, any active features and apps that
depend on this feature might fail to function.

is feature

Once deactivated, the Deactivate button will no longer be available.

E‘ Library and Folder 8ased Retention

Allows list administrators to override content type retention schedules and set schedules on libraries and folders.

Limited-access user permission lockdown mode

@ When this feature is enabled, permissions for users in the "limited access” permissions level (such as Anonymous Users)
are reduced, preventing access to Application Pages.

Open Documents in Client Applications by Default

Configures links to documents so they open in client applications instead of Web applications, by default.
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@ Allowing sharing to external users

i. Goto your Microsoft 365 Admin Center > All admin centers > in the
right pane select SharePoint

Microsoft 365 admin center P Search

Manage your compliance nesds using ntegra

" = =
= s Compliznce encryption, access control, eDiscovery, and m| O Search
illing ~
Use the Dynamics 365 admin center to manage your environment, manage capacity,
@ Support v Dynamics 365 Apps monitor usage and perform other admin operations.
& settings 7 Endpoint M A single management experience for the End User Computing team in IT to ensure
ndpoint Manager emplayees’ Micrasaft 365 davices and apps are sscured, mansged, snd current
& Sewp
Exchange Manage advanced email settings, such as quarantine, encryption, and mail flow rules.
K Reports v
Offce configuration Manage, configure, and manitor deployment of Microsoft 365 Apps for your
@ Health ~ organization.

Use the Power Platform admin center to manage activity, licenses, and policies for user-

Power Apps generated Power Apps, which can connect to your data and work across web and mobile.

Admin centers

Manage the automation of repetitive and time-consuming tasks in the Power Platform
Security @ Power Automate admin center, where you can set up connections to web senvices, files, or cloud-based
data and put them to work.
Compliance
Manage Microsoft Search settings including services and content that are available for
Endpoint Manager p Search & intelligence people in your organization. Make finding internal tools, documents, and people just as
easy as searching the web in Bing.

P R DR Getvi into your security state, investigate and protect against threats, get

recommendations on how to increase your security, and more.

Security

Exchange

SharePoint Manage sites, sharing, storage, and more for SharePaint and OneDrive. Migrate files and
SharePoint ararem stes to Microsoft 365.

Teams

@
9
=]
3
3}
L
L

Stream Choose how Microsoft Stream works for your organization.

Al admin centers Teams c and external ication options for your users.

Msanage your Vammer network, set a usage policy, control external network settings, snd
[P —— oo 5o polcy 9

Show pinned enable festures fike translation

i. Goto Policies > Sharing.

SharePoint admin center

Sharing

@ Home Use these settings to control sharing at the organization level in SharePoint and OneDrive. Learn more
O sites ~
= Policies N External sharing
[__I sharing | Content can be shared with:
Access control € SharePoint @ OneDrive
Anyone
Settings '
3 Most permissive Users can share files and folders using links that don't require sign-in.
3 Commiszoe: e New and existing guests
Guests must sign in or provide a verification code,
&> Migration
Existing guests
Orly guests already in your organization’s directory.
Po  Advanced ~

Only people in your organization

Least permissive No external sharing allowed.

More features

You can further restrict sharing for each individual site and OneDrive. Learn how

& Customize navigation
More external sharing settings

Show all

. Under External sharing the button must be in line with “Existing
guests” and click Save.

SharePoint admin center

Sharing
@ Home N
Use these settings to control sharing at the organization level in SharePoint and OneDrive. Leam more
O Sites 2
= policies N External sharing
| sharing Content can be shared with:
Access control @ SharePoint @ OneDrive
Settings Anyone
Most permissive Users can share files and folders using links that den't require sign-in.
B content servizes v New and existing guests
Guests must sign in or provide a verification code.
@  Migration
Existing guests
Only guests already in your organization’s directol
®o  Advanced ~ ? ? g y in your org: .
| | Only people in your organization
More features Least permissive No extemal sharing allowed.
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2.15 Data Synchronization Check (DSC) Setup

To compensate for the significant backup performance increase, there is a tradeoff made by
the Change Key API, which skips the checking of de-selected files in the backup source, which
over time can result in a discrepancy between the items or files/folders selected in the backup
sources and the those in the backup destination(s). However, the Change Key API will continue
to check for de-selected Office 365 user accounts or Site Collections. Un-selected individual
Office 365 user accounts or Site Collections detected during a backup job and will be
automatically moved to retention area.

To overcome this, it is necessary in some cases to run a Data Synchronization Check (DSC)
periodically. The DSC is similar to a regular Office 365 Change Key API backup job but with the
additional checking and handling of de-selected files and/or folders in the backup source. So
that it will synchronize the data in the backup source and backup destination(s) to avoid data
build-up and the freeing up of storage quota.

Here are the pros and cons of performing the data synchronization check.

Enabled Disabled

Backup time | Since data synchronization check | As data synchronization check is

is enabled, it will only run on the disabled, the backup time will not be
set interval. For example, the affected.

default number of interval is 60
days.

The backup time for the data
synchronization job will take
longer than the usual backup as it
is checking the de-selected files
and/or folders in the backup
source and data in backup
destination(s).

Storage Management of storage quota will | Management of storage quota will
be more efficient as it will detect be less efficient even though files
items that are de-selected and and/or folders are already de-
moved it to retention and will be selected from the backup source,
removed after it exceeds the these files will remain in the data
retention policy freeing up the area of backup destination(s).

storage quota.
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Data Synchronization Check Process

\ O |
= & A 0 | = @ =
g’ - —J-‘ \_J.'

-

Start Data Check for de-selected Synchronize de-selected Data Synchronization
Synchronization files and/or folders files and/or folders in Check Completed
Check backup source with data

backup destination(s) o

N

. B
— =

No de-selected files and/or folders
Continue backup job

Check for de-selected files and/or folders from The files and/or folders which are already de-selected
backup source; Outlook, OneDrive, Personal in backup source are moved to retention area during
Site, Public Folder, and Site Collections. synchronization.
=» If YES, proceed to o o Data Synchronization Check is completed.
=% If NO, proceed to o o Backup job continues
NOTE

To setup the Data Synchronization Check (DSC), refer to Appendix G: Setting the Data Synchronization
Check (DSC)
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2.16 Authentication

To comply with Microsoft’s product roadmap for Office 365, Basic Authentication (Authentication
using Office 365 login credentials) will no longer be utilized. Instead, all new Office 365 backup
sets created will use either Modern Authentication or Hybrid Authentication.

By second half of 2021, it will be a mandatory requirement for organizations still using Basic
Authentication or Hybrid Authentication to migrate to Modern Authentication.

Modern Authentication provides a more secure user authentication by using app token for
authentication aside from using the Office 365 login credentials. In order to use Modern
Authentication, the Office 365 account is registered under Global region and the Office 365
backup is configured to use Global region. Since, neither Germany nor China region support
Modern Authentication.

Existing backup sets using Basic Authentication created prior to Backup247 Advanced Client
(B247PRO) v8.3.6.0 can be migrated to-Hybrid Authentication or Modern Authentication.
However, once the authentication process is completed, the authentication can never be
reverted back to Basic Authentication. For more information on how to migrate to Hybrid
Authentication or Modern Authentication please refer to Appendix J: Migrating Authentication
of Office 365 Backup Set. After the upgrade to Backup247 Advanced Client (B247PRO)
v9.0.0.0 or above, the backup and restore process. of existing Office 365 backup sets still using
Basic Authentication will not be affected during this transition period since Modern
Authentication is not yet enforced by Microsoft.

In order to migrate existing backup sets to Hybrid Authentication or Modern Authentication there
are two (2) methods:

© The first method is the Office 365 account used for the backup set is assigned the
Global Admin role.

© The second method is the Office 365 account used for the backup set is an ordinary
account. When changing the settings of the backup set, the user can ask an Office 365
Global Admin account to login their credentials first to authorize the migration of
authentication. This is only required in migrating from Basic Authentication to Modern
Authentication. This only needs to be done once per backup set.

NOTE

Please note that Modern Authentication with enabled security in Azure Active Directory (AD) will be
made default if there is zero-usage on any Office 365 organization.
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To check the current authentication being used in your Office 365 backup set, see criteria below:

@ Basic Authentication

If you click on the backup set and the following pop-up message is displayed, then the
backup set is using Basic Authentication.

In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use modern authentication.

Update later

® Modern Authentication

Go to Backup Sets > backup set name > General > Change settings.

Ll
m Run on Client Office General
Name
BT oo

Source Gunes
wirdBr 2 eritkyal
Backup Schedule
Destination e
Zhow adwanced settings =
Regicn
Glebal W

In the Office 365 credentials page, if the region is Global and the Username exists but
has no password, then the backup set is using Modern Authentication.

Office 365
Username

O

ACCoUnt password

App password
[Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope

() Entire organization

(w) This Office 365 user only
Regian

|G|ul:|al L |

[ Access the Internet through prosy
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@ Hybrid Authentication
1. Thereis no pop up authentication alert.

2. In the Office 365 credentials page, if the region is Global and there is a Username
and Account password, then the backup set is using Hybrid Authentication.

Office 365

Username

I o crosot com |

Account password

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

| |

Backup scope
(") Entire organization
(®) This Office 365 user only

Region

[ ] Access the Internet through prosxy
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2.17 Supported Services

Below are the supported services of Office 365 Backup module. It is also specified in the table
some services that are currently not yet supported by the Office 365 Backup module.

[ 1] Office 365 ]
T 5 ST

” < | ®

\_ Outlook y
( )

&

OneDrive

®

\_ Stream )

J
N

%)

Personal Site

\. J
4 )

A

>

Slte Collectlons

Microsoft Power Q

AP

® @ QIR @

\ Microsoft Teams )
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Below are the supported Outlook Mailbox types of Office 365 Backup.

Outlook Mailbox

4 A 4 A

Archive Mailbox @ Distribution @
Group
. 4 _
4 . N 4 N
.D ynamie K Equipment «
Distribution .
Mailbox Q
L Group y y
r A A
Office 365 Group @ Public Folder @
)
X
Public Folder K . «
Mailbox Q Room Mailbox Q
)
N
Security Group @ Shared Mailbox @
e _
User Mailbox @
. _J
4
n For backing up Public Folder, a licensed Exchange Administrator or a licensed user
with Public Folder permission is required

\
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Below are the items that you can back up or restore from an Outlook mailbox.

P

Folder Level

T D G (0

Archive

Clutter

Contacts

Deleted Items

External Contacts

Inbox

Junk Emails

Organizational
Contacts

PeopleCentricCon
versation Buddies

Recipient Cache

Search Folders

Social Activity
Motifications

Tasks

QRRRXRXRXRRAIQARQRAQQ K

I e e p— p— jp—

Calendar

Companies

Conversation
History

Drafts

GAL Contacts

Journal

Notes

Outbox

PersonMetaData

RSS Feeds

Sent Items

Sync Issues

Trash

QRRAQARRQARRQRR K

BZATPRO supportsthe folders types which are shown in the Outlook Web Access (OWA),
except the Conversation History because It Is not related to mall objects.
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Below are the items that you can back up or restore from OneDrive.

&

OneDrive
e ] * tem )
4 h 4 N
Folders @ Files @
. _J e 4
f N a X
Access «
Permissions Q Albums @
e _J e _J
4 3 4 A
Recycle Bin @ Tag @
. _J e 4
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Below are the Site Collections/Personal Site items that you can back up or restore from an
Office 365 backup set.

Site Collections / Personal Site

Supported?

Announcements

Bright Banner

Contacts

Data Connection
Libraries

External Lists

General Settings

Issue Tracking

Look and Feel

Newsfeed

Picture and
Libraries

Site Collection
Features

Survey

Wiki / Page
Libraries

SEEI Y.

Assets Libraries

Calendar

Custom Lists

Discussion
Boards

Form Libraries

Import
Spreadsheets

Links

Manage Site
Features

Permissions and
Management

Report Libraries

Site Page

Version History

SR QSRIQRQRRR QR

J

f
@ n[ For the General Se

ttings, only the List Name can be restored.

]

@E [ For the Look and Feel, only the Title can be restored.

)

For the Version History and Permissions and Management, the backup and
Q B restore are supported for OneDrive files and SharePoint documents

h (Document Library) only. ‘
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Below are the SharePoint Site Collections template that you can back up or restore from an

Office 365 backup set.

SharePoint Site Level Collection

T D G (T

Team Site

Blog

Developer Site

Document Center

Records Center

Compliance
Policy Center

Community
Portal

Visio Process
Repository

Publishing Portal

Modern Team
Sites

LRRRAYRRR(RRR R

Team Site (Classic
Experience)

Project Site

Community Site

eDiscovery
Center

[“

usinessIntelligenc
Center

]

Enterprise Search
Center

Basic Search
Center

Enterprise Wiki

Modern
Communication
Site

RRIRKRXNRARARXR R
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Below is the Site Column Type that you can back up or restore from an Office 365 backup set.

T O T O

CalendarFolderType

ContactltemType

DistributionListType

MeetingCancellation
MessageType

MeetingRequestMessa
geType

MessageType

SearchFolderType

TaskType

Below are the items from the Public Folder that you can backup and restore from an Office 365

backup set.

RRIRRKRSRRRQRR

CalendarltemType

ContactsFolderType

FolderType

MeetingMessageType

MeetingResponseMess
ageType

PostltemType

TasksFolderType

UserConfigurationType

RRYIRRRQARRQR

Public Folders

Folders

Files

<
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2.18 Maximum Supported File Size

The following table shows the maximum supported file size per item for backup and restore of
each service.

a2 N[ N
Outlook
with or without attachments 150 MB
(applies to User mailbox, Room mailbox,
\ Shared mailbox, Equipment mailbox) J\ y
f hYd4 N
é-?? Public Folders 150 MB
E] with or without attachments
\_ J \_ )
4 N[ N
(‘ OneDrive 8 GB
. J \_ J
4 Y4 N
"®  Personalsite 8 GB
\_ J \_ J
4 Y4 N
E} Site Collections 8 GB
\_ J\_ )

2.19 Limitations
2.19.1 Backup247 Limitations
© Modern Authentication

@  Modern Authentication is only supported for Office 365 account that is registered in
Global region and the Office 365 backup is configured to use Global region.

@  Migration to Modern Authentication is not supported on an Office 365 account without
a Global Admin role; or during the migration process, the Office 365 account used to
authenticate the migration does not have Global Admin role.

@  Backup and restore of the site features setting for SharePoint Site Collection and/or
Personal Site using Modern Authentication is not supported.

@  Due to limitations in Microsoft API, when using Modern Authentication, backup and
restore of SharePoint Web Parts and Metadata are not fully supported.

@  Backup sets using Modern Authentication do not support backup of external content
types (through the linkage from selected lists).
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@  Backup sets using Modern Authentication do not support backup and restore of the
following:

o  Some list settings, currently known as Survey Options on survey list.
o  Feature setting for SharePoint Site and Personal Site.

© SharePoint

@  Document Libraries, List Items and their default Column Types will be supported,
excluding customized Apps and SharePoint App Store applications.

@  Most of site lists will be supported, except for certain list types that will be skipped to
restore due to API limitation, for example is Microfeed in Classic Team Site.

@  Site logos will NOT be restored, it is suggested revisiting the site setting page and
manually add the missing images if necessary.

@  User-defined workflow templates will NOT be supported for backup and restore.
@  Recycle Bin will NOT be supported for backup and restore.

@  Most of Site level settings will NOT be restored, except for those essential to support
the successful restore of the backup items e.g. Manage Site Feature / Site Collection
Feature.

@  Most of List level settings (including List view) will NOT be restored, except for those
essential to support the successful restore of backup items, e.g. item checkout settings.
Following restore, it is suggested revisiting the relevant settings if necessary. This may
affect list column ordering and visibility after restoring.

@  Restoring External Data column is NOT supported if external content type has been
deleted via SharePoint Designer.

@  Restoring of multiple Value of managed metadata column when the key name (column
name) contains space is NOT supported.

@  Restoring of list with local managed metadata column to alternate location is NOT
supported.

@  The restore of SharePoint documents or folders with the following characters: /\ | *:
“ <> in item name to a Windows local computer is not supported. As Windows does
not support these characters for either a file or folder name.

@  Restoring Newsfeed items in Modern Team Site will not publish the items to Homepage
automatically, user will need to navigate to Site Content > Page Library> click on each
individual news item and “Post” the news one by one manually.

o  Backup User (except for Global Admin) may not have permission to back up the
site collection even if he/she can view it in the backup source tree. FOR EACH
site collection, the user can backup it only if he/she is assigned as a site admin of
that site collection.

. If the user is assigned as site admin of the root level site collection only,
he/she is not automatically added as site admin of other site collection
under that root level site collection (i.e., If user is to backup specific site
collection under the root, he/she has to be added as site admin of that
specific site collection under the root also).
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e  For site collection that can be viewed by user in the source tree which
he/she is not yet assigned as a site administrator:

o  when user expand the node of that site collection, access denied
error pop up will be given.

o when user tick such site collection to backup, access denied error will
be given in the backup log.

© OneDrive

@  Backup and restore of file share links will be supported for OneDrive and SharePoint
Documents only, and only for restore to the same Office 365 organization.

@  Backup and restore of all versions will be supported for OneDrive and SharePoint
Documents only, except for ”.aspx” files.

O Outlook

@  Online Archive Mailbox will NOT be supported for backup and restore.

@  For Outlook mail item, after using restore to original location to overwrite a mail item
(and hence id of the mail id is changed), then

o Inthe backup source tree of the same backup set:

o the original ticked item still use the old mail id to reference and becomes
red item.

e there is another item (with the latest mail id) created for that mail item

User will need to deselect the red item and tick the mail item again in the backup source
tree in order to do the next backup properly. As per development team, the issue will
not be handled as user's selected source should not be modified by system

O Restore to Alternate location

@  Only administrator account or user account with administrative authority can restore
backup items to an alternate location.

@ If you are trying to restore item(s) from one user to an alternate location user,
Backup247 Advanced Client (B247PRO) will restore the item(s) to their respective
destination folder(s) with the same name as the original folder(s).

Example: Item from Outlook of User-A will be restored to the Outlook of the alternate
location User-B; Item from SharePoint of User-A will be restored to the SharePoint of
the alternate location User-B.

@  Restore of item(s) in public folder to an alternate location public folder is not supported.

Example: Restore of item(s) in public folder from User-A to alternate location User-B
iS not supported.

@  When restoring to alternate location, data type “Person or Group” will not be restored.
Following restore, it is suggested revisiting the relevant settings if necessary. This also
affects “Assigned To” column values of some list templates (e.g., Tasks list), and
“Target Audience” column values of some list templates (e.g., Content and Structure
Reports).

@ If you are trying to restore item(s) from several users to an alternate location user,
Backup247 Advanced Client (B247PRO) will restore the item(s) to their respective
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destination folder(s) in alternate location user with the same name as the original
folder(s).

User A

1

1

e

]

)
]
e
1
I

User B i

. [

1

—

1

—

[}

Example: Item from Outlook of User-A and User-B will be restored to the Outlook of
the alternate location User-C.

Restore to Alternate Office 365 account

If you are trying to restore item(s) from multiple Office 365 user account to an alternate Office
365 user account, Backup247 Advanced Client (B247PRO) can only restore one Office 365
user account at a time.

Restore to Alternate Organization

@  Restoring of document library (including OneDrive) items 'Share Link to alternate
organization will trigger a warning message.
@  Skip to restore People and groups and Site permissions to alternate origination.

Restore data to a destination user which has a different language

If you are trying to restore the item to a destination user which has a different language setting
than the original user, Backup247 Advanced Client (B247PRO) will restore item(s) to their
respective destination folder based on the translation listed below.

For folders such as ‘Calendar’ or ‘Notes’, a new folder ‘Calendar’ or ‘Notes’ will be created.
For folders in OneDrive and SharePoint, a new folder will be created.

Restore existing documents in checked-out status

Restoring of existing documents in checked out status is supported only when the user who
has checked out the file is the same user who is performing the restore.

Backup source (English) Action Destination User with Chinese as
default language settings
Inbox Merge Heglee]
Outbox Merge T
Sent Items Merge FEH
Deleted ltems Merge I g 20 2
Drafts Merge HiE
Junk E-Mail Merge HH B
Calendar Create new Calendar
folder
Notes ;rlgz:e new Notes




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

OneDrive Folder Create new OneDrive Folder
folder
SharePoint Folder ]E(:)rlgz';e new SharePoint Folder

2.19.2 Microsoft Limitations
© Exchange Online

For more detailed information on the limitations of Exchange Online, please refer to
this Microsoft article, Exchange Online Limits. These are some of the limitations that
will be discussed in the Exchange Online Limits article:

@

@ @ @ @ @ @ @ @ ® @

Address book

Mailbox storage

Capacity alerts

Mailbox folder

Message

Receiving and sending

Retention

Distribution group

Journal, Transport, and Inbox rule
Moderation

Exchange ActiveSync

L] OneDrive

For more detailed information on the limitations of OneDrive, please refer to this
Microsoft article, OneDrive Limits. These are some of the limitations that will be
discussed in the OneDrive Limits article:

@

@ @ @ @ @ @

File name and path lengths
Thumbnails and previews
Number of items to be synced
Information rights management
Differential sync

Libraries with specific columns

Windows specific limitations

©  SharePoint
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For more detailed information on the limitations of SharePoint Online, please refer to
this Microsoft article, SharePoint Online Limits. These are some of the limitations that
will be discussed in the SharePoint Online article:

@  Limits by plan

Feature Office 365 Business Essentials Office 365 Enterprise E1, E3, or E5, or Office 365
or Business Premium SharePoint Online Plan 1or 2 Enterprise F1

Total storage per 1718 plus 10 GE per license 1TE plus 10 GB per license ;:n,m:hased3 178

t:rrganiz:ationL2 purchased

Max storage per 25T 25TB 25 785

site collection®

Site collections per 1 million® 1 million® 1 million

organization

Number of users Up to 300 1- 500,0007 1- 500,0007

@  Service limits for all plans, such as: items in lists and libraries, file size and
file path length, moving and copying across site collections, sync, versions,
SharePoint groups, managed metadata, subsites, etc.
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2.20 Best Practices and Recommendations

The following are some best practices or recommendations we strongly recommend you follow
before you start any Office 365 backup and restore.

[+] Temporary Directory Folder Location (For backup and restore running on
Backup247 Advanced Client (B247PRO) only)

Temporary directory folder is used by Backup247 Advanced Client (B247PRO) for
storing backup set index files and any incremental or differential backup files
generated during a backup job. To ensure optimal backup/restoration performance, it
is recommended that the temporary directory folder is set to a local drive with
sufficient free disk space.

(] Performance Recommendations

Consider the following best practices for optimized performance of the backup
operations:

@ Enable schedule backup jobs when system activity is low to achieve the best
possible performance.

@ Perform test restores periodically to ensure your backup is set up and
performed properly. Performing recovery test can also help identify potential
issues or gaps in your recovery plan. It is important that you do not try to make
the test easier, as the objective of a successful test is not to demonstrate that
everything is flawless. There might be flaws identified in the plan throughout the
test and it is important to identify those flaws.

[+] Set Backup Destination

After creating the backup set-in Run-on Client mode on B247CBS user web console,
please remember to login Backup247 Advanced Client (B247PRO) to set the backup
destination if you want the backup destination to be Local/ Mapped Drive/ Removable
Drive.

[+] Backup Destination

To provide maximum data protection and flexible restore options for agent-based
backup, it is recommended to configure:

@ At least one offsite or cloud destination
@ At least one local destination for fast recovery
[+] Log in to Backup247 Advanced Client (B247PRO)
After modifying the backup schedule setting of the Run on Client backup set on

B247CBS user web console, please remember to log in to the Backup247 Advanced
Client (B247PRO) client once to synchronize the changes immediately.

© Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure that the interval
is sufficient to handle the data volume on the machine. Over time, data usage pattern
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may change on a production server, i.e., the number of new files which are created, the
number of files which are updated/deleted, and new users may be added etc. schedule.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

@  Hardware — to achieve optimal performance, compatible hardware requirements
is a must. Ensure you have the backup machine’s appropriate hardware
specifications to accommodate frequency of backups,

» 50 that the data is always backed up within the periodic backup interval

e so that the backup frequency does not affect the performance of the
production server

@  Network — make sure to have enough network bandwidth to accommodate the
volume of data within the backup interval.

@  Retention Policy - also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes in
the backup data for each backup job.

(] Authentication

Although Microsoft has moved the enforcement date for Modern Authentication from
end of 2020 to the second half of 2021, since this new authentication is already available
starting with Backup247 Advanced Client (B247PRO) v8.3.6.0 or above, it is
recommended that backup sets are migrated to Modern Authentication. All newly
created Office 365 backup sets on Backup247 Advanced Client (B247PRO)
automatically use Modern Authentication.

However, due to the current limitation with Microsoft API, Modern Authentication is
currently not suitable for backup sets with Personal Sites and/or SharePoint Sites
selected. As a temporary workaround for Office 365 backup sets which require backup
of Personal Sites and/or SharePoint Sites selected should be migrated to Hybrid
Authentication until the issue has been resolved by Microsoft.

© Large number of Office 365 users to Backup

In general, we recommend that each Office 365 backup set does not contain more than
2000 Office 365 users, to ensure a daily incremental backup job completes within 24
hours assuming that only small incremental daily changes will be made on the backup
set.

However, the actual number of Office 365 users in a backup set may vary depending
on the total number of Outlook, OneDrive, and SharePoint items, as well as the total
size of these items. The actual number of Office 365 users in a backup set could be
considerably less or could be more than 2000.

For details on the actual item count and size of Office 365 user, it is recommended to
check in the Microsoft 365 Admin Centre, please refer to Appendix |: How to view ltem
count and Storage used in Microsoft 365 Admin Center.

Also, by splitting up all the users into separate backup sets, the more backup sets, the
faster the backup process can achieve.

It is also a requirement that every split backup sets should have its own unique user
account for authentication to minimize the probability of throttling from Microsoft.
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Example: If there are 10 split backup sets, then there should be 10 unique user
accounts for authentication.

For more detailed example, refer to Appendix B: Example for backup of large numbers
of Office 365 users.

(1] Concurrent Backup Thread

The value of 4 concurrent backup threads is found to be the optimal setting for Office
365 backups, to ensure best backup performance, minimal resource usage, and lowest
probability of throttling of Backup247 backup requests by Microsoft Office 365.

()] Backup Source

For Office 365 backup sets there are two approaches for backup source selection.
Below are the sample screenshots of the selection All Office 365 users and Selective
365 user.

All Office 365 users Selective Office 365 user

' Kup ' Advanced Backup Sour
Folders Folders
o &gk Users =0 B 0w 365
3 ;”q'_'mmlcmwhcnm o D& sers
3 & T o crosoft com i % & R e rosct com
@ L D onmicrosoftoom # 0 & N B -nrnicrosof com
o &4 L G I onmicrosoftcom #0 & — e rasah e
i 5 L TG B onmicrosafloom i L I o0 microsabtecm
& L I R onmicrosaftesm 0 & I A oo microsoltcom
i L G L o crosofcom i O & I = A o microsoft com
-0 L G W o0 i cresofLcom @0 & I = A oo icrosofcom
i 2 L I onmicrosoftosm i W L I o i rcsalt g e
S G oo crosoftcom #0 & I o micrasalt e
@ b4 & IO onmicrosoftoom b I A i o R e
o & & G B onmicrosoficom w0 & I A e o s o
3 & L G L o rricroscoftoom -0 5 I O A o microsalLe s
3 & & S W, o rricroscoitcom i S I A i ool o
#-2 S G o rricrosefuoom i 0 & I o oimicrosoft.com
I & G R o nricorosoftoom 0 5 I <o soft com
i 2 S IR L ooicnosoft com B0 & I M i soft.com
3 2 I L oicrosoft.com #-0 & I A onmecrosoficom
i & 5 D B ormicrosoficom 0 & = o nmicrosoft com
i 2 IS orimicroscftoom i L G o onmicrosoft com
i L I o seft com # 0 & IS A -nnecrosoft com

@ All Office 365 users

If you tick the “Users” checkbox, all of the sub Office 365 user accounts will
automatically be selected.

@ Selective Office 365 user

If you tick selective Office 365 user accounts, you will notice that the “Users”
checkbox is highlighted with gray color. This indicates that not all the users are
selected.

These are the Pros and Cons when selecting a backup source from all Office 365 users
and selective Office 365 user.

All Office 365 users Selective Office 365 user

Backup Set
Maintenance

The Admin does not need to
manage the backup set, i.e. to
select or unselect use when an
Office 365 user account was
added or removed, the

The Admin will have to select
or unselect users manually
when an Office 365 user
account was added or
removed, as the changes are
not automatically updated in
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changes are automatically
updated in the backup source.

the backup source this can be
very time consuming.

If an Office 365 user account is
removed from the domain and
the admin forgets to unselect
the Office 365 user account
from the backup source, then
this will cause a warning that
the user does not exist.

For more details on the backup
set maintenance, please see,
Appendix E: Example Scenario
for Backup Set Maintenance

Office 365 License

The backup user account must
have additional Office 365
license modules assigned to
cover any increases Office 365
users. Otherwise, if additional
users are added without
sufficient modules, then this
will cause backup quota
exceeded warning and
additional users will not be
backed up.

For more details on the
computation on the required
license, please see,
Appendix A: Example
Scenarios for Office 365
License Requirement and
Usage

This will allow the admin to
easily control or manage the
number of license modules
used for the backup set.

Backup Time All Office 365 user accounts Only selective Office 365 user
will be backed up. This means | accounts will be backed up.
the initial of full backup job will | This will mean the initial of full
take longer, any subsequent backup job will be faster, any
incremental backup will take subsequent incremental
longer. backup will be faster.

Storage As all Office 365 user accounts | As only selective Office 365

are backed up, more storage
will be required.

user accounts will be backed
up, the backup set will require
relatively less storage.
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3 Creating an Office 365 Backup Set

Basic Authentication will not be utilized anymore, but instead there are two types of
authentication that can be used in creating a backup set namely Modern Authentication or

Hybrid Authentication.
1. Loginto Backup247 Advanced Client (B247PRO).
For instructions on how to do this please refer to Chapter 8 of the Backup247 Advanced
Client (B247PRO) v9 Quick Start Guide for Windows.
In the Backup247 Advanced Client (B247PRO) main interface, click Backup Sets.

23

Backup Sets

3. Click the “+” icon next to Add new backup set.

Backup Sets

Sort by

Creation Time W

Add new backup set
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4. This step will determine if the backup set created will use Modern Authentication or
Hybrid Authentication.

Enter a Name for your backup set and select Office 365 Backup as the Backup set
type.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

m File Backup w
MS Windows System Backup 2
MS Windows System State Backup
E MS Hyper-V Backup

MySQL Backup

1] Office 365 Backup

E Oracle Database Server Backup
E ShadowProtect System Backup
VMware Backup

<

© For Modern Authentication, leave the Username and Account password blank
and click Test.

Create Backup Set

Name

| Client Run Office 365 Backup Set |

Backup set type

|:E] Office 365 Backup v

Username

Account password

App password
(Required if Multi-Factor Authentication is enforced)

Region

Global v

|:| Access the Internet through proxy

Test hd
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Click I understand the limitation and confirm to proceed.

This will be using Modern Authentication without backup or restore functionality for
SharePoint Web Parts and Managed Metadata.

| understand the limitation and confirm to proceed

© For Hybrid Authentication, enter the Username, Account password and select
the Region. If MFA is enforced, also enter the App password. Then click Test.

Create Backup Set

e

.EllHﬂ. R CiTGe S04 Backup Sel
Baclap 16t B

mwn 165 Baiibup L
L TP

BT S WTeCrELdt Cnm
A Lompndl, P vevar

App password
[Riesquaned i Offioe 368 MufiFactor daffiendication s endsened)

1
ahoinal L

AR Tl RN TNBLE proey

The following screens will only be displayed if MFA is enforced, otherwise
proceed to Step 5.

Enter the code sent to your mobile device and click Verify.

Office 365 Multi-Factor Authentication

A sms is sent to your mobile device, please type in the code shown in the sms message
| 358101 |

nother method to authenticate
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If you clicked Use another method to authenticate link, select between Text
or Call.

Office 365 Multi-Factor Authentication

Select an authentication method

[ Text +XX XXXXXXXX23

QY Call +XX XXXXXXXX23

If Text is selected, enter the code sent to your mobile device and click
Verify to proceed.

Office 365 Multi-Factor Authentication

A sms is sent to your mobile device, please type in the code shown in the sms message

| 358101 |

Use another method to authenticate
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e If Call is selected, you will receive a call from a third-party app. From there
follow the instructions to proceed with the authentication.

Office 365 Multi-Factor Authentication
Please answer the phone call to continue

£ Waiting for response...

Use another method to authenticate

NOTE

e The App password is only required if the MFA status of an Office 365 account is
enforced.

o If the MFA of the Office 365 user account will be enabled later on, it is highly
advisable to login to Backup247 Advanced Client (B247PRO) and re-authenticate
the Office 365 user account’s credential using the MFA App password. Otherwise
the scheduled backups of the Office 365 backup set will stop working.

5. Click Authorize to start the authentication process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization
code to the textbox and hit [OK] to complete the authentication.

Sign in to your Microsoft account.
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a5 Microsoft
Sign in

e @ S #onmicrosoft.com

Mo account? Create one!

Can't access your account?

Back MNext

& Microsoft
& Cap-maela @ aeiaonmicrosoft.com

Enter password

LR LR LYY -

Forgot my password

If MFA is enforced for the Office 365 user account used to authenticate the backup set,
enter the code and click Verify.
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BE Microsoft
syl @ el onmicrosoft.com

Enter code

[ We texted your phone +33{ 30000000(23. Please
enter the code to signin.

083116

D Don't ask again for 14 days
Having trouble? Sign in another way

rore information

Veri I;_'g.l"

NOTE

The verification code is only required if the MFA status of an Office 365 account is enforced.

Copy the authorization code.

backupply/

Authorization Code for Microsoft 365
0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into 8247's product to complete the setup.

Go back to Backup247 Advanced Client (B247PRO) and paste the authorization code.
Click OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

J6IIWZXNEthL)YgWVRKS8z0K82CjMghHtCzZW7-xEdi4jN88quVNHISSULKIAA
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Test completed successfully shows when the validation is successful.

Create Backup Set

A
Chent Run Office 365 Backup Set1
Backup set fype
[ otrice 365 Backup v
Usermame
e iy i Eynricrosoft. com

ALEOUnt password

e
App password

(Reguired il Offioe 365 Multi.Factor Authentication i3 enforced)

Region

Global W

ACCESS TN INVIETIEL IFough prowy

o Tedl completed duccesifully

Click Next to proceed to the next step.
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6. Inthe Backup Source window, select the desired Outlook, OneDrive, Personal Site,
Public Folders or Site Collections for backup.

Backup Source

Select the items and folders that you want to backup

O EE Outlook

1\ oneDrive

O @ Personal Site
O Public Folders
["1]5K] site Collections

Unlicensed Users

Users within the Office 365 organization who does not possess valid license may still contain data to
backup (e.g. Specified type accounts like room mailbox and shared mailbox, license removed from
licensed account). By using this option, you can choose not to include any unlicensed users.

[ "] Do not include unlicensed users

I would like to choose the items to backup

Or click I would like to choose the items to backup to choose the detailed items to
backup. Tick the Show items checkbox at the bottom left corner if you would like to
choose individual items for backup.

Advanced Backup Source
Falders Name | Date modified Size
&0 [i] office 365 test new post 12/17/2018 17:45 3KB
; 5 Users Rettestnew post  03/01/2019 11:03 2KB ™
- E Public Folders| 123456557676789... 03/01/2019 16:32 2KB
@ Site Collections URL 04/05/2019 12:25 5K
test cat 10/10/2019 11:24 991KB
Test_Cherry 04/05/2019 12:28 2KB
test cherry 04/05/2019 12:28 2KB
Testwith attachment 04/05/2019 15:48 9ME
Testwith picture 04/05/2019 12:28 35KB
Testl 04/05/201912:28 4KB
04/05/2019 12:28 2kB
Calendar test 04/05/201912:29 4KB
Encrypted 04/05/2019 12:29 2KB
Plain text only 04/05/2019 12:29 2Kke
test special charact.. 04/05/2019 12:29 3KB
Test Diff Language  04/05/2019 12:29 2kB
hokipdote Trv ehhn... 04/05/2019 12:29 3KB
Test attached zip file 04/05/2019 12:29 1B
Test Excel attachm... 04/05/201912:29 31KB
Testword attachm... 04/05/201912:29 2KB
(& NEslanguan... 04/05/201912:29 EKBv
FAbEYF v 04/05/201912:29 63KB
Show items Items per page | 50 W | Page |‘I f16 W |
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If you will select a large number of items to backup, like 1000 items, you need to click on
these 1000 items to select/deselect them individually. Now there is a shortcut that you
can use to lessen the burden of selecting/deselecting every 1000 item. You can
select/deselect all 100 items at once by using the Shift key. As an example, we will only
show how to do this by selecting only 15 users which would fit in our screen. Follow the
steps below on how to do this:

i. Select the first user.

Advanced Backup Source

of

R g
1000000000000 000000® &

]

B rmicrosofucom
= I onmicrosoft.com
B cnmicroscft.com
&I onmicrosoft.com
&4 [l onmicrosaftucom
&4 [l onmicroscit.com
2. I cnmicrosefycom
& I onmicrosoft.com
& Jl-onmicrosoftoom
@« I onmicrosoftoom
B onmicrosaft.oom
B cnmicrosaftcom
& I cnmicrosoft com

B crmicrosoft.com
..wnwmoh.:m
o I cnmicrosoficom
B ormicresaf com
B cremicrosaficom
[

IIII!l
>

[] show ivems

ii.  Scroll down to the 15% user.

iii. Hold the Shift key then click the 15" user. All the 15 users are now selected.
Advanced Backup Source

Folders
&[0 4% Users

S
®
(]
!
I
£
H
:

[>

!
3
g
E ]
2
3

| I recresoft.com
| I o osoft. com
| I s oft. oo
J| I récresoft.com
R écrosoft com
| I ecresoft.com
| I s oseft.com
| oo softcom
| i rosafLcom
| rmicrosoficom
| I i rosefi.com
I | v cros iy, com
R | i osoft com
| reicrosoft.com

£ 8 - - - - - - - -

b % B% E* % €% £ £+ bo e £+ 0o L= C= £+ C* C= C+ £* =

IDO00RAARRRANARREERZDE

534

[] show items
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Below are example screenshots for the Users, Public Folders, and Site Collections.
© Users: include Outlook, OneDrive and Personal Sites
Advanced Backup Source

Folders
= O [ office 365
= % Users
=0 & e Jllv.onmicrosoft.com
&0 m Outlook
@[] @& OneDrive
# (@ Personal Site
0 & Il Bonmicrosoft.com
#-0 & o/ lonmicrosoft.com
# O &2~ microsoft.com
-0 & e/ lonmicrosoft.com

| B

© Public Folders: include public folders
Advanced Backup Source

Folders
= [ Office 365
|:| 458 Users
E}D E Public Folders.
- I3 OBC Public Folder
-] g OBC Public Folder 04
- 3 OBC public folder 02
- 74l OBC public folder 03
D 4l Pub-Test
D ['4 Public Folder ends with space
-] I3 QA Public Folder D1
D '3 Special Folders created in Outlook

O Site Collections: include Personal Sites and Site Collections

Advanced Backup Source

Folders
= B site Collections
- 25 user -myy.sharepoint.com -~
B0 %% user sharepoint.com
B[ 12 user sharepoint.comisearch I
#E-1£25 user sharepoint.com'sites/BlogDemo
#- ¢ user sharepoint.com/sies/C|
B 1% user sharepoint.com/sites/ClITeam01
#-[) %% user sharepoint.com/sites/CITeamSite
B % user sharepoint.com/sites/DEV
B 2% user sharepoint.com/sites/DevTest
- 1%} user sharepoint.com/sites/Dev u_o_x_SITE

B 1%y user sharepoint.com/sites/EdenClassicl

Click OK when you are done with the selection to proceed.

You also have the option not to include unlicensed users in the backup by ticking the Do
not include unlicensed users checkbox.

| | Do not include unlicensed users

Click Next to continue.
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In the Schedule window, configure a backup schedule for backup job to run automatically
at your specified time interval.

Schedule

Run scheduled backup for this backup set

oft (.

Slide the on/off button to turn on this feature, then click Add new schedule to add a new
schedule.

Schedule

Run scheduled backup for this backup set
on (ll

Existing schedules

. Add new schedule
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New Backup Schedule

Name

| Daily-1

Type

Start backup

at W17 w106 W

at
ckup completed w

D Run Retention Policy after backup

In the New Backup Schedule window, configure the following backup schedule settings.

© Name - the name of the backup schedule.

© Type - the type of the backup schedule. There are four (4) different types of
backup schedule: Daily, Weekly, Monthly and Custom.

@ Daily — the time of the day when the backup job will run.

New Backup Schedule

MName
| Daily-1 |
Type
Daily v
Start backup

|at V”‘IS V|:|4‘I Vl

Stop

| until full backup completed w |

Run Retention Policy after backup
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@  Weekly — the day of the week and the time of the day when the backup job will
run.

New Backup Schedule

Name

| Weekly—‘l|

Type

Weekly w

Backup on these days of the week
[Jsun [ Imon [ JTue [ |wed [ |Thu [ |Fri Sat

Start backup
|at v||23 V|1OO Vl

Stop

| until full backup completed w |

Run Retention Policy after backup

@ Monthly — the day of the month and the time of the day when the backup job
will run.

New Backup Schedule

Name
| Monthly-1

Type

Monthly w

Backup on the following day every month

®om i v

(O First  w  Sunday v

Start backup at

: on the selected days

Stop

| until full backup completed w |

Run Retention Policy after backup

@ Custom — a specific date and the time when the backup job will run.

New Backup Schedule

MName

| Custom-1

Type

Backup on the following day once

|2019||December v||3‘| V|

Start backup at

e

Stop

| until full backup completed w

Run Retention Policy after backup
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© Start backup — the start time of the backup job.

@ at — this option will start a backup job at a specific time.

@ every — this option will start a backup job in intervals of minutes or hours.

Start backup Start backup
|every V] | 1 minute W |every v | 1minute W
Stop o Stop 30 minutes  *
until full b4 2 Minutes until full b
3 minutes 2 hours
RunRetg , . .. RunRetd o\
5 minutes 4 hours
& minutes & hours
10 minutes 8 hours
12 minutes 12 hours v

Here is an example of backup set that has a periodic and normal backup schedule.

New Backup Schedule New Backup Schedule
Name Name
| Weekly-1 | Weekly-2
Type Type
Backup on these days of the week Backup on these days of the week
[Isun Mon Tue Wed Thu Fri [ |sat sun [ IMon [JTue [ |wed [ |Thu [ |Fri Sat
Start backup Start backup
|every v||4h0urs vl |at v||21 vl:lnn vl
Stop Stop
until full backup completed w | until full backup completed w |
Run Retention Policy after backup Run Retention Policy after backup
Figure 1.1 Figure 1.2

Figure 1.1 — Periodic schedule every 4 hours Monday - Friday during business hours
Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM on Saturday & Sunday on
weekend during non-business hours

© Stop - the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup
Hevery")

@ until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

@ after (defined no. of hrs.) — this option will stop a backup job after a certain
number of hours regardless of whether the backup job has completed or not.
This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough to
back up all files, then the outstanding files will be backed up in the next backup
job. However, if the backup set contains large files, this may result in partially
backed up files.
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For example, if a backup set has 100GB file size which will take approximately
15 hours to complete on your environment, but you set the “stop” after 10 hours,
the file will be partially backed up and cannot be restored. The next backup will
upload the files from scratch again.

The partially backed up data will have to be removed by running the data integrity
check.

As a general rule, it is recommended to review this setting regularly as the data
size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the Backup247 Advanced Client
(B247PRO) will run a retention policy job to remove files from the backup
destination(s) which have exceeded the retention policy after performing a backup
job.

Click the OK button to save the configured backup schedule settings.

Click the Next button to proceed. Multiple backup schedules can be created.

Schedule

Run scheduled backup for this backup set
on c |

Existing schedules

= Daily-1
Daily (Every 4 hours)
ﬁ Weekly-1
Weekly - Saturday (Every 6 hours)

@ Monthly-1
Monthly - The Last Day (Every month at 20:00)

Custom-1
Custom (12/31/2020 at 21:00)
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8. Inthe Destination window, select a backup destination where the backup data will be
stored. Click the “+” icon next to Add new storage destination / destination pool.

Destination

Backup mode

Existing storage destinations

. Add new storage destination / destination pool

(oI

Previous Next Cancel

NOTE

FAQ: Frequently Asked Questions on Backup Destination

For more details on Backup Destination, refer to the following Wiki article for details:

Select storage destination.

B247CBS
Destiration worage

(3 B247C05 -

. Local § Mapped Drive / Network Dive / Removable Drive
mam AOWS 53 Compatible Cloud Slorage
k= Google Drive

B
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You can choose a storage combination of the Local/Mapped Drive/Network
Drive/Removable Drive or Cloud storage. Click OK to proceed when you are done with
the settings.

» If you have chosen the Local / Mapped Drive / Network Drive / Removable Drive
option, click Change to browse to a directory path where backup data will be stored.

torage Destination / Destination Pool

(=

o
v

Name

| Local-1 |

Destination storage

I- Local / Mapped Drive / Network Drive / Removable Drive w ‘

Path (Input local / network address or click [Change])

| \\ I\ Users\Administrator\Documents\Sample! {

l' | This share requires access credentials

If This share required access credentials checkbox is ticked, enter the username
and password.

New Storage Destination / Destination Pool

Name

[ Local-1 ‘

Destination storage

[ B Local / Mapped Drive 7 Network Drive / Removable Drive W |

Path (Input local / network address or click [Change])
l \\ I \\Users\Administrator\Documents\Sample: ‘ -

This share requires access credentials

User name (e.g. domain\username)

‘ Administrator ‘

Password

I CXTTTTYTY TS |
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Click Test to validate the path.

New Storage Destination / Destination Pool

Name

Destination storage

ﬂ Local / Mapped Drive / Network Drive / Removable Drive w

Path (Input local / network address or click [Change])
I

v

User name (e.g. domain\username)

Password

ssssee

£ Testing access to destination...

[ox ] [ concet | [ |

Test completed successfully shows when the validation is done.

New Storage Destination / Destination Pool

Name

[Loc 1

Destination storage

[ B Local 7 Mapped Drive / Network Drive / Removable Drive |

Path (Input local / network address or click [Change])
[ \\—\Users\Admlnistrator\Documents\samples} -

This share requires access credentials

User name (e.g. domain\username)

[ Administrator ]

Password

[roeees ]

 Test completed successfully
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» If you have chosen AWS S3 Compatible Cloud Storage, select it from the
destination storage.

New Storage Destination / Destination Pool

Name

I AWSCompatible-1 I

Destination storage

| aws AWS S3 Compatible Cloud Storage v

Host Port

l ]

Access Key ID

l |

Secret Access Key

l |

Bucket Name (please create this bucket manually first)

[ |

[] connect with SSL/TLS

[ ] Access the Internet through proxy

Enter the required details.

Mame
AWS ompatitie-1

Destination sorage

w AWE 53 Compabible Clowsd Storage -
Hrit Part

5 wri-weirid -1 adi

ALSEil Ky 1)

PR FHELC TR BN

Seoret Aocens Koy

ERTTeTy

Busclie? Warer ipleass Create this Buchet manualy frs)

fmarila

o Connen with SILTLS

ALORS Uhe INGernel (Reough proay

Click Test to validate the account.




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

:
‘

Destination siorage

AW 53 Companitie Cloud Saerage o

Herit Post

Agoess. Key i

SCTEt ALOERS Kiry

Buchet Mame (pleste create this buciet manually firg)

A Teating acoesd 5o eibrnalon

Test completed successfully shows when the validation is done. Click OK to
proceed.

T

AL mgatibie-1

Deitrnation it age

o WS 53 Compatible Choasd Storsge L
Haal Port

[RET TR &}
ALoeds Key 10

BRI FFELC Sl BN

Secret Anoess Key

Buciet Mamae pleass create this Buibet marwally firt)

Wmbmansla

of | Corwresl with S5LTLS
Aoess the inbennet through prory

o Test completed sucoesshully

You can add multiple storage destinations. The backup data will be uploaded to all the
destinations you have selected in the order you added them. Press the **  ““ icon to
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alter the order. Click Next to proceed.

Destination

Backup mcsde

Sequential W

Existing storage destnations
[E24TOES
Hosl 103,121,180
Local1
Cbackup
L- GoogheDrive-1
w Actournl: ST

A

In the Encryption window, by default the Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.

9.

Encryption

Encrypt Backup Data

on

Encryption Type

Default v

Default

User password

Custom

Previous Next Cancel




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

You can choose from one of the following three Encryption Type options:

» Default —an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of your
Backup247 Advanced Client (B247PRO) at the time when this backup set is
created. Please be reminded that if you change the Backup247 Advanced Client
(B247PRO) login password later, the encryption keys of the backup sets previously
created with this encryption type will remain unchanged.

» Custom — you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on — |

Encryption Type

Algorithm
r

|nes o~

Encryption key

sxarEE I

Re-enter encryption key

P |

Method

() ECB () CBC

Key length

() 128-bit (@) 256-bit

NOTE

For best practice on managing your encryption key, refer to the following Wiki article.
FAQ: Best practices for managing encryption key on Backup247 Advanced Client
(B247PRO) or Backup247 Standard Backup Suite (B247LITE)?

Click Next when you are done setting.

10. If you have enabled the Encryption Key feature in the previous step, the following pop-up
window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it in
a ou will need it when you need to restore your files later.
that you have done so.

Unmask encryption key

Copy to clipboard
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The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it in
You will need it when you need to restore your files later.
m that you have done so.

rcX1MBE4brnZ086eK0OphFeabuuRRi3gDXGIq5uBXFOs=

Mask encryption key

Copy to dipboard

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

11. If you have enabled the scheduled backup option, you will be prompted to enter the User
Name and Password of the Windows account that will be running the backup.

Windows User Authentication

Domain Name (e.g Ahsay.com) / Host Name

| w2k16R2-std |

User name

| Administrator |

Password

Click Next to create the backup set.
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12. The following screen is displayed when the new Office 365 backup set is created
successfully. Click Close to go back to main screen.

Congratulations!

"Client Run Office 365 Backup Set" is successfully created.

13. Based on Best Practices and Recommendations, it is highly recommended to change the
Temporary Directory. Select another location with sufficient free disk space other than
Drive C.

Go to Others > Temporary Directory. Click Change to browse for another location.

QU N Ciient Run Office 365.. Temporary Directary

Temporary directory for storing backup files

General | Extemp | change

348.36GB free out of total 475.69GB space in E:

Source Remove temporary files after backup
Backup Schedule .

Compressions
Destination Select compression type
Dedup\ication |Fastwith optimization for local L
Retention Policy Encryption
Command Line Tool Encryption key  esesss

Copy to clipboard  Unmask encryption key
Reminder Algorithm AES

dwidth | Method CBC

Bandwidth Contro Key length 256 bits

Hide advanced settings

Delete this backup set
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14. Optional: Select your preferred Compression type. By default, the compression is Fast
with optimization for local.

Go to Others > Compressions. Select from the following list:
e No Compression
e Normal
e Fast (Compressed size larger than normal)
e Fast with optimization for local

DdURUP SUTTEUUTE K
Compressions

Destination Select compression type

Deduplication Fast with optimization for local L~
No Compression

Retention Policy Normal
Fast (Compressed size larger than normal)

Command Line Tool

th optimization for local

Reminder Algorithm AES
dwidth ‘ Method CBC
Bandwidth Contro Key length 256 bits

Others

Hide advanced settings

Delete this backup set
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4 Running Backup Job

For an overview of the backup process, please refer to Chapter 12 of the Backup247
Advanced Client (B247PRO) v9 Quick Start Guide for Windows.

To start a backup, follow the steps below:
1. Log into Backup247 Advanced Client (B247PRO).

For instructions on how to do this please refer to Chapter 8 of the Backup247 Advanced
Client (B247PRO) v9 Quick Start Guide for Windows.

2. Click the Backup icon on the main interface of Backup247 Advanced Client (B247PRO).

0

el

Backup

3. Backup sets can be sorted by Name or by Creation Time. Select the backup set which
you would like to start a backup for.

Please Select The Backup Set To Backup

Sort by

Name w
Creation Time
Client Run Office 365 Backup Set

Oowner: AMO17L
Newly created on Wednesday, November 17, 2021 16:34

Server Run Office 365 Backup Set
owner: -
Newly created on Thursday, November 04, 2021 14:49
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4. If you would like to modify the Destinations, Migrate Data and Retention Policy Settings,
click Show advanced option.

Choose Your Backup Options

IJ Client Run Office 365 Backup Set

Backup set type
Office 365

Show advanced option

Choose Your Backup Options

mtlient Run Office 365 Backup Set

Barckup et Cype
Odfice 365

Destinations

[+ (B 247005 (Host: 1031211780

[ B Local-1 jcbackup)

[ il GoogleDrive.1 (Gocgle Ancount: M i)
Migrate Data

[] muigrate existing data to latest version

Fetention Folicy
[] Run Retention Policy after backup

Hide advanced opticn

NOTE

The Migrate Data option will only be available if Deduplication is enabled for the backup
set. When the Migrate Data option is enabled, the existing data will be migrated to the
latest version during a backup job. This option is disabled by default. Backup job(s) for
backup sets with Migrate Data enabled may take longer to finish. For more information
regarding this feature please refer to Chapter 10.5 of the Backup247 Advanced Client
(B247PRO) v9 Quick Start Guide for Windows.
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« Backup Completed Successhully

Backed up 45 52018 {104 fles, 15 directories. O link]
Elapsed time 5 min 12 sec

Transfer rate  580.03%bit’s

6. Check the log of your back up by clicking this icon . . It will show you the log of your
backup with corresponding date and time.

P=t=l=l=]=l=l =]l k=l

1'6' S [B247Pro 90212

Log

Saeng encrypied Backup sel encrypian kol (o dereer._

Suar Backup . [Deduplicanion: ensisled, Dedupiication woope: ANl files within the Lame backup 1ot Migrace el di
Liibig Teinpedafy D estody Cilleriladaaniobmitengl] 6371 380898100858 1 671411 0392

Siars Pevicdic Bana incegring Check on backup set = “Chient Ben $ffice 365 Rackup Ses” destnason = “Ahsayl 5"

Stai dats ety dheck of hadiug set "Chent Rus Difice 355 Baiuop Tol1 6371 I0E9024)°, "AhespDBS] 1637041

Siart processing data imtegriey chack on backup pee= “Clant Bun Office 365 Backup Set™ destinaticee “AhaayCES"

Drirversdond valed indes Nibe s fram Bachup jol "l 10 "Cillsersadrmenlsbamnesgl1 0371 330900858 1 6371410

Skipped to run Dacs integrity Check for backug set “Clasnt Run Offiop 355 Bachup Set” in devtination “AhzayCBS" be
Dhata begrity chisd o badiup ser= "Chenn Rus e 305 Blakip Se1” denination= "AhsayCB5" i comphaied

Finiiherd data integrity check on backup sef "Clent Run (ificr 355 Baciop Seif 1 6371 I2080024)°, "M ORS1EITE
Compleied dans gty Cheech ton butkiap s60 "Clerg R Cftane 105 Blaacioap: Senl 10371 I8089034)°_ " Ahvs OB 16

Start running pre-command:

Finithaed running pre-commands

Drwmnloading server fils lis (Ofice 365)

Drowndoad valid index fikes from Baciup job “null” m “CoillseryadminLobmaesng! ] 6371 IS0RLIN0BS0 16311411
Drrloading dered il i (Dfce 365)_ Completed

Bacioap of “Allow mediiple responses” sevting in pureey s is noc suppormed under modern suEerRication,

Rus Difice 365 Data Synchromiration Check [V i)

Logs per page | 50w

o r—

Time
(=185} 1-'2\]2} 1#&1}
O 20 16256
G N0EE 16258
O N0 162508
GrA 1k 165K
O NR0EE 16253
1A 0L 16:25:33
I NR0EE 16253
O 202 1627535
O N0ZE 1025
1A 1202 163535
G E0EE 16:35 0
O 120RE 163536
UM NRORE 16
O 0T 162535
LA 0T 162507
O N0 163537
GrA 1R 165
O R0EE 162548

Page | 1/9 w

]
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Backup247 Advanced Client (B247PRO) supports Office 365 backup of individual account(s)
which is not authenticated with Office 365 Admin account or without Admin permissions. To
change the settings, follow the instructions below:

1. Click the Backup Sets icon on the Backup247 Advanced Client (B247PRO) main interface.

Backup Sets

2. Select the backup set which you would like to update.

Backup Sets

Sort by

Client Run Office 365 Backup Set
Owner: AMO17L
Last Backup: Wednesday, November 17, 2021 18:10

Server Run Office 365 Backup Set
owner: -
Newly created on Thursday, November 04, 2021 14:49
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3. Click the Channe settinas hiitton
~
j Client Run Office 365... General
MName
General | Client Run Office 365 Backup Set
Source Owner
AMO17L
Backup Schedule
- Office 365
Destination
Username
Sy TS S @ahsay.onmicrosoft.com
Region
Global L¥]
Access the Internet through proxy
Change settings
Windows User Authentication
Domain Name (e.g Ahsay.com) / Host Name
|AM017L | v

Delete this backup se

4. “This Office 365 user only” is the configured backup scope by default. Select from the two
(2) options, then click Next to proceed.

Office 365

Username

I el (3 e s ymiicrosoft.com |

Account password

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope
() Entire organization
() This Office 365 user only

Region

[] Access the Internet thraugh proxy
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5.  When the following pop-up window is displayed, click Authorize.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

6. Copy and paste the following authorization code to Backup247 Advanced Client (B247PRO),
then click OK to continue.

backupply/

Authorization Code for Microsoft 365

0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgImGnR:

Please copy and paste the above Authorization Code
into 8247's product to complete the setup.
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In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the

authentication.

qLVLUBOIb2AXOQAGWS7 QdopDrEBNS|gKdpvXZfb2wZfv3DI) 2

7. Click Save to apply the settings.

| ¥

Mame

Chient Run Oifice 365 Backup Set

Source s
AMOTTL
Backup Schedule

Destination

Username

=N AONAn e SeThings

Dsmain Name (&g Ahsi. oom) ¢ Host Mame

AMOITL w

Delete this backup se
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View Report

To view the backup report(s), go back to the Backup247 Advanced Client (B247PRO) main
interface, then click Report > Backup.

Report

In the Backup Report screen, you can see the backup set with corresponding destination,
completion date and time, and status.

Report Backup Report
From Ta
Hestore Backup set w | Destination w | Completion Status L
Chient Run Office ... (3 BzdTcas Today 1630 Completéed
USEEE m
[ cvert sun office .. (@ EzsToEs Today 16:18
[i] cvert fun office .. [ Local-1 Today 15:57

M. of records per page | 50 L Page 1/1 w
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Click the backup report and the summary of the backup will be displayed.

Report Backup Report

From Ta
BT - e e

Restore Backup set w | Deitingtion  w | Completion Status -
Usage Backup st ] ciient fun office 365 Baciup ser [B| -

Destination (9 mzavcEs

&) 012022 1625

Tirme Tosday V6225 - 16230 (SGT)

Status o Completed successfully

Mew files * 104 (36 BMEBSS5. SMB (199%])

Updated files = o

Attributes Changed Files * 1]

Maved files * ]

Deleved files * o

Dedupe Saving 351.BKA45.5M [0.8%]

* Unit = Mo of files [Totsl fipped size / Total unsipped Lipe (Compreddion ra...

 Viewiog v

wo. of records per page |50 0w Fage (171 w

You can also click View Log; this will redirect you to the log summary of your backup.

Backup 381 | Client Run Office 365 Backup St w Destination |HISTCES e
Log | 0112032 1635 w Show | All L

Tope Lot Tewt

) Swen| E247Pra WA012] 012022 162516

) Saeng encrypoed backup setenerypion ey to dereer DI 162516 ™

) S Backup . [Deduplcation: enabbed, Deduplicacon scope: A flex within the Lame haciup ter, Wigrare Dok di 01BN 1E251R

[i] Uibigg Teinpssdany Daretry Ll e dladsin obenlbemp 1 8371 IB0STEIN0S0E1 637141153050 01/ 152022 162518

ﬂ Suars Pevigdic Duna bnoegring Check on badiug ses = “Clen Bun Cffice 365 Baciup e destination = “Ahpwpl 5" G i 1635

ﬂ Start dets nlegrity dheck o hachup set "Chent Run Dfee 355 Backup Set 1637 1380898241, "AhaayCES16IT141. DM 2022 162533

ﬂ St processing data imegriy chack on Backup peee “Cliprs Run Office 385 Racioup Sat” deptination= “AhpayCRS" 1 p0dd VIS

) Download valed indes fes from backup job "nul” 1o "Cillsersadeinioberoemp 16371 JB08REIO0BSE 16371411 01/9 172022 ¥e2535

ﬂ Skipped to run Dats Integriny (heck for hackop et "Client Run Ofice 165 Backup Sot” in deatnasion “AhesyCHS be 01BN 162535

ﬂ Dt bste ity cheth on badiug ser= "Thern Run O 305 Backup Se1” dessnaten= "Aaay U85 0 complened DVNIB0E2 V230

) Finnhed data inimgrity cherck o backup vet “Cliet Run Ofice 355 Backup Sexl 16371 38080824)", “Ahaay CBS(1 63T 0112022 V62536

ﬂ Complered dacs megring dheeck om backup s "Ohene Ren Ofice 305 Backup Sea 18371 3B085%E24T", "AhaayCES{ 10 DI E0RE Bh2i3h

) Start running pre-commands 012022 162536

) Finahed nenning pre-commands UREEREForrrgl b ]

ﬂ Dewmnloading serees file lrt [Ofics 3655 01M1B0E2 162536

) Download valid indes fles from backup job “null” 10 “CAllsersiadmintoben’semp 16371 JB0ASEL SOBSS1 671411 O1/NIra02 1H25AT w

ﬂ Derwnlsading dereer flie it (DMice 365)_ Completed 0112022 162537
Logs per page | 50 L3 Page | 1/9 w
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You can also search for backup reports from a specific period of date. For example, we have
the From date which is, 1 Jan 2022 and the To date which is, 10 Jan 2022. Click the Go
button to generate the available reports.

From To

01 w Jan w | 2022 v Bl w | jan w | 2022 w -

If this is a valid range of dates, then backup report(s) will be displayed unless there were no
backup running on the specified dates. A message of No records found will also be displayed.

RepOI’t Backup Report

From To

|U'| V”Jan V”ZUZZ Vl Eljal‘l V”ZUZZ Vl -
Restore Backup set v | Destination W | Completion | Status v |

No records found

Usage

No. of records per page Page El
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5 Restoring Office 365 Backup Set

Prior to performing the restoration, it is best to be knowledgeable on the options that Backup247
Advanced Client (B247PRO) can offer. Below are brief descriptions of the said features for you
to be familiar with and utilize each function. After this quick walkthrough you will see the step-
by-step instructions with corresponding screen shots on how to restore your data using the
following options below.

For Office 365, you can restore items from,

O Users
This is composed of data from Outlook, OneDrive, and Personal Site.

© Site Collections
This is composed of one Top-level site, Subsites, and Public Folders.

Those items can be restored to,

© Local Computer
Restore your data to your local computer where Backup247 Advanced Client
(B247PRO) is running.

NOTE

This option only applies to restore of items such as files, images, videos, music and more
from OneDrive and not items from Outlook mailbox.

© Original Location
Restore your data to the original Office 365 account.

© Alternate Location
Restore your data to an alternate location, another O365 user account on the same
365 domain. Alternate location depends on source of the items. It can be from Users
or Site Collections.

Example #1:

Restore Items from Users

Office 365 Account: TestAccountABC@onecompany

Users: TestUserAccountO1@onecompany
TestUserAccount02@onecompany
TestUserAccountO3@onecompany
TestUserAccount04@onecompany
TestUserAccountO5@onecompany

Explanation:

For the example above, we have the TestAccountABC@onecompany as our Office
365 account. For the alternate location, a dropdown list will be available and from
there you can choose from the following Office 365 accounts:

o TestUserAccount0Ol@onecompany
TestUserAccount02@onecompany
TestUserAccountO3@onecompany
TestUserAccount04@onecompany
TestUserAccountO5@onecompany

O O O O
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Example #2:

Restore Items from Site Collections

Office 365 Account: SampleAccountXYZ@twosquaretower

Site Collection / Site: blackbox.sharepoint.com/sites/EmptySitel
blackbox.sharepoint.com/sites/EmptySite2
blackbox.sharepoint.com/sites/EmptySite3
blackbox.sharepoint.com/sites/EmptySite4
blackbox.sharepoint.com/sites/EmptySite5

Explanation:

For the example above, we have the SampleAccountXYZ@twosquaretower as our
Office 365 account. For the alternate location, a dropdown list will be available and from
there you can choose from the following Site Collections / Sites:

o blackbox.sharepoint.com/sites/EmptySitel
blackbox.sharepoint.com/sites/EmptySite2
blackbox.sharepoint.com/sites/EmptySite3
blackbox.sharepoint.com/sites/EmptySite4
blackbox.sharepoint.com/sites/EmptySite5

O O O O

© Alternate Office 365 Account
You can restore your data to an alternate Office 365 account that has a different
domain.

Example:
Original Office 365 Account: TestAccountABC@onecompany
Alternate Office 365 Account: SampleAccountXYZ@twosquaretower

Explanation:

As you can see on the above example, we have two (2) Office 365 accounts with
different domain. The Original Office 365 account is what we used as the source of
our backup and can also use as the original location for restoration. For the alternate
Office 365 account, we need to use another Office 365 account that has a different
domain.

In case you also want to know how to restore an Office 365 backup using the B247CBS Web
Console, please refer to this guide: B247CBS v9 Run on Server Office 365 Backup & Restore
Guide.

To restore items, follow the steps below:

1. Log into Backup247 Advanced Client (B247PRO).

For instructions on how to do this please refer to Chapter 8 of the Backup247 Advanced
Client (B247PRO) v9 Quick Start Guide for Windows.

2. Click the Restore icon on the main interface of Backup247 Advanced Client
(B247PRO).
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3. Select the backup set that you would like to restore.

Please Select The Backup Set To Restore

Sort by

Client Run Office 365 Backup Set
Owner: AMOT7L
Last Backup: Tuesday, January 11, 2022 16:25

Office 365

Server Run Office 365 Backup Set
owner: -
Newly created on Thursday, November 04, 2021 14:49

Office 365

4. Select the backup destination that you would like to restore backed up items to. In our
screenshot below, we have three (3) options namely, B247CBS, Local-1 and
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GoogleDrive-1.

Select From Where To Restore

m Client Run Office 365 Backup Set

G ERATOES

Hest: 1031211780
Lacal-1
Cbasckup

L Googlebrive:1

GOtgle ArOOnT: SeS————

5. Select to restore from Users or Site Collections. Click Next to continue.

Choose Where The Items To Be Restored From

Restore items from

(®) Users

() Site Collections

6. Select the item(s) you would like to restore. You can also choose to restore backed up

items from a specific backup job of your choice using the Select what to restore drop-
down menu at the top.
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Seloct wihat to reftare
ety framm filed & of job v. SIS W | | Latew u.
oo Niller
Topaze, [
= @E2470ES

= O @ omee 33

=) F*U:-:r:
= A Bl
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©_For Site Collections, this will be the screen displayed.

Select Your Items To Be Restored

Selec whal bo restone

.{I'-D-Mq P Files s oof joby | TR0 W ] -l.dl:ﬁ.l s

S b filter

Fables Hiarrm D =undbimd )

B H24TOHS B E _sasioe_pg DSNE 1020 L]
= 0 B oo 36 B e _png IS 2020 Lt

DB S Cotianans
3 [0 alvaysharwpanco
B [ i mnd Lieare
B W bp Farm Tospia
B & L Documane
E bl Siw banan
B ROE e P
B b L Gryla Library
BT i S

< I ¥
| Beware i local computer Eerns per page (50w Page 100w

Seanch

Tick Restore to local computer if you want to restore the backup data to the local

Restore to local computer

drive.

If you want to search for directories, files, folders and mails to be restored, click Search

to use the restore filter.

For Office 365, these items can be searched from Users and Site Collections.

© For Users, you can search for Files, Folders, and Mails.

© For Site Collections, you can search for Directories and Files.
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For more information on how to use the restore filter please refer to Chapter 14.2 of the
Backup247 Advanced Client (B247PRO) v9 Quick Start Guide for Windows.

For more detailed examples using the restore filter, refer to Appendix C: Example
Scenarios for Restore Filter using Backup247 Advanced Client (B247PRO).

Click Next to proceed when you are done with the selection.
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7. The window that will be displayed will depend where the items will be restored from and
on the restore destination selected. Here are the four options:

© Local computer

Click the Browse button to select a path where you want the items to be restored on
your local computer. Make sure it has enough space to accommodate your
restoration.

Choose Where The Items To Be Restored

Restore items to

C:hrestored | -

Show advanced option

Click the Show advanced option to configure other restore settings.

Choose Where The Items

Restore items to

| Chrestored

|:| Verify checksum of in-file delta files during restore

Hide advanced option

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the restore
process. This will check the data for errors during the restore process and create a data
summary of the in-file delta files which will be included in the report
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© Original location

@

@

If you chose to restore items from Users, this will be the screen displayed.
Select Original location to restore data to the original Office 365 account.

Choose Where The Items To Be Restored

Restore items to

(®) Original location

() Alternate location

() Alternate Office 365 account

[ verify checksum of in-file delta files during restore

Hide advanced option

Previous Cancel

If you chose to restore items from Site Collections, this will be the screen
displayed. Select Original location and Mode.

Choose Where The [tems To Be Restored

Restore items to

() original location

() Alternate location

() Alternate Office 365 account

Mode

| Overwrite when exist v

|:| Verify checksum of in-file delta files during restore

Hide advanced option

Previous Cancel

o Overwrite when exist — if the item that you want to restore is already in the
location, choosing this option will overwrite the existing item.

o Skip when exist — if the item that you want to restore is already in the
location, choosing this option will skip the restoration of the existing item.

NOTE

Mode will only be displayed if Site Collections is selected to restore items from.
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0O Alternate location

@

If you chose to restore items from Users, this will be the screen displayed.
Select Alternate location to restore to another Office 365 account on the
same domain. Click Next.

Choose Where The Items To Be Restored

Restore items to

() original location

(®) Alternate location

() Alternate Office 365 account

|:| Verify checksum of in-file delta files during restore

Hide advanced option

Select the alternate Office 365 account.

Alternate Location

Cofiie 365 account

= ey = TR OO T

e

D el SO B £~

T i e 1 E -y Bip
e Y T

e A T 0 DT
e L L

e GEeeea be

Pt LSt 1
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@ If you chose to restore items from Site Collections, this will be the screen
displayed. Select Alternate location and Mode then click Next.

Choose Where The Items To Be Restored

Restore items to

() original location

(@) Alternate location

() Alternate Office 365 account

Mode

| Overwrite when exist L

[] verify checksum of in-file delta files during restore

Hide advanced option

Previous Cancel Help

Click Change to select the alternate site.

Alternate Location

Ohe 365 aooourt

| T T TR LT

e Colecton [ Sae
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Click OK once done with the selection.

Change Site Collection f Site

i (B Omes b

B e Callmuiina i
[ bamw e .
o e L el
o e L T
O i LT LT
e L P T
P e i o T
A L R e S
BT s v | T
T A L | T Prespe—— -
e R it e -
T A Lo PR S
AT e comvm ey e
B by i coe e

B e e
B b o e ] -
e g e e e

LA TR Y NPPrET SEre S

[ Wl Levainn

P e st P

B R s e, o

N L W U — b

0O Alternate Office 365 Account

@ If you chose to restore items from Users, this will be the screen displayed.
Select Alternate Office 365 Account to restore to another Office 365 account
on a different domain. Enter the Username, Account password, App
password (if MFA is enforced) and Region. Click Test to validate account.

Choose Where The Items To Be Restored

Rrafcre derms b
Origenal loLation
Alernale oLabon

&) anenabe Ofae 35 acoount
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R P P DT BT O

ACooUrE panTasrd
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Once account is validated, click Next.

+ Test completed successfully

Select the User.

Alternate Location

e 365 S0our
T e EET UL O T 00l Com
Lhur

=g e bshunybeckup onmecasof com e

@ If you chose to restore items from Site Collections, this will be the screen
displayed. Select Alternate Office 365 Account then enter the Username,
Account password and App password (if MFA is enforced). Select the
Region and Mode. Click Test to validate account.

Choose Where The Items To Be Restored

Foislore Bevr by
aripral ncaton
Adternate kodabon
# Mbernate Offce 35 actound

WSeiramE

Sl W@ crrnicrncit com

ALOEUT Dasiwerd

seasds
ApD pirswond

Meguired f Oifice 365 Multi-Fanar Aushenteation i3 erfared)
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Glokul Ll

| Azeess the Inbernct Shrough prery
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Once account is validated, click Next.

+ Test completed successfully

Click Change to select the site.

Alternate Location

T 305 J0get

L S L TR T (o

Sitr Coledton / Wtr

Click OK once done with the selection.

Change Site Collection / Site

w [ oo s
9 [ sae Colaion
a R P A

. >

W b v FEL R R T LST TR —
F T o P R R
BN il e R

F A e i R
o

Lt T L T RELATE T

Click Next to proceed.
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8. Select the temporary directory for storing temporary files. Then click the Restore button
to start the restoration process.

Temporary Directory

Temporary directory for storing restore files

ChUserstadmint.obmitermnp |-

Previous Restor Cancel Help

9. The following screen will be displayed after the restore process is complete.

Restore

m Client Run Office 365 Backup Set

B24TCRS (Hosh 10031201780

o Restore Completed Successully
Restored 1.9 90B (64 files)
Elapsed time 3 min 58 s&g
Transfer rate  23.05Kbas
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Click the . to show the restoration log.

Shiny | Al o
T log Time
5' Suart [B247 Pra 0312 o 0T 165500
) Duownloading . "Ote 365/ Sne Collecnons! ORI HIZE 16A5ET ™
) Downioading . “Ciice B55/Sun Collectinnyl oA 1202 18575
) Downloading . "OMue 365/ Sae Collecnons! L0 AT
ﬂ' Downloading. “Ofice 355U haruiums sl O 1202 185730
[1] Dermbegiding . "Ofae 3000 Collecion!, UM N0EE 18T IS
) Downioading . “Cifice F65 Uarntom sumdl oA 0T 16573
[i] Dovrlading . "0ane 300 500e Collecniond!, QU 0EE 18T
0 Downloading. "0éice TS arulin P08 O 1200 165399
ﬂ Downlpading... "Oie 305 %0e Collemions!. L 1202 18485
ﬂ' Downloading. "0 355U harot m swwl O 1202 185319
[1] Derwmbigdang . "OMare J00ae Collecniond!, QN 0ET 1889
) Downlosding . "Cifice BE5Lhernt o o dl oA 1R 165819
[1] Dowrladang . "0faie 300 5a0e Colbecniond!, SN A0EE 163ET
0 Derwnloading . "0éce B5 L harid o B O 1200 165330
) Downloading... "Otue 105/ Sne Collecnons! G0 160
) Downlosding . "Cifce BE5/Uverli s ma oA 12022 155330
[1] Drrwmbigdang . "OeMare J00are Collecniond!. SN A0ET 16830
) Downlosding . "Oifce B65 L herat o sl L R
Logs per page |50 we FEgE (172 w
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6 Contacting Backup247

6.1 Technical Assistance

To contact Backup247 support representatives for technical assistance, visit our website
https://backup247.com.au/Support.php

6.2 Documentation

Documentations for all Backup247 modules, user guide and QuickStart are available on our
website. Alternatively, email us on support@backup247.com.au for technical demo.
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Appendix

Appendix A: Example Scenarios for Office 365 License
Requirement and Usage

Scenario No. 1: Backing up Office 365 user accounts in multiple backup sets

The required Office 365 licenses are calculated by the number of Office 365 user accounts that you
want to backup.

Example No. 1: To back up one (1) Office 365 user account on multiple backup sets, only
one Office 365 license is needed.

Backup Set Name Office 365 User Account

Backup Set A user01l@company-office365.com
Backup Set B user0l@company-office365.com
Backup Set C user01l@company-office365.com

Example No. 2: To back up two (2) Office 365 user accounts on multiple backup sets, two
Office 365 licenses are needed.

Backup Set Name Office 365 User Account

Backup Set A user01l@company-office365.com

user02@company-office365.com

Backup Set B userO1l@company-office365.com

Backup Set C user02@company-office365.com

Example No. 3: To back up three (3) Office 365 user accounts on multiple backup sets, two
Office 365 licenses are needed.

Backup Set Name Office 365 User Account

Backup Set A user01l@company-office365.com

user02@company-office365.com

user03@company-office365.com

Backup Set B user01l@company-office365.com

user02@company-office365.com

Backup Set C user03@company-office365.com
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Scenario No. 2: Backing up SharePoint Sites (not Personal Sites) under Site collections in
multiple backup sets.

The required Office 365 license is zero, but a minimum of one (1) Office 365 add-on module license
is needed to start the backup.

Example No. 1: To back up one (1) SharePoint site under Site Collection, one (1)
Backup247 Office 365 license is needed.

Backup Set Name SharePoint Site

Backup Set A companyoffice365.sharepoint.com/Finance
Backup Set B companyoffice365.sharepoint.com/Finance
Backup Set C companyoffice365.sharepoint.com/Finance

Example No. 2: To back up any number of SharePoint sites under Site Collection, only one
(1) Backup247 Office 365 license is needed.

Backup Set Name SharePoint Site

Backup Set A companyoffice365.sharepoint.com/Finance

companyoffice365.sharepoint.com/SupportTeam

companyoffice365.sharepoint.com/Engineering

Backup Set B companyoffice365.sharepoint.com/Finance

Backup Set C companyoffice365.sharepoint.com/Finance

companyoffice365.sharepoint.com/SupportTeam

companyoffice365.sharepoint.com/Engineering
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Scenario No. 3: Backing up files and/or folders under Public Folder in multiple backup
sets.

The required Office 365 license is zero, but a minimum of one (1) Office 365 add-on module license
is needed to start the backup.

Example No. 1: To back up files and/or folders under Public Folder, one (1) Backup247
Office 365 license is needed.

Backup Set Name Files and/or Folders

Backup Set A Folder01

o microsoftword01.docx

o powerpointpresentation01.pptx
o spreadsheet01.xls

o nhotepadOl.txt

o picture0l.jpg

o picture02.jpg

Backup Set B Folder01

o microsoftword01.docx
powerpointpresentation01.pptx
spreadsheet01.xls
notepad01.txt

picture01.jpg

picture02.jpg

Folder02

O O O O O

Folder03

Backup Set C Folder01

microsoftword01.docx
powerpointpresentation01.pptx
spreadsheet01.xls
notepad01.txt

picture01l.jpg

O O O O O O

picture02.jpg

Folder02

Folder03

o microsoftword02.docx

o powerpointpresentation02.pptx
o spreadsheet02.xls

o notepad02txt

o picture05.jpg

o picture06.jpg
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Scenario No. 4: Backing up Office 365 User Accounts, files and/or folders under Public
Folder, and SharePoint sites under Site Collections in multiple backup sets.
The required Office 365 license will depend on the number of unique Office 365 accounts.

Example No. 1: To back up three (3) Office 365 user account, files and/or folders under
Public Folder, and SharePoint sites under Site Collections on multiple backup sets, three (3)
Office 365 licenses are needed.

Backup Set Name Office 365 User Account, SharePoint

Site, and Files and/or Folders

Backup Set A user01l@company-office365.com

Backup Set B user01l@company-office365.com

user02@company-office365.com

companyoffice365.sharepoint.com/Finance

companyoffice365.sharepoint.com/SupportTeam

Backup Set C user01l@company-office365.com

user02@company-office365.com

Folder01
o microsoftword01.docx
o powerpointpresentation01.pptx
o spreadsheet01.xls
o notepad01l.txt
o picture0l.jpg
o picture02.jpg

Backup Set D user01@company-office365.com

user02@company-office365.com

user03@company-office365.com

Folder01
o microsoftword01.docx
o powerpointpresentation01.pptx
o spreadsheet01.xls
o notepad0l.txt
o picture0Ol.jpg
o picture02.jpg

companyoffice365.sharepoint.com/Finance

companyoffice365.sharepoint.com/SupportTeam
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Scenario No. 5: Backing up Office 365 User Accounts and Share Mailbox Accounts.

The required Office 365 license will depend on the number of unique Office 365 accounts.

Example No. 1: To back up three (3) Office 365 user account and three (3) Shared mailbox
accounts, six (6) Office 365 licenses are needed.

Backup Set Name Office 365 User Account and Shared

Mailbox Accounts

Backup Set A user01@company-office365.com

user02@company-office365.com

user03@company-office365.com

sharedmailbox01@test-office365.com

sharedmailbox02 @test-office365.com

sharedmailbox03@test-office365.com
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Appendix B: Example for backup of large numbers of Office 365
users

Example: 10,000 Office 365 users needed to be backup. Since the maximum number of Office 365
users per backup set is 2,000, there are 2 options available. There are further options, but this will
involve a large number of backup sets and maintenance of these backup sets will be practical.

© Option 1 - 5 Backup Sets, each has 2,000 Office 365 Users
© Option 2 - 10 Backup Sets, each has 1,000 Office 365 Users
Option 1 -5 Backup Sets, each has 2,000 Office 365 Users

Backup Set Name User Number

Backup -Set-1 No.1 - 2000

Backup -Set-2

No0.2001 — 4000

Backup -Set-3

No. 4001 — 6000

Backup -Set-4

No. 6001 — 8000

Backup -Set-5

No. 8001 — 10000

Option 2 — 10 Backup Sets, each has 1,000 Office 365 Users

Backup Set Name User Number

Backup -Set-1 No.1 — 1000
Backup -Set-2 No0.1001 — 2000
Backup -Set-3 No. 2001 — 3000
Backup -Set-4 No. 3001 — 4000
Backup -Set-5 No. 4001 — 5000
Backup -Set-6 No. 5001 — 6000
Backup -Set-7 No. 6001 — 7000
Backup -Set-8 No. 7001 — 8000
Backup -Set-9 No. 8001 — 9000
Backup -Set-10 No. 9001 — 10000
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If Option 2 was selected, for the last backup set, Backup -Set-10, follow the instructions on how to
select the Office 365 users. Doing these steps will ensure that additional Office 365 users will be
automatically included in the backup set.

1. On the backup source, tick the checkbox for the root selection. This will select all the Office
365 users.

Advanced Backup Source

Folders
=[] 428 Users

4 & E@ahsay.onmicrosoft.com ~
%V & EEl@ahsay.onmicrosoft.com -
+- ¥ & H2ahsay onmicrosoft com
+ 2 Iz zhsay onmicrosoft com
4+~ & E2ahsay onmicrosoft com
+ & El2:zhsay onmicrosoft com

& I3 ahsay onmicrosoft.com
® X
& H2ahsay onmicrosoft com

&5

a ahsay.onmicrosoft.com
& Hl3ahsay onmicrosoft.com
ahsay_ onmicrosoft.com

- -8

ahsay.onmicrosoft.com
ahsay.onmicrosoft.com
ahsay.onmicrosoft.com
ahsay.onmicrosoft.com

ahsay.onmicrosofi.com

-

!

ahsay.onmicrosofi.com
ahsay.onmicrosoft.com

g;

ahsay.onmicrosofi.com

ahsay.onmicrosoft.com v
pahsay.onmicrosofi.com

Ee Co Co Lo Lo Lo Lo Lo Lo Lo Lo

&

RN
NENERNRRRNRNERNERNERRRE

g

2. Deselect the first 9000 Office 365 users.

Advanced Backup Source
Folders

E [ 4 Users

- #- [ & EE@ahsay.onmicrosoft.com ~
#-[ & HEEl@ahsay.onmicrosoft.com _—
#-] & Il@ahsay.onmicrosoft. com
#-[] & HEl@ahsay onmicrosoft.com
%[ & Hl@ansay.onmicrosoft.com
#- & I@ahsay onmicrosoft.com
=B ;- -@ahsay.onmicrosoﬂ.com
#-] & IEl@ahsay onmicrosoft com
#-[) & HEE@ahsay onmicrosoft.com
#-[] & EEl@ahsay onmicrosoft com
#- & HEE@anhsay onmicrosoft.com
#-[] & EEE@ahsay.onmicrosoft.com
#- ) & El@ahsay.onmicrosoft.com
#-[ & ME@ahsay.onmicrosoft.com
#- & EE@ahsay onmicrosoft.com
#-[] & EEE@ahsay onmicrosoft com
=-_| & EE@ahsay.onmicrosoft.com
#-[ & EE@ahsay.onmicrosoft.com
#-[] & EE@ahsay onmicrosoft.com
#-[ & EEE@ahsay.onmicrosoft.com v
i- ] & EE@ahsay.onmicrosoft.com
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Appendix C: Example Scenarios for Restore Filter
Scenarios No. 1: Items from Users

Example No. 1: Restore filter setting from an Office 365 user account’s outlook inbox

Location: Office 365/Users/abc@Backup247.onmicrosoft.com/Outlook/Inbox

Search True
subfolders:

Kind: Mail — Subject

Type: Contains

Pattern: Office 365 changes

Match Case: True

Search

Look in

| Office 355#Usersﬂahsay_onmicrosuﬂ.com!()uﬂooldlnbox | Change
|w| search subfolders

Kind Type Pattern

| Mail - Subject w |oontair'|s - | | Office 365 changes || Match case

MName In Folder Size Date modified

Items per page Page - w




Search

Look in

ofice 365/Users [ iliz2nsay-onmicrosoft com/Outiook/inbox
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Change

| Search subfolders

Kind Type Pattern

Mail - Subject - | contains ~ | Office 365 changes
—
Searching ... Stop

¥ Match case

In Folder

Name

Items per page | S0 W

Size

Date madified

Search

Look in
i office 365/Users/ | ll22ns2v.onmicrosoft com/Outiook/inbox
|w] search subfolders
Kind

Type Pattern

I 1T I -
‘ Mail - Subject v \ \ contains v || Office 365 changes

.i Change

[v] Match case

In Folder
Office 365/Users @ =hssy.onmicrosoft.com/
Office 365/Users/ @ sh=ay.onmicrosoft.com/
Office 365/Users G =hssy.onmicrosoft.com/
Office 365/Users N @shsay onmicrosoft. com/
Office 365/Users G shsay onmicrosoft.com/
Office 365/Users SN @ =hsay.onmicrosoft.com/
Office 365/Users (G shs=y onmicrosoft.com/
|[¥) [ Weekly digest: Office 365 changes  Office 365/Users i@ shssy.onmicrosoft.com/
|[¥) [£) Weekly digest: Office 365 changes  Office 365/Users Il @ 2hssy.onmicrosoft.com/
|1 [77] Weekly dioest; Office 365 chanoes _ Office 365/Users M 2shs2y.onmicrosoft.com/

| Name

|[¥) [ Weekdy digest: Office 365 changes
|[4) (23 Weekly digest: Office 365 changes
|[F) 5 weekly digest: Office 365 changes
|2 [ weekly digest: Office 365 changes
|[4] [ weekiy digest: Office 365 changes
|[2) (5 WeeKly digest: Office 365 changes
|4 [ Weekly digest: Office 365 changes

Items per page |50 W

Size
68k
61k

63
66k
60k
58
5%
65k

61k

57 02/13/201815:45 |

Date modified
10/11/2017 04:07
02/13/2018 15:45 |
10/11/2017 04:07
10/17/2017 01:14 \ |
10/24/2017 00:58
11/01/2017 00:19
11/10/2017 02:07
11/21/2017 00:28
11/21/201700:28 V|

Page [1/2 W™
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Explanation:

All mails under Office 365/Users/abc@Backup247.onmicrosoft.com/Outlook/Inbox that has a
subject and contains ‘Office 365 changes’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in the Outlook Inbox upon searching. And it
will strictly search only the specified pattern and case which is the ‘Office 365 changes’.
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Example No. 2: Restore filter setting from an Office 365 user account’s OneDrive

Location: Office 365/Users/abc@Backup247.onmicrosoft.com/OneDrive

Search True
subfolders:

Kind: Files and Folders

Type: Exact

Pattern: testBigFile-backup

Match Case: True

Search

Look in

[ Office 365#Users._@ahsay.onmicrosoﬂ.com!OneDrive l _
Search subfolders
Kind Type Pattern

| Files and Folders v | | exact v | testBigFile-backup | Match case

Name | In Folder Size | Date modified

Items per page Page El




Search

Loak in
| Office 365!Usersahsay.onmicrosoﬂ_mmeneDrive
|w] search subfolders
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| Change

Kind Type Pattern
| Files and Folders W | | exact w | | testBigFile-backup | [w] Match case
I i ]
Searching ... Stop
Name In Folder Size Date madified

Items per page | 50 ~

Search

Look in

‘ Office 36SIUSers_@ahsay,nnmicrosoﬁ,com!OneDrive

| Change

V| search subfolders

Kind Type Pattern
‘ Files and Folders v ‘ | exact v |testB|gFiIe-backup |v| Match case
Search |
Name In Folder Size Date modified
testBigFile-backup office 365/Users/ JJlll@ahsay.onmicrosoft com/OneDrive
Itemns per page 50 L Page | 171 W
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Explanation:

All files and folders under Office 365/Users/abc@Backup247.onmicrosoft.com/OneDrive that
has the exact pattern of ‘testBigFile-backup’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in OneDrive upon searching. And it will strictly
search only the specified pattern and case which is the ‘testBigFile-backup’.
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Example No. 3: Restore filter setting from an Office 365 user account’s personal site

Location:

Search
subfolders:

Kind:

Type:

Pattern:

Match Case:

Office 365/Users/abc@Backup247.onmicrosoft.com/Personal Site

True

Files and Folders

contains

ppp

True

Search

Look in

\Ofﬁce 365/Users_@ahsay.onmicrosottcomlPersonal Site
|v] search subfolders

] Change

Kind Type Pattern

v ‘\ [contalns v prp

] [¥] Match case

[ Files and Folders

In Folder Size!  Date modified

Items per page |50 W I




Search

Loak in

Cifica %Wﬂm_@ahsa‘y.nnmicmsoﬂ.mmf&rsonal Site
| Search subfolders

Kind Type Pattern
Files and Folders w || containg  w || ppp
—
Searching ... - Stop
Hame In Falder

Items per page | 50 W

Size
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Change
| Match case

Date modified

Page |- w

Search

Look in

Kind

Office 365:Users_@ahsay.onmicmsult.com.fF'ersonal Site

| search subfolders

Type Pattern

Files and Folders W || contains  w | ppp

Change

|| Match case

In Folder
Office 365/Users SN =h=ay onmicrosoft.com/ Personal Site/D10M_Lists and Librari..
Office 355 /Users, D 2hs=y_onmicrosoft com/Parsonal Site/D101_Lists and Libeari..
Office 365/Users, R shsay_onmicrosoft.com/Personal Site/D101_Lists and Librari.
Office 365/Users [ =hzay.onmicrosoft.com/Personal Site/D101_Lists and Librari..
Office 365/Users N =hzay . onmicrosofi.com/Personal Site/0101_Lists and Librari..
Office 365/ Users I 2 =hs=y_onmicrosoft com/Personal Site/D101_Lists and Librari..
Office 365/User: T =h==y. onmicrosoft com/Personal Site/D101_Lists and Librari..

Size
35

35k
35
35k
36k
36k
36k

Date modified
08/20/2018 15:53
08/20/2018 16:23
08/29/2018 18:28
08/29/2018 16:54
08/29/2018 17:03
08/29/2018 18:16
08/29/2018 18:19

Items per page | 50 w

Page 1/1 w
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Explanation:

All personal site under Office 365/Users/abc@Backup247.onmicrosoft.com/Personal Site that
has the pattern that contains with ‘ppp’ with match case set to true will be included upon
performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in Personal Site upon searching. And it will
strictly search only the specified pattern and case which starts with ‘ppp’.
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Scenarios No. 2: Items from Site Collections

Example No. 1: Restore filter setting from Site Collections

Location: Office 365/Site Collections

Search subfolders: [RIE

Kind: Files and Directories

Type: Starts With

Pattern: A

Match Case: True

Search

Look in

| Office 365/Site Collections | Change

Search subfolders
Kind Type Pattern

| Files and Directories w || starts with s ||A | Match case

In Folder ‘ Size | Date modified

Items per page

Cancel Help
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Search

Look in

Office 365/Site Collections Change
| Search subfolders
Kind Type Pattern

Files and Directories w || startswith w || A | Match case
—
searching ... Stop

Name In Folder Size Date modified

Items per page |50 W Page |- w

Search
Look in
Office 365/Site Collections Change
| Search subfolders
Kind Type Pattern
Files and Directories W || startswith w || A | Match case
Search
Name In Folder Size Date modified
AB922B52-3406-4E49-B178-2057BDF09503  Office 365/5ite Collections/D901_ahsay.sharepoint. com...
[ AlternateMediaPlayer.xaml Office 365/Site Collections/D901_ahsay.sharepoint,com... 35k 09/29/2018 17:01
[ma AudioPreview.png Office 365/Site Collections/D901_ahsay.sharepoint,com... 13k 09/29/2018 17:01

Items per page |50 W™ Page |1/1 w
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Explanation:

All SharePoint sites under Office 365/Site Collections that has the pattern that starts with ‘A’
with match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date
Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in Site Collections upon searching. And it will
strictly search only the specified pattern and case which starts with ‘A’.
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Example No. 2: Restore filter setting from Public Folders
Location: Office 365/Public Folders

Search subfolders: [RIUE

Kind: Files and Folders

Type: Ends With

Pattern: t

Match Case: True

Search

Look in

| Office 365/Public Folders | Change
Search subfolders
Kind Type Pattern

| Files and Folders v || endswith w ”t | Match case

In Folder Date modified

Items per page
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Search

Look in

Office 365/Public Folders Change

| Search subfolders

Kind Type Pattern
Files and Folders W | endswith w ||t | Match case
—
Searching ... Stop
Mame In Folder Size Date modified
Page - w

Items per page | 50 W

Search

Look in

Office 365/Public Folders Change

| Search subfolders

Kind Type Pattern
Files and Folders W endswith w ||t +| Match case
Search
MName In Folder Size Date modified
o Pub-Test Office 365/Public Folders
Page | 1/1 w

Itemns per page |50 W
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Explanation:

All files and folders under Office 365/Public Folders that has the pattern that ends with ‘t’ with
match case set to true will be included upon performing search.

As you can see on the screen shot above, the result panel contains the Name of the mail,
Directory of the mails which are indicated In-Folder column, Size of each mails, and Date

Modified.

The restore filter setting includes the Search subfolder and Match case set to true. This means
that the filter will include all available subfolders in Public Folder upon searching. And it will
strictly search only the specified pattern and case which ends with ‘1.
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Appendix D: Setting Multi-Factor Authentication (MFA) in
Microsoft 365 Admin Center

What is Multi-Factor Authentication (MFA)? It is an authentication method wherein a user will be
granted an access only after successfully presenting two or more evidences or proof of personal
information or identification. It also adds a second layer of security to users upon logging in.

To enable MFA of any Office 365 user accounts, follow the steps below:

1. Login using an Office 365 Administrator credentials.

B8 Microsoft
Sign in

I - hs 2y onmicrosoft.com

Mo account? Create one!l
Can't access your account?

Sign-in options

Back

B8 Microsoft

« G :hsay.onmicrosoft.oom

Enter password

Forgot rmy password

signin
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2. Click the Admin Center icon.

A

Admin
Office 365
, My account X
Apps Install Office
m . Il @2ahsay onmicrosoft.com
My profile
Outlook OneDrive Word My account
Sign out
$ @ D @&
PowerPoint OneNote SharePoint Teams
B > L A 2
Yammer Dyr;aGr;ics Flow Admin
Explore all your apps —>

= Ahsay Systems Corpor:
SYSFEmROROn - My accounts x
{2 Home .
Active user
R & I—
I Acti 0 [l @anhsay.onmicrosoft.com
Active users
Contacts :
Display name 1 My profile
Guest users 0 :
2 s y accoun
Balotad Gsars [CI-10000-mail ;
Sign out
&£ Groups v [Cl-DataType]
B Billing v e |
¢ Customize Navigation [CSV-CSST] Al
Show all [CSV-CSST] Jol
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4. There are two (2) modes of viewing the Active users.

Classic Mode — This is the default mode upon entering the Active users screen.

Home > Active users Ahsay Systems Corporation Li... Try the preview
\ M v views | All users v Search users . ¥ Export
U Display name/\ Username Status
'
| (c1-10000-mail) [ - Pahsay.onmicrosoft.com Office 365 E3
| (ci-patatypelll B @ahsay.onmicro Unlicensed
| & | Il @3hsay.onmicrosoft.com Microsoft Teams Commercial C...

[csv-cssT) I -i;ﬂahsay.cnmirmsoh com Microsoft Teams Commercial C...

(csv-cssT; N - hs2y.onmicrosoft.com Microsoft Teams Commercial C...
| [CSV ‘\‘.SST;_ _@ahsa;.uonmicrosnft com Microsoft Teams Commercial C..,
| csv-css T I ;-2 onmicrosoft.com Microsoft Teams Commercial C...
0 (csv-cssT) I I ©2say-onmicrosoft.com Microsoft Teams Commercial C...
O (csv-cssT) I _iipahsay onmicrosoft.com Microsoft Teams Commercial C...
‘j’ [CSV-SAL]_ _@ahsay.onmxtvosoft.‘:om Microsoft Teams Commercial C...
] [C&V]_ -@ahsay.onmx(rosoft.mm Microsoft Teams Commercial C...

Preview Mode — This is a new feature in the Office 365 Admin Center that offers
simplification to manage your Microsoft 365 and Office 365 services. It also has all the
capabilities of the classic mode.

~ 060 0’0
Microsoft’ 3p5/adm ¢ ©0%°
= Ahsay Systems Corporation Limited Preview on
@ Home o
Active users
R Users A
| Active users A, Add auser & Add multiple users () Refresh - O Search Y Filter =
Contacts
Display name T Username Licenses
Guest users
C1-10000-mail |@ahsay.onmicrosoft.com Office 365 £3
Deleted users t ’ ]- -
£ Groups v ICI-Da!aType- l@’ehsay onmicrosoft.com Unlicensed
£ Billing v i« | I G252y onmicrosoft.com Microsoft Teams
Z  Customize Navigation icsv-cssT] N 5 2hsay.onmicrosoft.com Microsoft Teams
+ Showall |c5v.cssr]_ _'ﬁi‘dh:»d‘,'t’nmx(m’a:‘“'. com Microsoft Teams

5. To go to the Multifactor Authentication screen, below are the steps for classic and preview
mode.
For the Classic Mode:

e Search and select an Office 365 user account. The user’s information will be
displayed.
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i |27 75NN\ e b

Home > Active users Ahsay Systems Corporation Li... Try the preview

M v Views | All users v

] Display name/\ Username Status

Active users :‘ _ -@ahsay onmicrosoft.com Office 365 E3

Home

Contacts

Guest users

Just want to add an email address? ® Types of users
Groups P We'll help you select the right option based Different types of users and accounts can use Learn how cre
on your needs. Office 365 in distinct ways. this list unde

Resources

Billing

Support

¢ In the lower part of the user’s information screen, look for the Manage multi-factor
authentication Ilnk Itis in the More settlngs portion.

Ziee o MMRZ/NCUI5:00 \\ NN\

@ahsay.onmicrosoft.com
Home

Username / Ema -@ahsay,onmlcrosoft.com Edit
Active users

none

Contacts
Office 365 E3 Edit
Guest users

\ber No groups for the user. Click edit to change Edit
Deleted users group membership.

Groups / S Sign-in allowed Edit

f View and manage which devices this person has Edit
Office apps installed on.

Resources

Billing / R User (no admin access) Edit

Support / T ta |

N 9 7 > Po'e% 0% a ~ 3 qQ
Miciosoft 365 admifCe ! \/}/ 0/ = °%° 02 o 0\3 27 2//7 &8
AN X ; %
1 tus Slgr\ in allowed Edit

Off t View and manage which devices this person has Edit
Home Office apps installed on.

oles User (no admin access) Edit

Active users

format . Edit

Contacts

Guest users ~ ] Mail Settings

Deleted users

v @ OneDrive Setting

Groups

Resources

Billing

Support / »

More

Edit Skype for Business properties
Manage multi-factor authentication
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For the Preview Mode:

e Inthe Active users screen, click the [...] ellipses.

e Select Setup multifactor authentication from the list.

Microsoft’365/admgn dent

- Ahsay Systems Corporation Limited Preview on
@ Home .
Active users
R Users
1 Active R Addauser £ Add multiple users () Refresh O Search Y Filter =
Contacts L Export Users
Display name 1 Licenses
Guest users @ Reset a password
- -mail] fice 3
Deleted users (10000 mall @ Delete a user Office 3655
e Glorios (c-DataType] Il @ Setup multifactor authentication i enseld
< Directory synchronization
B Biling o G hsay onmicrosoft.com Microsoft Teams
Customize Navigation resv-cssT [ o5y onmicrosoft.com Microsoft Teams
- Showall iesv-cssl | IR oot Microsoft Teams
(csv-cssT) I I - - <2 onmicrosoft.com Microsoft Teams
icsv-cssT) | N I - - <y onmicrosoft.com Microsoft Teams

6. The multi-factor authentication screen will be displayed.

multi-factor authentication
users service settings

Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.

Note: only users licensed to use Mic
Before you begin, take a look at the mul

bulk update

View: Sign-in allowed users v P Multi-factor Authstatus: Any v

ti-factor auth deployment guide

MULTI-FACTOR AUTH

DISPLAY NAME USER NAME

STATUS
I N & 2hsay.onmicrosoft.com Disabled
Select a user
| I G ahsay.onmicrosoft.com Disabled
| ] - @ahsay.onmicrosoft.com Disabled
_ I @ahsay.onmicrosoft.com Disabled
icr-DataType] [l Il @ahsay.onmicrosoft.com Disabled

(QA-Admin account) [ EI @ 2hsay.onmicrosoft.com Disabled
1L>NUNCENSEDZ- G ahsay.onmicrosoft.com Disabled
_ _x}‘ahsayomn::vos:vf: com Disabled
] I 5 o hsay.onmicrosoft

Disabled

Note: The two (2) modes will go to the same screen.

7. You can search and select one or more Office 365 user accounts. There is also a drop-down
list available for multi-factor authentication status namely, Disabled, Enabled, and
Enforced.
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multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the multi-factor auth deployment guide.

bulk update

View:  Sign-in allowed users v lcsv ‘ X | Multi-Factor Auth status:
— MULTI-FACTOR|
¢ DISPLAY NAME USER NAME STATUS Enabled
« Il 2 hsay.onmicrosoft.com Disabled Enforced
o I I - s 2y .onmicrosoft.com Disabled -
B -@ahsay.onm\crosoﬁ.ccr
¢ _ _@ahsay.onm\':msoft‘mm Disabled
B | _@ahsay.onmi:msoft‘mm Disabled qUiCk steps
o I I > - hsay.onmicrosoft.com Disabled Enzble
o esvi I I ©hsay.onmicrosoft.com Disabled Vienage user setings

e Disabled — This status refers to the users who are not yet enrolled in the MFA. This
is the default status.

e Enabled - This status refers to the users who are enrolled in the MFA, but changes
have not yet taken effect.

e Enforced — This status refers to the users who are enrolled in the MFA has
completed the registration process.

8. Upon selecting a user, on the right side of the screen it will show you a link to enable the
MFA. Click the Enable link to proceed.

multi-factor authentication
users service settings

Note: only users licensed to use Microsoft Online Services are eligible for Multi-Factor Authentication. Learn more about how to license other users.
Before you begin, take a look at the muilti-factor auth deployment guide.

bulk update

View: | Sign-in allowed users v iCSV*IVy X Multi-Factor Auth status:  Any v

@  DISPLAY NAME USER NAME MULTI-FACTOR AUTH

STATUS
v 1 I @ =hsay.onmicrosoft.com Disabled _
I 2hsay.onmicrosoft.co
quick steps
Enable

Manage user settings

I < hsay.onmicrosoft.con

quick steps
Enable

Manage user settings
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9. A warning message will be displayed. Click the enable multi-factor auth button to proceed.
Otherwise, click the cancel button to abort.

Q

About enabling multi-factor auth

Please read the deployment guide if you haven't already.

If your users do not regularly sign in through the browser, you can send them to this link to register for multi-factor
auth: https://aka.ms/MFASetup

enable multi-factor auth

10. If you select enable multi-factor auth, the screen below shows the successful enabling of
MFA for the Office 365 user account that you selected.

Updates successful

Multi-factor auth is now enabled for the selected accounts.

11. To finish the setup for the MFA, login using the MFA enabled Office 365 user account.
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B8 Microsoft
Sign in

I ©:hsay.onmicrosoft.com

No account? Create one!
Can't access your account?

Sign-in options

Back Next

a8 Microsoft

< Jl@:hsay.onmicrosoft.com
Enter password

Forgot my password

12. Upon logging in, there will be a message that will require you to provide more information to
keep your account safe. Click Next to proceed.

B8 Microsoft

-@ahsay.onmicrosoft.com

More information required

Your organization needs more information to keep
your account secure

Use a different account

Learn more
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13. The Additional security verification screen will be displayed. Select one (1) option you
want for the security of your account. You can choose from the three (3) options,
Authentication phone, Office phone, and Mobile app.

B3 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v

Select your country or region v ‘

Phone number can contain only the digits 0-9, dash, space, period and parentheses.

Method

O Send me a code by text message

®  Callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

©2019 Microsoft  Legal | Privacy

e Authentication phone

o Enter valid mobile number.
o Select a method

= Send me a code by text message
= Callme

B2 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

Authentication phone v

Philippines (+63) M El

Method————————
’7@) Send me a code by text message

O callme

Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply. ‘

©2019 Microsoft  Legal | Privacy

Office phone — This option is disabled. Please ask your administrator if you need to
update your office phone number.
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B¥ Microsoft

Additional security verification
Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 1: How should we contact you?

‘ Office phone v ‘
Extension|
Contact your admin if you need to update your office number. Do not use a Lync phone
Next
Your phone numbers will only be used for account security. Standard telephone and SMS charges will apply

©2019 Microsoft  Legal | Privacy

¢ Mobile app

o Select which option you like upon using the mobile app

= Receive notifications for verification
= Use verification code
14. If you have selected the first option which is the Authentication phone with a method of
Send me a code by text, you will receive a text message containing the verification code.
Ensure that you have indicated a valid mobile number.

< Microsoft

‘ 290128

Use this code for Microsoft verification

B® Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 2: We've sent a text message to your phone at +_

When you receive the verification code, enter it here

290128

©2019 Microsoft  Legal | Privacy
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B2 Microsoft

Additional security verification

Secure your account by adding phone verification to your password. View video to know how to secure your account

Step 3: Keep using your existing applications
In some apps, like Outlock, Apple Mail, and Microsoft Office, you can't use a phone to secure your account. To use these apps,
you'll need to create a new "app password” to use in place of your work or school account password. Learn more

Get started with this app password:

xhfzrztthjgqflog ra

Done

©2019 Microsoft  Legal | Privacy

15. To verify if it's working, login using the MFA enabled Office 365 user account.

a8 Microsoft
Sign in
-@ahsay.onmicrosoft.com

Mo account? Create one!

Can't access your account?

Sign-in options

Back Next

16. Upon logging in, there will be a message that will require you to provide the code that have
been sent to your personal mobile number. Click Verify to proceed.
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BS Microsoft

-@ahsay.onmicrosoft.com

Enter code

[ We texted your phone +XX XXXXXXXX79. Please
enter the code to sign in.

tode

Having trouble? Sign in another way

More information

< Microsoft Delete

501311
W Use this code for Microsoft verification

2

BS Microsoft

-@ahsay.onmicrosoft.com

Enter code

[ We texted your phone +XX XXXXXXXX79. Please
enter the code to sign in.

501311

Having trouble? Sign in another way

More information
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17. After the verification process, the screen will be automatically redirected to the Office 365

Main screen.

i Office 365

Apps
Outlook OneDrive
SharePoint

Explore all your apps —

Word

Excel

0 oz 2 @

My account X

-@a hsay.onmicrosoft.com

My profile
My account
Sign out
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Appendix E: Example Scenario for Backup Set Maintenance

Scenario: Office 365 user account does not exist warning message

This is the sample warning message if the user does not exist. If a user is removed from the domain

and the Admin did not manually unselect the user from the backup source, then during backup job
there will be a warning that the user does not exist. The warning will appear on the backup log.

Backup job is completed with warning(s). Check the backup log for the warning message.

Backup

m BackupSet-1
@ B247CBS (Host: 10.3.121.17:80)

A Backup completed with warning|s)

Backed up 08 (0 file. 2 directories, O link)
Elapted time 45 sec

Transler rate  Obit's

Backup log contains a warning message.

A Backup source "Office 365/Users/

»@: & s §o.biz" does not exist !

T Log. Time:

Start [ B247Pro w0037 017212022 12:1301

D saving enerypted backup set encryption keys to server_ 0V212022 129301 M
) sear Backup ... [Deduplication: enabiled, Dedulication seope: ANl files. within the same backup set, Migrate Delta: disabled] 002 12:13:00
[ ] Using Termporary Diregiory CWsers\wseriobmisempt 1 6427 37T4R0560B50 1 642 TITHGHG 2D 01212022 12:13:09
“ Start running pre-commands 0212022 121318
“ Finished running pre-commands 01212022 121318
ﬂ Dewnloading sevver file kst [Office 365).. OVRR2022 121398
) Devenlood valid index files fram backup job "null” 1o "CAUsers\userobminemp 1 642737748856 0858 1 (427379695 200n...  O1212022 121318
) Downloading server file kst (Office 365).. Complered 0212022 12:13:18
ﬂ Run Office 365 Data Synchronization Check {15t time) 01212022 12:13:36
o [Mew Directory]... Dffice 365 01212022 12:13:37
3 02022 12:13:37
b Bockup scurce "Office 365/Usersho o bl bobiz” does not exist ! 0022 12:13:38
LM vad aling the presenie ckusp data in ge sonation saylBS"... 0172172033 12:13:41
“ Thiis backup job has no backup data in destination "Ahsay(BS" 01212022 12:13:41
g Finithed walidating the presence and size of backup data in destination “AhsayCBS" 017212022 12:1341
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Appendix F: Example Scenario for Data Synchronization Check
(DSC) with sample backup logs

Selection of root folder vs Selective files and/folders

Selective

Root Selection Files and/Folders

=] m Office 365

Ei ' G cloudbacko.biz

o ﬂﬁ Outlook O ‘ OneDrive
h

=
o
2
g
H
&

=

I
o O @
FoRr

A —
E Public Folder

=} E)sn:e Collections

Root Selection

Selecting the root folder automatically selects all the files and/or folders under all Office 365 user
accounts including the Public Folder and Site Collections. On the comparison image above, the
checkbox for the root folder “Office 365” is ticked.

Data synchronization check is not required when using root selection backed up. As during a backup
job any deleted files in the backup source will be automatically move to retention area.

Below is a sample screenshot of the backup source with root selection.

Folders

= [E] Office 365
".ﬁ..' Users
-- E Public Folders
il B Site Collections

Folders
= [E] Office 365
E} <=5 Users
i E| ﬂ i@ u | biz
-- Hﬂ Outlook
-- & OneDrive
it B, Personal Site
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Selective Files and/or Folders

When the root folder is not selected, and the files and/or folders are selected individually. If the files
and/or folders are subsequently un-selected from the backup source. The backup job will not pick up
the changes of the de-selected files and/or folders, they will not be moved the retention area but
remain in the data area. In the long run this could result in a build-up of data in the backup
destinations(s).

On the comparison image above, the “OneDrive” checkbox is greyed out because there is only one
file and one folder selected.

Data synchronization check is highly recommended to perform to synchronize de-selected files
and/folders in the backup source with the backup destination(s). This will ensure that there will be no
data build up on the backup destination(s).

Below is the sample screenshot of the backup source with selective files and/or folders.

Folders Mame | Date modified | Size
B0 & ¢ e @y sy ¥ 0] AhsayACB_Use... 08/11/2020 11:13 15KB
& [ Outlook ’ A @] AhsayCBS_ver.. 08/11/202011:13 15KB ™
&[] & OneDrive i3] AhsayCloudFile... 08/11/2020 11:13 38KB
@[ Microsoft Teams Cha AhsayCloudFile... 08/11/2020 11:13 38KB
backupsamples AhsayCloudFile... 08/11/2020 11:14 38KB
@) B3 Personal Site AhsayCloudFile... 08/11/2020 11:14 38KB
R T — I @ @) AhsayOBM_ver... 08/11/2020 11:14 15KB
B0 & e Rl biz O [s] AlertMessageF... 08/11/2020 11:14 3KB
B0 & wom m @iy i, [8] AlertMessageF... 08/11/2020 11:14 3KB
B & e megs @ B g B 1.bi (] @ AlertMessage.. 08/11/2020 11:14 3KB
EERER | o e W — [ [&] AlertMessageT... 08/11/2020 11:14 3KB
B0 & s wome I @aa m@es [ [8] AlertMessageT... 08/11/2020 11:14 3KB
B0 & B e @ smmmhi @] BackupSet_201... 08/11/2020 11:14 15KB
DR T Tr— 0] BackupSet_201... 08/11/2020 11:14 15KB
R Uy N— 0] BackupSet_201... 08/11/2020 11:14 15KB
B0 & B 0% s s @it 0] BackupSet_201... 08/11/2020 11:14 15KB
B0 & @ B8 akabiz M @) BackupSet_201... 08/11/2020 11:14 15KB
B & B B @ me—— BackupSolutio... 08/11/202011:14 TKB
= a - = @ - File snapshott.. 08/11/202011:14 TKB
B & demmion @ dmlonsin. b y File snapshott.. 08/11/2020 11:14 7KB
B0 & B e (il File snapshott.. 08/11/202011:14 7KB W
£ _ 3> File snapshott.. 08/11/202011:14 TKB

Only selected files and/or folders are selected in OneDrive. Also, the Office 365 user account is
greyed out as this indicates that not all items are selected.




NOTE: Selective Files and/or Folders only applies to files and/or folders under Outlook, OneDrive,
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Personal Site, Public Folders, and Site Collections. This is NOT applicable for User Level.

This is an example of selective files and/folders from OneDrive.

Folders Name | Date modified | Size
=N S S @y s )] AhsayACE Use... 08/11/2020 11:13 15KB
_. ] ﬂ-__"l Outlook glln! @ AhsayCBS_ver... 08/11/202011:13 15KB ™
- [ @ OneDrive @ AhsayCloudFile... 08/11/2020 11:13 38KB
@1 Microsoft Teams Cha AhsayCloudFile... 08/11/2020 11:13 38KB
7] backupsamples .. AhsayCloudFile... 08/11/2020 11:14 38KB
- Bﬁ Persanal Site %] @ AhsayCloudFile... 08/11/2020 11:14 38KB
B0 & S @ . .. @ AhsayOBM_ver... 08/11/2020 11:14 15KB
E-[ & @ alili biz (] @ AlertMessageF... 08/11/202011:14 3KB
B[] & w o @iy wwmems, L [5] AlertMessageF... 08/11/2020 11:14 KB
B & e megs @ B g B 1.bi - @ AlertMessage... 08/11/202011:14 3KB
- & e sy ey ([ @ AlertMessageT... 08/11/2020 11:14 3KB
E-0 & e w L G s A (] @ AlertMessageT... 08/11/2020 11:14 3KB
-0 & Baial e shi@mmpase b @ BackupSet_201.. 08/11/202011:14 15KB
0 & im— ) @iy, @] BackupSet_201... 08/11/2020 11:14 15KB
R Ty ES——— ) BackupSet_201... 08/11/2020 11:14 15KB
B0 & N u el () i @ BackupSet_201.. 08/11/2020 11:14 15KB
B & g @ BE R, biz @ BackupSet_201.. 08/11/2020 11:14 15KB
B0 & Dty @iyl BackupSolutio... 08/11/2020 11:14 7KB
B & @y File snapshott.. 08/11/202011:14 7KB
E0 & S @l Y File snapshott.. 08/11/202011:14 7KB
B0 & B e (il File snapshott.. 08/11/202011:14 7KB W
< i > File snapshot t.. 08/11/202011:14 7KB
This is an example of selective files and/folders from Site Collections.
Folders Name | Date modified | Size
= @ a ahsay.sharepoint.com/sites/test (] ‘ Documents01.pdf 05/02/2019 16:24 17MB
{ &8 [ Lists and Libraries A 4 @ Documents02.pdf 05/02/201916:24  17MB™
(i] [ "'p Form Templates oe Documents03.pdf 05/02/2019 16:24 17MB
#-[J [ Managed Metadata oe Documents04.pdf 05/02/2019 16:24 17MB
=-0 ' Documents ¢ Documents05.pdf 05/02/2019 16:24 17MB
i 2-0 Testing files oe Documents06.pdf 05/02/2019 16:24 17MB
= ¥ My Documents [0 @ Documents07.pdf 05/02/2019 16:24 17MB
i #-J ¥ Photos @ Documents08.pdf 05/02/2019 16:24 17MB
E] [ Site Assets oe Documents09.pdf 05/02/2019 16:24 17MB
i O ¥ Site Pages (J @ Documents1 0.pdf 05/02/2019 16:24 17MB
-0 " Style Library [J @ Documents11 .pdf 05/02/2019 16:24 17MB
=0 % Subsites (0 @ Documentst 2.pdf 05/02/2019 16:24 17MB
#- ﬁ ahsay. sharepomt com/sites/test-del . Documents13.pdf 05/02/2019 16:25 17MB
#-[J {2} ahsay.sharepoint.com/sites/test-doc-center @ Documentst4.pdf 05/02/2019 16:25 17MB
#-[]] (Y ahsay.sharepoint.com/sites/test-using-web (J @ Documents15.pdf 05/02/2019 16:25 17MB
@ O d ahsay.sharepoint.com/sites/test001 (] ‘ Documents16.pdf 05/02/2019 16:25 17MB
+ D G ahsay.sharepom(.(om/s'[es/(esﬂ -D ‘ Documents17.pdf 05/02/2019 16:25 17MB
#-[ {2} ahsay.sharepoint.com/sites/test111 € Documents18.pdf 05/02/2019 16:25 17MB
@ D ﬁ ahsay sharepom( com/sites/test2 D ' Documents19. pdf 05/02/2019 16:25 17MB
@ D a ahsaysharepoin( com/sites/test2018 . ‘ Documents20. pdf 05/02/2019 16:25 17MB
#-] (%} ahsay.sharepoint.com/sites/test22 D @ Documents21.pdf 05/02/2019 16:25 17MB
[ 4 _ )] ¥ @ Documents22.pdf 05/02/2019 16:25 17MB
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On the sample backup log, it shows that data synchronization check is enabled and runs for the first

time.

()

=l==]= ] [l T e f e T e e [ =

Log
Sesnt [ B247Prs +9.1.00)

Saving encrypred backup set encryption keys to server...

Start Backup .. [Deduplication: enabled, Deduplication scope: All files within the same backap seq, Migrave Delta dizsabled]

Lising Temporary Directery Chillsertadmintcbmidempl1 6371 32089820 Local 1637141245235

Seart Paricdic Data kntegricy Check on Backup set = "Client Run Office 355 Backup Set” destination = "Local-17

Seart data imegricy check om Backup set "Cliom Run Office 365 Backup Seu1 6371 38083824)°, “Local- 101637141 2452257, ..
Seart processing daa incegrity check on backup ser= “Client Bun Office 365 Backup Se1° desination= “Local-1°

Drownload valid index files from backup job “2022-04-11-15-49-00" ro "Cllsers\admint.obmitempt] 6371 320808240 ocsl ..
Skipped to run Data Integrity Check for backisp set "Client Run Office 365 Backup Set” in dessination "Local-17 be<ause ne .
Dusta inbegrity chack cn backup set= "Client Run Office 365 Backup 52t destinats “Lestal1" pleted

Fritshad data incegrity check on backug see "Client Bun Office 365 Backup See{ 1631 32089824)°, “Local- 1183714124522
Complered dava invegrity chesck on baciogp ser “Client RBun Office 365 Backup Seo{ 16371 38085824)°, “Local-1{1637141245.
SLAM runming pre-commands

Farished running pre-commands

Dowmlgading server file list (Office 365).

Dovamlead valid index files fram backup job "2032-00:11-1549017 po "Cillzersndminl sbmizempl] 6371 32080820 Lacal .,
Dhovwnloading server file lis (Office 385). Complered

ists is not supporced under modenn suthentication.
Rumn Offsce 365 Data Synchronizaton Check {15t time)

—

THew Drectory]... Uilice 365
[Mew Dergstony].. Bffice 36558 Collections
[Mew Directory] Office 3650 sers

Time
012502022 14:591:33
/252022 14:51:33
2022 14:530:36
253022 14:31:36
QUIHE0Z 143035
O253022 145155
2502022 145155
/252022 14:50:56
M2 143136
QUZRI02T 143057
253022 14:51:57
O1/2502022 145157
/252022 14:51:57
252022 145057
MIZEP0ID 143158
OUIRI0Z 143138
012502022 1459148
/252022 145159
252022 14:52:99
MI253022 145219
WINPT 143219
252022 14:3220

¥

L

On the sample backup log, it shows the countdown until the next data synchronization check which
is in two (2) days.

=
H

| Log
Existing statistics of backup set="Client Run Office 365 Backup Set" destination= "Local-1": Data area compressed size: 3.

Recalculated statistics of backup set="Client Run Office 365 Backup Set” destination= "Local-1": Data area compressed si.

The statistics of backup set="Client Run Office 265 Backup Set" destination="Local-1" is correct.
Data integrity check on backup set= "Client Run Office 365 Backup Set” destination="Local-1" is completed
Finished data integrity check on backup set "Client Run Office 365 Backup Set(1637138089824)", "Local-1({163714124522..,
Completed data integrity check on backup set "Client Run Office 365 Backup Set{1637138089824)", "Local-1(1637141245...
Start running pre-commands
Finished running pre-commands
Downloading server file list (Office 365)...
Download valid index files fram backup job "2022-01-25-14-51-13" to "C\Users\admint.obmitempl1637 138089824\ Local...
Download valid index files from backup job "2022-01-25-14-51-13" to "C:\Users\admint.obm\termp'1637138089824\Local...
Download valid index files fram backup job "2022-01-25-14-51-13" to "C\Users\admint.obmitempl1637 138089824\ Local...
Downloading server file list (Office 365).. Completed

- - upported under modern authentication.
Office 365 Data Synchronization Check will be run after 2 day(s)

Downloading Server fle NSt (e om e

Downloading server file list {0 s n@simy swmscssi.com)... Completed
Reading backup source from « s smmda@ 8w wom o Loom...

ESERNy NSRS COT)...

Time
01/25/2022 15:03:49
01/25/2022 15:03:49
01/25/2022 15:03:49
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:53
01/25/2022 15:03:54
01/25/2022 15:04:03
01/25/2022 15:04:06
01/25/2022 15:04:08
01/25/2022 15:04:07

On the sample backup log, it shows the countdown is done and data synchronization check is
running.

F

SOO2002000

Log
Start [ B247Pra v2.1.0.0]

Saring encrypted Backup 161 encryption eyl 16 server..
Scan Backup ... [Deduplication: enabled, Deduplication scope: All files within the same backup ser, Megrate Deha: disabded)
Lzing Temparany Directony C\Llzersadminlobmlsemg! 16371 I80B08 2 Ml ocab@1 637141 245225
SLA runring pre-comimands
Firsshed running pre-commands
Dowmloading server file lst (Office 365).
Dizamiload valid mdes files fredn bachup b " 2023401 2250503127 12 O e s\sd minabmioempt ] 6371 3B0SFE2 M seal.
Drownload valid sndex fibes from backup job “2022-01-25-15-03-12" o “"CUlsers\sdmintuobrioempi 1 6371 38083824 ocal.
Diowmload valid index files frem backup job "2022-01-25-15-03-12" o "ClllsersladminLobmibemph 1 5371 38083024\ e al.
Drewmnloading server file list [Office 385)... Complened
= - survey lists is not supsported under modern satheraication.

Rurm Ofice 365 Data Symchronization Chack

SErWET TIE WSL1 o = ey i e ML
Diowmnloading server file list (v i@ @, Ficomb.. Completed
Reading bachup Soure s From « m ommd oy s, com. .

Time:
OO 150810
OV2TIA0EE 150011
V22022 150913
OV2TI2022 150013
D170 150831
0122022 15:08:31
QV2TI2022 15:00:31
0V2TI2022 15:08:31
0122022 150831
QV2TIR0EE 15:00:31
012TI2022 15:08:31
OV2TI2022 150832
D1RTR0IE 150840
0122022 150943
0122022 15:00:43
V272032 15:00h44




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

On the sample backup log, it shows that data synchronization check is disabled.

| Log
Seart [ B247Prs v2.1.0.0]

Saving encrypted backup bet encryption keys 15 sereer..
Sean Bachiup ... [Deduplication: enabled, Deduplication scope: All files within the same backup ser, Mgrate Deha: disabled)
Using Temnporany Directory CiUserstadmint.obmitempl 6371 380R082 4\ Locad@ 637141 145225

Sean running pre-commands

Firsshed running pre-commands

Dowmnloading server file bst [(Office 365).

Dowmload valid index fibes. from backup job "2023-1-25-15-03-127 o "Cllsers\adminiobmibemph] 6371 38089824 o< al..

e
bled [Debuag opticn -
DrmIGAGrg SErwEr TIE WELL o Bl ey & & & o LGP
Diowmnloading server file list (v spede@@on, s com). Completed
Reading bachup source froem = e o med sy s pn (0.

loodok G T

Dol vialiel ineles files fraam Backup job = 2022401 251502127 1o "CWlzsri\sdmin'Labmilemph 1 6371 30089824 seal
Download valid index files from backup job “2022-01 -25-15-03-12" to "C\WUsersiadminLobmicemp 16371 38083824\ ocal..

Time:
01252022 150910
D220 150811
017252022 150913
01252022 15:0%:13
01252022 15083
O1/252022 150931
Q1252022 150931
Dr2%2002 15:00:31
0172552082 150831
Q1IS2022 150931
017282082 15:09:31
017252022 15:0%:32
Q1252022 15:00:40
01252002 150943
01252022 150943
DV2R2022 150044

»
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Appendix G: Setting the Data Synchronization Check (DSC)

Data Synchronization Check (DSC) is enabled by default and will run every 60 days.

Assumption: Backup247 Advanced Client (B247PRO) Installation path is C:\Program
Files\Backup247 Advanced Client (B247PRO)

To disable the data synchronization check, follow the instructions below:

Make sure there are no active backup or restore job running.

Close Backup247 Advanced Client (B247PRO) UL.

Stop the Backup247 Online Backup Manager services

Go to C:\Program Files\Backup247 Advanced Client (B247PRO)\ folder.
Open cb.opt file using a text editor such as Notepad or Notepad++.
Add this line, Office365.DSClinterval=-1

A value of -1 indicates data synchronization check is disabled.

7. Start the Backup247 Online Backup Manager services

o gk~ w DN

To check if the data synchronization check is enabled, follow the instructions below:

Go to C:\Program Files\Backup247 Advanced Client (B247PRO)\ folder.
Open ch.opt file using a text editor such as Notepad or Notepad++.
Look for this line, Office365.DSClInterval=xx.

Note:

If xx is a positive value this indicates the data synchronization check is enabled and
represents the interval number of days until the next run of data synchronization check.

-OR-

If the interval value is not -1.
To adjust the interval number of days, follow the instructions below:

Make sure there are no active backup/restore job running.

Close Backup247 Advanced Client (B247PRO) UI.

Stop the Backup247 Online Backup Manager services

Go to C:\Program Files\Backup247 Advanced Client (B247PRO)\ folder.
Open ch.opt file using a text editor such as Notepad or Notepad++.

o gk wbh e

Change the interval number.

For example:
Current interval: Office365.DSClinterval=60
Updated interval: Office365.DSClnterval=10
Explanation:

On the current interval, the number of days is 60. While, the updated interval, the number
of days is reduced to 10.

WARNING!

If the interval value is 0, Office365.DSClinterval=0, then the Data Synchronization Check (DSC) will
run for every backup job.
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7. Start the Backup247 Online Backup Manager services
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Appendix H: How to Increase the Number of Concurrent Backup
Threads

Assumption: Backup247 Advanced Client (B247PRO) Installation path is C:\Program
Files\Backup247 Advanced Client (B247PRO)

To increase the number of concurrent backup threads, follow the instructions below:
Make sure there are no active backup or restore job running.

Close Backup247 Advanced Client (B247PRO) UI.

Stop the Backup247 Online Backup Manager services

Go to C:\Program Files\Backup247 Advanced Client (B247PRO)\ folder.
Open afc.opt file using a text editor such as Notepad or Notepad++.

o gk~ w DN

Add this parameter,

obx.core.backup.file.BackupResourceManager.maxConcurrentSubCmd=xx

A xx value indicates the number of threads. Minimum thread is 1.

NOTE

Increasing the number of concurrent backup threads does not guarantee that the
overall backup speed will be faster since there will be an increased chance of
throttling by Microsoft Office 365.

7. Start the Backup247 Online Backup Manager services.
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Appendix I: How to view Item count and Storage used in Microsoft
365 Admin Center

To view the item count and storage size of Office 365 user account based on the usage for
Exchange (Outlook), OneDrive, and SharePoint, follow the instructions below:

1. Login to the Office 365 (https://login.microsoft.com).

2. Go to Microsoft 365 admin center.

o

]

Office 365
Apps Install Office
E Outlook ‘ OneDrive N
m Word It Excel

& PowerPoint ml OneNote
a SharePoint $ Teams

m Yammer D Dynamics 365

@ Power Autom.. uk Admin

u Azure Bﬁ_ Add-Ins
[C1

All apps

3.  On the Microsoft 365 admin center, click Show all then click the dropdown arrow for the
Reports and select Usage.

Microsoft 365 admin center it Microsoft 365 admin center i1 Microsoft 365 admin center

Home (it Home Home

Users Users Users

Groups Groups Groups

o

Billing Roles Roles

. ces
Setup Resource: Resources

i) Billing
Customize navigation
Support Support
* Show all

Settings Settings

X B o 0 @

Setup

Setup

Report:
eports Reports

LY

Health Productivity Score

Usage
Security 8 compliance

Health
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4. Onthe Usage screen, select a report you want to view.

7 days 30 days 90 days 180 days

Active users

m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

o

6/21/2020 7152020 711912020

Usage

Exchange
7 days

30 days 90 days 180 days

Forms

m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

0 2
612112020 7152020 711912020
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5. For Exchange, go to Mailbox usage.

Exchange

7 days 30 days 90 days 180 days

Email activity
Email app usage
Mailbox usage

Forms

m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

Yammer 7i512020

7119/2020

7 days 30 days 90 days 180 days

Mailbox Storage Quota Data as of: Monday, July 20, 2020 (UTC)

Number of total and active user mailboxes L Export
120

100

80

60

40

20

6/21/2020 /52020 711912020

m Total ™ Active

Highlighted columns are, Item count and Storage used (MB).

© Item count — number of mailbox items in Outlook per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

Details L Export
Username = Lastactivity date (UTC) =] Item count = || Storage used (MB) = | Quota status =
I 2 =say. onmicrosoft.com 9,507 1,383 Good (under limits)
_@ahsay.unmicmsuitonm 9,607 1,383 Good (under limits)
ahsay.onmicrosoft.com 0,634 1,383 Good (under limits)
ahsay.onmicrosoft com 9,597 1,383 Good (under limits)
I & :hsay.onmicrosofi. com 9,597 1,383 Good (under limits)
ahsay onmicrosoft com 9,585 1,3 Good (under limits)
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6.

For OneDrive, go to Usage

Exchan:
7 days

30 days 90 days 180 days

Forms
Microsoft Tea
Offic

B Office 365 W Exchange ® OneDrive ® SharePoint B Skype for Business ® Yammer ® Microsoft Teams

OneDrive
Activity
Usage

SharePoint

e for Busil

Yammer

7I5/2020 71182020

Help

7 days

30 days 90 days 180 days

Accounts Storage

Number of total and active files

Data as of: Monday, July 20, 2020 (UTC)

+ Export
500K
450K
400K
350K
300K
250K
200K
150K
100K
50K

0 __{&nﬁn_n_n&ﬂa_m_ﬂ_n_a_u_n&n_nw_

6/21/2020 71512020 7/18/2020

m Total files ™ Active files

OneDrive

A Help

7 days 30 days 90 days 180 days

Accounts  Files

Data as of: Monday, July 20, 2020 (UTC)

Amount of storage used
29TB
2.8TB

[ Export

28TB
2778
2778
2.6TB
26TB
2.5TB

B
6/21/2020 71512020 7H9/2020

W Storage used

Highlighted columns are, Files and Storage used (MB).

© Files — number of files in OneDrive per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

Details 4
Last activity date (UTC) =

Export

URL =  Owner principal name ® = Files

Active files = Storage used (MB)

hitpsi//ahsay- Bl =iy onmicrosoficom  Tuesday, July 14, 2020 8 I 52
my.sharepaint.com/persanall...
https://ahsay-
my.sharepoint.com/personal/... -@ahsay onmicrosoft.com
sharepoint001

https://ahsay-

Monday, February 17, 2020 11,021 [ 5,697

my.sharepoint.com/personal/...
https://ahsay-
my.sharepoint.com/personal/...
hitps://ahsay-

my.sharepaint.com/personal/...

- < onmiciosofi. com
_@ahsay.onrrmnsaﬁ.m
I -2, onmicrosoft com

Tuesday, July 14, 2020 0 29 2

Monday, July 20, 2020

Tuesday, July 07, 2020

224

47,882

45
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For SharePoint, go to Site usage.

7 days

30 days 90 days 180 days

m Office 365 ® Exchange ® OneDrive ® SharePoint ® Skype for Business ® Yammer ® Microsoft Teams

OneDrive
SharePaint
Activity
Site usage
e for Bl

Yammer
7/52020

719/2020

Help

7 days 30 days 90 days 180 days

Sites Storage  Pages Data as of: Sunday, July 19, 2020 (UTC)

Number of total and active files + Export
90K
80K
70K
60K
50K
40K
30K
20K
10K

/2012020 7142020 711812020

® Total files m Active files

SharePoint site usage v Help

7 days 30 days 90 days 180 days

Sites  Files Pages Data as of: Sunday, July 19, 2020 (UTC)

Amount of storage used L Export
242GB

233GB
224GB
214GB
205GB

196GB

6/20/2020 71412020 718/2020

W Storage used

Highlighted columns are, Files and Storage used (MB).

© Files — number of files in SharePoint per Office 365 user account

© Storage used (MB) — storage used in MB size per Office 365 user account

Details ¥ Export

Site URL = Site owner principal name = Last activity date (U.. = Files = Active files = Storage used (MB) = Page views =
https://ahsay.sharepoint.c... [ @zhsay.onmicrosoft.com Monday, June 15, 2020 7 3 0
https‘,’;’ahsay.sharepoinl‘c..._@ahsay.onmicmsaft‘com Thursday, February 13, 2020 6 2 1]
https://ahsay.sharepoint.c... | @ahsay.onmicrosoft.com Friday, October 04, 2019 4 2 0
https://ahsay.sharepoint.c... ahsay.onmicrosaft‘com Sunday, October 06, 2019 5 2 o
httpsi//ahsay.sharepoint.c... [ =hsay.cnmicrasoft.com Thursday, luly 16, 2020 8 1 10 7
https://ahsay.sharepoint.c... NG shsay.onmicrosoft.com Thursday, February 06, 2020 6 3 0
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Appendix J: Migrating Authentication of Office 365 Backup Set

Existing backup sets are suggested to be migrated to use Modern Authentication. This will ensure that
moving forward there will be no backup and restore issues to be encountered once Microsoft
implements its product roadmap for Modern Authentication. This only needs to be done once per
Office 365 user account.

Existing Office 365 backup sets may have been created using an ordinary Office 365 account or an
Office 365 account with the Global Admin role. The following are the required Office 365 account that
must be used to authorize the migration of authentication of the existing Office 365 backup set:

© When migrating to Hybrid Authentication, any type of Office 365 account may be used to
authorize the migration of authentication.

© When migrating to Modern Authentication, if the existing Office 365 backup set was created
using an ordinary Office 365 account, an Office 365 account with a Global Admin role is required
to be used to login their credentials to authorize the migration of authentication.

The following are the two (2) migration scenarios:

© Basic Authentication to Hybrid Authentication
© Basic Authentication to Modern Authentication
@ using an ordinary Office 365 account

@ using an Office 365 account with Global Admin role

NOTE

Due to the current limitation with Microsoft API, Modern Authentication is currently not suitable for backup
sets with Personal Sites and/or SharePoint Sites selected. As a temporary workaround for Office 365
backup sets which require backup of Personal Sites and/or SharePoint Sites selected should migrate to
Hybrid Authentication until the issue has been resolved by Microsoft.

To migrate a backup set from Basic Authentication to Hybrid Authentication, follow the
instructions below:

1. Log out all Office 365 account on the default browser before starting the migration of backup
set.

2. Inthe Backup247 Advanced Client (B247PRO) main interface, click Backup Sets.

Fa

Backup Sets
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3. Select the backup set that you want to migrate to Hybrid Authentication.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
owner: w2k12rs1
Newly created on Tuesday, September 15, 2020 10:11

Office 365

4. Click Continue.

o In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use modern authentication.

Update later

5. Click Authorize.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

6. Sign in to your account.

B8 Microsoft
Sign in

I s . onmicrosoft.com

Mo account? Create one!
Cant access your account?

Sign-in options

Back
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a5 Microsoft
« I :H: Ay onmicrosoftoom

Enter password

Forgot rmy password

signin

7. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

o= Microsoft
I - 2 hsay.onmicrosoft.com

Enter code

[ We texted your phone +3X3 30002 3.
Please enter the code to signin.

947382

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.
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hackup@

Authorization Code for Microsoft 365
0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into 8247's product to complete the setup.

9. Go back to Backup247 Advanced Client (B247PRO) and paste the authorization code. Click
OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

FUMR1QSQjoBAG3_xeAJUQNQYSUAQ)5X5G0qDUBERAGNOD)FFCXHHBXIIAA

10. Click Save to finish the migration.

A
m Run on Client Office ... General
Name
General | Run on Client Office 365 Backup Set
Source A
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings N 2 hsay.onmic cor
Region
Global (V]
Windows User Authentication v
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To migrate a backup set from Basic Authentication to Modern Authentication using an ordinary
Office 365 account, follow the instructions below:

1. Logout all Office 365 account on the default browser before starting the migration of backup
set.

2. Inthe Backup247 Advanced Client (B247PRO) main interface, click Backup Sets.

a

Backup Sets

3. Select the backup set that will be migrated.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
owner: w2k12rs1
MNewly created on Tuesday, September 15, 2020 10:11

Office 365

4. Click Continue.

In order to enhance security of Office 365 backup services, it is recommended that you
"  update the Office 365 backup setting to use modern authentication.

Update later

5. Click Authorize.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.
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6. Ask your administrator to sign in using an Office 365 account with Global Admin role in order
to migrate the backup set.

Be Microsoft
Sign in

I - sy onmicrosoft.com

Mo account? Create onel
Cant access your account?

Sign-in options

Back

B® Microsoft
« G =hsay.onmicrosoftoom

Enter password

Forgot ry password

signin
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7. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

o= Microsoft
I - = hsay.onmicrosoft.com

Enter code

(1 We texted your phone +30¢ 3O000000(23.
Please enter the code to signiin.

947382

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

8. Copy the authorization code.

backupply/

Authorization Code for Microsoft 365
0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into 8247's product to complete the setup.

9. Go back to Backup247 Advanced Client (B247PRO) and paste the authorization code. Click
OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

gDIUcD9qg-fy_6DRzOMBIDshsINNVIy4twsrxej8XwK-tSnRbS-xuWXupHIAA
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10. Click Save to finish the migration.

A
Run on Client Office ... General
Name
General I Run on Client Office 365 Backup Set
Source OWneR
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings I - s ay.onmicrosoft.com
Region
Global (V]
Windows User Authentication v

Delete this backup set

To migrate a backup set with Basic Authentication to Modern Authentication using an Office
365 account with a Global Admin role, follow the steps below:

1. Logout all Office 365 account on the default browser before starting the migration of backup
set.

2. Inthe Backup247 Advanced Client (B247PRO) main interface, click Backup
Sets.

a2

Backup Sets

3. Select the backup set that will be migrated.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
Owner: w2k12rs1
MNewly created on Tuesday, September 15, 2020 10:11

Office 365
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4. Click Continue.

In order to enhance security of Office 365 backup services, it is recommended that you
update the Office 365 backup setting to use token-based authentication.

- Update later

5. Click Authorize.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

6. Sign in to your account.

B Microsoft
Sign in

I - hs 2y onmicrosoft.com

Mo account? Create onel
Cant access your account?

Sign-in options

Back

B8 Microsoft
« G -hsay.onmicrosoft.ocom

Enter password

Forgot my password

signin
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7. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

o= Microsoft
I - = hsay.onmicrosoft.com

Enter code

(1 We texted your phone +30¢ 3O000000(23.
Please enter the code to signiin.

947382

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

8. Copy the authorization code.

backupply/

Authorization Code for Microsoft 365
0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into B247°s product to complete the setup.

9. Go back to Backup247 Advanced Client (B247PRO) and paste the authorization code. Click
OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if nec copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

FYMR1QSQj0BAG3_xeAJUQNQYSUAQ)SX5GOGDUBERAGNOb|FICKHHEXIIAA
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10. Click Save to finish the migration.

-~
Run on Client Office ... General

Name
Gener'a\ | Run on Client Office 365 Backup Set
Source owner

w2k12rs1
Backup Schedule

- Office 365

Destination

Username
2T ZE AN SRinTEE N - :hsay.onmicrosoft.com

Region

Global w
Access the Internet through proxy
Windows User Authentication

Delete this backup set
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Appendix K: How to Change the Office 365 Authentication

After upgrading to Backup247 Advanced Client (B247PRO) v9.0.0.0 or above, all newly created Office
365 backup sets will automatically start using Modern Authentication. However, if the user has
selected Personal Sites and/or SharePoint Sites for Office 365 backup, this will not be possible on an
Office 365 backup set using Modern Authentication due to limitations with Microsoft API. To resolve
this issue, a change from Modern Authentication to Hybrid Authentication is needed. Please refer to
Chapters 2.19.1 and 2.19.2 for the complete list of backup and restore limitations using Modern
Authentication.

Once the backup and restore of SharePoint Web Parts and Metadata is fully supported using Modern
Authentication, Office 365 backup sets using Hybrid Authentication can be changed back to Modern
Authentication.

The following are the two (2) types of authentication change:
© Modern Authentication to Hybrid Authentication
© Hybrid Authentication to Modern Authentication

To change the authentication from Modern Authentication to Hybrid Authentication, follow the
instructions below:

1. Logoutall Office 365 account on the default browser before starting the authentication change
of the backup set.

2. Inthe Backup247 Advanced Client (B247PRO) main interface, click Backup Sets.

2

Backup Sets

3. Select the backup set that you want to change to Hybrid Authentication.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
n Owner: w2k12rs1

Newly created on Tuesday, September 15, 2020 10:11

Office 365




4.

5.

6.
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In the Backup Set Settings, click Change settings under the Office 365 screen.

A
Run on Client Office ... General
Name
General I Run on Client Office 365 Backup Set
Source SR
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings I - Hsay.onmicrosoft.com
Region
Global v
Windows User Authentication Vi

Delete this backup set

In the Office 365 credentials page, input the Office 365 Account password then click Next.

Office 365

Username

ﬁ@ahsay.nnmicmsnﬂ.mm |

Account password

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope

() Entire organization
(®) This Office 365 user only
Region

Global v

|:| Access the Internet through proxy

Click Authorize to start the authentication change process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization
code to the textbox and hit [OK] to complete the authentication.

Authonze m
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7. Sign in to your account.

Be Microsoft
Sign in

I sy onmicrosoft.oom

Mo account? Create onel
Cant access your account?

Sign-in options

Back

a5 Microsoft
« I :H: Ay onmicrosoftoom

Enter password

Forgot ry password

signin
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8. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

o= Microsoft
I - = hsay.onmicrosoft.com

Enter code

(1 We texted your phone +30¢ 3O000000(23.
Please enter the code to signiin.

947382

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

9. Copy the authorization code.

hackup@n

Authorization Code for Microsoft 365
0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into 8247's product to complete the setup.

10. Go back to Backup247 Advanced Client (B247PRO) and paste the authorization code. Click
OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

J6IIWZXNEthL]YgWVRKS8z0K82CjMghHtCzW7-XEdi4jN88QUVNHESSULKIAA
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11. Click Save to finish the authentication change of the backup set.

|
Run on Client Office ... General
Name
General | Run on Client Office 365 Backup Set
Source Ownen
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings I - s 2y onmicrosoft.com
Region
Global v
Windows User Authentication “

To change the authentication from Hybrid Authentication to Modern Authentication, follow the
instructions below:

1. Logout all Office 365 account on the default browser before starting the authentication change
of the backup set.

2. Inthe Backup247 Advanced Client (B247PRO) main interface, click Backup Sets.

2

Backup Sets

3. Select the backup set that you want to change to Modern Authentication.

Backup Sets

Sort by

Creation Time u

Run on Client Office 365 Backup Set
Owner: w2k12rs1
Newly created on Tuesday, September 15, 2020 10:11

Office 365
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4. Inthe Backup Set Settings, click Change settings under the Office 365 screen.

A
Run on Client Office ... General
Name
General | Run on Client Office 365 Backup Set
Source SWTCH
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings I - s ay.onmicrosoft.com
Region
Global (V]
Windows User Authentication v

Delete this backup set

5. Inthe Office 365 credentials page, remove the Account password then click Next.

Office 365
Username

|_@ah5ay.nnmicmsnft.mm |

Account password

App password
(Required if Office 365 Multi-Factor Authentication is enforced)

Backup scope

() Entire organization
(®) This Office 365 user only

Region

Global v

["] Access the Internet through proxy

6. Click | understand the limitation and confirm to proceed.

This will be using Modern Authentication without backup or restore functionality for
b SharePoint Web Parts and Managed Metadata.

| understand the limitation and confirm to proceed
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7. Click Authorize to start the authentication change process.

Click [Authorize] and in the pop-up browser window, sign in your Microsoft account
and authorize the backup application (if necessary), copy and paste the authorization

code to the textbox and hit [OK] to complete the authentication.

8. Signin to your account.

Be Microsoft
Sign in

I - sy onmicrosoft.com

Mo account? Create onel
Cant access your account?

Sign-in options

Back

a5 Microsoft
« I :H: Ay onmicrosoftoom

Enter password

Forgot ry password

signin
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9. If MFA is enforced, enter the verification code sent to your mobile device and click Verify.
Otherwise proceed to the next step.

o= Microsoft
I - = hsay.onmicrosoft.com

Enter code

(1 We texted your phone +30¢ 3O000000(23.
Please enter the code to signiin.

947382

Having trouble? Sign in another way

NOTE

The verification code will only be required if the MFA status of an Office 365 account is
enforced.

10. Copy the authorization code.

hackup@n

Authorization Code for Microsoft 365
0.ASsA_IShkza7uEGrYiY111VMXiGI8nVBhARCgimGnR:

Please copy and paste the above Authorization Code
into 8247's product to complete the setup.

11. Go back to Backup247 Advanced Client (B247PRO) and paste the authorization code. Click
OK to proceed.

In the pop-up browser window, sign in your Microsoft account and
authorize the backup application (if necessary). copy and paste the
authorization code to the textbox and hit [OK] to complete the
authentication.

J6IIWZXNEthL]YgWVRKS8z0K82CjMghHtCzW7-XEdi4jN88QUVNHESSULKIAA
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12. Click Save to finish the authentication change of the backup set.

|
Run on Client Office ... General
Name
| Run on Client Office 365 Backup Set
Source QWIS
w2k12rs1
Backup Schedule
o Office 365
Destination
Username
Show advanced settings 8 con
Region
Global v
Access the Internet througt )
Windows User Authentication “

Delete this backup set




