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Overview

What is this software?

Backup247 brings you specialized client backup software, namely Backup247 Advanced Client
(B247PRO), that allows you to back up your data stored on the cloud storage to either the
B247CBS backup server, another cloud or predefined storage, and local destination. This
provides set of tools that include backup and recovery of individual files with versioning and
retention policy to protect your data on cloud storages.

System Architecture

For agent-based backup and restore, the Backup247 Advanced Client (B247PRO) initiates
connection to the cloud storage (backup source) through the internet via the deployed backup
agent on the customer’s site.

Below is the system architecture diagram illustrating the major elements involved in the backup
and restore process using the Backup247 Advanced Client (B247PRO) Run on Client (Agent-
based) backup configuration.
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1.3 Why should | use Backup247 Advanced Client (B247PRO)
(Agent-based) Solution to back up my cloud data?

We are committed to bringing you a comprehensive Run on Client (Agent-based) cloud backup
and recovery solution with Backup247 Advanced Client (B247PRO). Below are some key areas
that we can help to make your backup experience a better one.
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User-defined Backup Destination

Backup users have more options in assigning a backup destination (i.e., B247CBS, Cloud or
Predefined destinations, and standard and local destination).

Performance

Agent-based backup is performed on a physical machine or computer with resources that is
dedicated for backup and restore operations. Once the backup client is deployed on the
machine, users have more control on the hardware which affects the overall backup and restore
performance.

Easy to Use

Agent-based backup solution has a traditional backup approach that is well understood by most
administrators and end users who would only need minimal effort and time to understand the
backup and/or restore operations.

Task-centered User Interface

Agent-based backup solution make it a good option for users to have more control on the
individual backup/restore and resources management.

System Logs Availability

System logs for data integrity check and space freeing up results is accessible for the end users
and can be reviewed anytime. Unlike with the agentless backup where system logs will only be
available upon request from the backup service provider.
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More Restore Locations

Agent-based backup offers you three (3) restore locations such as the local machine, original
location (or the cloud storage where you backed up them), and alternate location (which is
through the same cloud storage but on a different folder).

Restore Filter

Agent-based backup has a restore filter feature which allows users to easily search directories,
files, and/or folders to restore.

High Level of Security

We understand that the data on your cloud storage may contain sensitive information that
requires to be protected, that is why we ensure that your backup data will be encrypted with the
highest level of security measure.

© Un-hackable Encryption Key — to provide the best protection to your backup data, the
encryption feature which will default encrypt the backup data locally with an AES 256-bit
randomized encryption key.

© Encryption Key Recovery — Furthermore, we have a backup plan for you to recover your
encryption key in case you have lost it. Your backup service provider can make it mandatory
for you to upload the encryption key to the centralized management console, the encryption
key will be uploaded in hashed format and will only be used when you request for a recovery.
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Cloud Destinations Backup

By default, the B247CBS is set as the storage destination in creating a cloud file backup set.
However, you may add another storage destination(s) as provided by your backup service
provider. Below is a list of supported cloud destinations:

g Aliyun & Microsoft Azure
o

',;b_a;_ CTYun Microsoft OneDrive
X8BS
aWS Microsoft OneDrive
Amazon S3 . .
e OneDrive for Business
_ N AWS S3 Compatible
fiffamazon P Rackspace

“" webservices Cloud Storage

A

@ Wasabi n
!& Backblaze @ Dropbox

P

&

OpenStack

FTP

e Google Cloud Storage
‘ Google Drive

SFTP

NOTE

For more details, please contact B247 Technical Support.
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Run on Client

A Run on Client Cloud File Backup Set provides you with an agent-based backup solution. Manual,
scheduled, or continuous backup job is performed on the client computer. A backup agent needs to be
installed on the client machine in order to back up your data on cloud storage(s).

Differences between a Run on Client and Run on Server Backup Set

The following table summarizes the differences in backup options available between a Run on Client
and Run on Server cloud file backup set, and the tool to use (client agent or web console) when
performing a backup and restore:

Features/Functions

Run on Client
Cloud File Backup Set

Run on Server
Cloud File Backup Set

Continuous Backup

(B247PRO) / Backup247
Standard Backup Suite
(B247LITE) for Windows only

General Settings v v
Backup Source v v
Backup Schedule v/ v

Backup247 Advanced Client v

B247CBS, Predefined

B247CBS or Predefined

To Run a Backup

Standard Backup Suite
(B247LITE)

Destination Destinations, Standard and Local Destinations only
Multiple Destinations v X
Deduplication Backup247 Advanced Client Backup247 Advanced Client
(B247PRO) (B247PRO)
Retention Policy v Backup247 Advanced Client
(B247PRO)
Command Line Tool Backup247 Advanced Client x
(B247PRQ)
Backup247 Advanced Client x
_ (B247PRO) / Backup247
Reminder Standard Backup Suite
(B247LITE) for Windows only
Restore Filter v X
Bandwidth Control v Backup247 Advanced Client
(B247PRO)
IP Allowed for Restore v X
System Logs of Data Integrity v X
Check and Space Freeing Up
Others v v
Backup247 Advanced Client B247CBS User Web Console
(B247PRO) / Backup247 only

To Run a Restore

Backup247 Advanced Client
(B247PRO) / Backup247
Standard Backup Suite
(B247LITE)

B247CBS User Web Console
only
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Aside from the backup options, the table below shows other operations that can be performed using
client agent and web console:

SeRCS AL Bilos Cloud Hle Backup Set Cloud File Backip Set
Data Integrity Check v v
Space Freeing Up v X
Delete Backup Data v v
Decrypt Backup Data v X
NOTE

For more details on the Run on Server backup option, please refer to the following guides:
B247CBS v9 User Guide — Cloud File Run on Server (Agentless) Backup and Restore Guide

1.4 About This Document

What is the purpose of this document?

This document aims at providing all necessary information for you to get started with setting up
your system for Run on Client Cloud File backup and restore, followed by step-by-step
instructions on a creating a backup set, running a backup and restoring backup data using the
Backup247 Advanced Client (B247PRO) client.

The document can be divided into three (3) main parts.

Part 1: Preparing for Cloud File Backup & Restore

Requirements
Requirements on hardware & software installation

Best Practices and Recommendations
Items recommended to pay attention to before performing backup and restore

Part 2: Performing a Cloud File Backup

Logging in to Backup247 Advanced Client (Pro) client
Log in to Backup247 Advanced Client (Pro)

Creating a Backup Set
Create a backup set using Backup247 Advanced Client (Pro)

Running a Backup Set
Run a backup set using Backup247 Advanced Client (Pro)

Part 3: Restoring a Cloud File Backup

Restoring a Backup Set using Backup247 Advanced Client (Pro) client
Restore a backup set using Backup247 Advanced Client (Pro)




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

What should | expect from this document?

After reading through this documentation, you can expect to have sufficient knowledge to set
up your system to backup data on Cloud storage using the client agent, as well as to carry out
an end-to-end backup and restore process.

Who should read this document?

This documentation is intended for backup administrators and IT professionals who are
responsible for the Cloud File backup and restore.
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2 Preparing for Backup and Restore

2.1

2.2

2.3

2.4

2.5

2.6

Hardware Requirement

To achieve the optimal performance when running Backup247 Advanced Client (B247PRO)
on your machine, refer to the following article for the list of hardware requirements.
FAQ: Backup247 Hardware Requirement List (HRL) for version 9.1 or above

Software Requirement

Refer to the following article for the list of compatible operating systems and application
version.
FAQ: Backup247 Software Compatibility List (SCL) for version 9.1 or above

Internet / Network Connection

In order to allow access to the cloud storage, a stable internet connection must be available on
the computer where the Backup247 Advanced Client (B247PRO) is installed. If large amounts
of data are backed up from a cloud storage account, then a fast internet connection is required.

Backup247 Advanced Client (B247PRO) Installation

Make sure that Backup247 Advanced Client (B247PRO) is installed on a computer with Internet
access for connection to the cloud storage.

Valid Backup247 Advanced Client (B247PRO) User Account
A valid Backup247 Advanced Client (B247PRO) user account is required before you can log
in to the Backup247 Advanced Client (B247PRO) client.

Backup247 License Requirements

0] Licenses

The Cloud File Backup module is included in the basic Backup247 Advanced Client
(B247PRO) license. There is no limit on the nhumber of Cloud File backup sets in an
Backup247 Advanced Client (B247PRO) user account.

For more details, please contact your backup service provider.

2.7 Add-on Module Requirements

@ In-File Delta

The In-File Delta add-on module must be added on the Backup247 Advanced Client
(B247PRO) user account if you would like to use this feature. This only applies to
backup sets created using Backup247 Advanced Client (B247PRO) v8 or before.

NOTE

This add-on module must be enabled on the Backup247 Advanced Client (B247PRO)
user account. Please contact your backup service provider for details.
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2.8

Backup Quota Requirement

Make sure that your Backup247 Advanced Client (B247PRO) user account has sufficient quota
assigned to accommodate the storage for the cloud file backup set(s) and retention policy.

2.9

Cloud Sources

The Backup247 Advanced Client (B247PRO) Run on Client (Agent-based) Backup Solution
supports the following cloud sources to back up as provided by your backup service provider:

3

~

dws

]

_ _nin
‘.ramazon
we

b services

&
$
=
s

Aliyun

CTYun

Amazon S3

AWS S3 Compatible
Cloud Storage

Wasabi

Backblaze

Google Cloud Storage

Google Drive

Microsoft Azure

Microsoft OneDrive

Microsoft OneDrive
for Business

Rackspace

OpenStack

Dropbox

FTP

SFTP
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Login Credentials to Cloud Storage

To allow access to the cloud storage (backup source) in performing a backup, make sure to
have the correct login credentials to the cloud storage service.

Network Bandwidth

10 Mbps or above connection speed.

Best Practices and Recommendations

The following are some best practices and recommendations we strongly recommend you
follow for optimized backup and restore performance:
= Backup Destination
To provide maximum data protection and flexible restore options for agent-based

backup, it is recommended to configure:

e At least one offsite or cloud destination

e Atleast one local destination for fast recovery

= Temporary Directory Folder Location

Temporary directory folder is used by the Backup247 Advanced Client (B247PRO) for
storing backup set index files and any incremental or differential backup files generated
during a backup job. To ensure optimal backup/restoration performance, it is
recommended that the temporary directory folder is set to a local drive.

@  Performance Recommendations

Schedule backup jobs when system activity is low to achieve the best possible
performance.

® Bucket Management for Enterprise Cloud Storage Providers

If you have chosen to back up files from an enterprise cloud storage (e.g., Amazon S3,
Wasabi, Microsoft Azure, Google Cloud Storage, etc.), you will have to select a bucket
name during the creation of cloud file backup set. Each bucket has a single
compartment, and an access key is associated with a single bucket. Therefore, each
backup set can back up one bucket.

For account with multiple buckets, the backup should be organized into one bucket per
backup set. For best practice, make sure to assign one bucket name per backup set

SO you can ensure that you are selecting the correct file(s) to back up.

= Test Restore Operations

Perform test restores periodically to ensure your backup is setup and backed up
properly. Performing recovery test can also help identify potential issues or gaps in
your recovery plan. It is important that you do not try to make the test easier, as the
objective of a successful test is not to demonstrate that everything is flawless, but to
discover faults in your recovery plan. There might be flaws identified in the plan
throughout the test and it is important to identify those flaws.
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@ Periodic Backup Schedule

The periodic backup schedule should be reviewed regularly to ensure that the interval
is sufficient to handle the data volume on the machine. Over time, data usage pattern
may change on a Cloud storage account, i.e., the number of new files created, the
number of files which are updated/deleted, and new users may be added etc.

Consider the following key points to efficiently handle backup sets with periodic backup
schedule.

@ Hardware — to achieve optimal performance, compatible hardware
requirements is a must. Ensure you have the backup machine’s appropriate
hardware specifications to accommodate frequency of backups,

« so that the data is always backed up within the periodic backup interval

¢ so that the backup frequency does not affect the performance of the
production server

@  Retention Policy - also make sure to consider the retention policy settings and
retention area storage management which can grow because of the changes
in the backup data for each backup job.

2.13 Limitations
For backup source selection:

1. |Itis currently not possible to select the entire contents of the Cloud drive. Existing top-
level folders and/or files must be selected individually. If you need to back up the
contents of the entire Cloud drive, then all top-level folders and/or files must be selected.

Faidrt N Haw e madited
v i Cooge Ditve m] ] P
= DI Backag 2 Teat Filas
= B e i = P ek Fies
» D I work e D u vRAMN- st peg I8IEE O30S /2020 10°34
B & v weorication 01 pag I8IKE 03052020 1034
B & wai_sdees prg JELKE  OOAPOZE 1004
| Show fides lems perpage | 50 W | Page (1)1 w
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2. |If there are any top-level folders and/or files added to the Cloud drive after the backup
set is created, they will not be added in the backup source automatically. The backup
set will have to be manually updated to include the new top-level folders and/or files
before they can be backed up.

Example:

If the “Latest version” and “New updates” folders were created after the creation of the
backup set, and the contents of these folders must be backed up, then you must
manually select these folders to be included in the backup.

E Cloud File Backup Source
Foldaii Mo Sirw Date modified
General i O i
I Lanest version 21 P Mew updases
i
Backup Schedule e T | i o e
(= wiki_sdmis pag FEIKEOF S/ HOFL 1E: 34
Destination
Show advanced settings
| Shaw liles I'I.ti'n!-pﬂp.lln.ﬁl} L Pme:l.fl L

Delete this backug et

3. If there are any top-level folders and/or files which have been deleted from the Cloud
drive since the last backup job, they will not be removed from the backup source
automatically. The backup set will have to be manually updated to unselect the deleted
top-level folders and/or files. Otherwise, the backup job will be completed with warnings.

Example:

The following files were backed up but subsequently deleted from the top-level backup
source of the Cloud drive: was_admin.png, vm_workstation_01.png, vSAN-
hosts.png. The next backup job will encounter the following warnings until these
deleted files are unselected from the backup source.

The deleted files are highlighted in red on the backup source to indicate that they no
longer exist on the Cloud storage account.
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E Cloud File Backup ... Backup Source
Foldé i ama e Dane madified
v i Gosgle Deer O sacep
Ceneral v Ol Backus I Tt e
0 Tew Pl Wk et
e IR
& vm_woritsbaton G0 png
Wy e ran
Backup Schedule -
Destination

Sho aivanded 1emings

] Show files ems perpage 50 W Page 1)1 w

Backup log

[2021/05/04 09:56:50] [warn] [1620092933022] Backup source
"was admin.png" does not exist !

[2021/05/04 09:56:50] [cbs] [1620092933022] warn,"Backup source
\"was admin.png\" does not exist !",0,0,0,,,

[2021/05/04 09:56:50] [warn] [1620092933022] Backup source
"vm workstation 01.png" does not exist !

[2021/05/04 09:56:50] [cbs] [1620092933022] warn,"Backup source
\"vm workstation 01.png\" does not exist !",0,0,0,,,

[2021/05/04 09:56:50] [warn] [1620092933022] Backup source
"vSAN-hosts.png" does not exist !

[2021/05/04 09:56:50] [cbs] [1620092933022] warn,"Backup source
\"vSAN-hosts.png\" does not exist !/",0,0,0,,,
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3 Creating a Cloud File Backup Set

1.

3.

Log in to Backup247 Advanced Client (B247PRO).

For instructions on how to do this please refer to Chapter 7 of the Backup247 Advanced
Client (B247PRO) v9 Quick Start Guide for Mac.

In the Backup247 Advanced Client (B247PRO) main interface, click Backup Sets.

Backup Sets

Create a Cloud File backup set by clicking the “+” icon next to Add new backup set.

Backup Sets

. Add new backup set

Sort by
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5.
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Enter a Name for your backup set and select Cloud File Backup as the Backup set

type.

Create Backup Set

Name
| Client Run Cloud File Backup |

Backup set type

BN MysaL Backup
MariaDB Backup

[i] office 365 Backup
E VMware Backup

Select the Cloud type of the cloud storage that contain the data that you want to backup.

Create Backup Set

Name

| Client Run Cloud File Backup |

Backup set type

E Cloud File Backup W
Cloud type

COmER v
CIMPER

D PEBREAXEE

' Amazon S3

ws AWS 53 Compatible Cloud Storage
aws
@ Wasabi

‘ Backblaze
3 Google Cloud Storage

X Google Drive
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Depending on the cloud type you have selected, you will be prompted to enter the cloud
service login details.

Click Test to get redirected to the login page of the cloud service provider on your
default browser, then enter the login details there.

Create Backup Set

Name
‘ Client Run Cloud File Backup |

Backup set type

E Cloud File Backup W

Cloud type
‘ &. Google Drive v

Test

Click Allow to permit Backup247 Advanced Client (B247PRO) to access the cloud
storage.

G Sign in with Google

BackupEr

B247 wants to access your
Google Account

@gmail.com
This will allow B247 to:

&, See, edit, create, and delete all of your Google ®
Drive files

Make sure you trust B247

You may be sharing sensitive info with this site or app. You
can always see or remove access in your Google Account.

Learn how Google helps you share data safely.

See Ahsay's Privacy Policy and Terms of Service.

Cancel Allow
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Copy and paste the code generated by the cloud service provider to Backup247
Advanced Client (B247PRO), then click OK to confirm

Please copy this code, switch to your application and paste it there:

4/BQFEMeqvE£8X03 foXTqLAWGN6YCe 933~ 0
SCAAWUaATVLCuv7nfEIpXVvY

In the browser, log in (if necessary), and click the "Allow" button to
authorize this app. You will then be presented with an authorization
code. Please copy the authorization code and paste it here to continue.
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7. Click Next to proceed.

Create Backup Set

Name
‘ Client Run Cloud File Backup |

Backup set type

E Cloud File Backup W

Cloud type
‘ &. Google Drive v

+ Test completed successfully

NOTE

The authentication request will be opened in a new tab or window. Ensure that the pop-up
window is not blocked, and pop-up blocker is disabled in your browser.

8. Inthe Backup Source menu, select the folder / files that you would like to backup.

Backup Source

* L Coogie Dre
» 0 B ARernats Locaben
w1 B Bk fie
Clm]

| Shetra fibes.

[Previous | [ [ concet ] (et ]

NOTE

There are limitations in selecting files and/or folders in the backup source menu. For further
details, please refer to Ch. 2.13 Limitations.
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Tick the Show files checkbox at the bottom left corner if you would like to choose
individual file for backup. Click Next to proceed when you are done with the selection.

Backup Source

Pesdeny Name See Date modted
v & GCooge Drive (23 wen tler
» O Ao location O 4 08 Ansthing mp s THAm 110420023043
» R0 vackep the ) « 01 Mghwey to Heaven mo 3 LTS 270612019 2100
» Do wtater O & 190000 NCTI27 REMAY PN 03 277 .. 1862 25/09/2019 2158
BT Best Pracnces and Recommendatom dr., L IR Y A
DT Comparivon betaven ncremental and O 19A 180372020 1059
@ & e ose0 Lrom 100y el
D 5 NC 05TRRC T76MM 2304720192256
B . mC 3252006 1AM O2/06/2020 1923
DR 0Mce0I65 02762020 ppee 47IN0 29062000 1920
@ Perindic DK detaded fow.potx 14068 12/12/2019 00.00
@ (redestan 168 O9/06/2000 17 34
7 howmfenamenoescel ba I8 09082020 10.06
D o WMpt-manis tom MK 2102018 11 40

AT v0.2.4.0-Release-Document-List 2506, . 46 508NN 10

o Show files Memsperpage 50 v Page 1/1 w

9. Inthe Schedule menu, configure a backup schedule for backup job to run automatically
at your specified time interval. Slide the on/off button to turn on this feature, then click
Add new schedule to add a new schedule.

Schedule

Run scheduled backup for this backup set
On

Existing schedules
. Add new schedule

Previous Next Cancel
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New Backup Schedule

Name
' Daily-1

Type

Start backup
At v 13 w46 v

Stop

until full backup completed

|| Run Retention Policy after backup

Name — the name of the backup schedule.

Type — the type of the backup schedule. There are four (4) different types of
backup schedule: Daily, Weekly, Monthly and Custom.

@  Daily — the time of the day or interval in minutes/hours when the backup
job will run.

New Backup Schedule

Name
[ Daily-1

Type

Start backup

Bl (e v [{o0 v]

Stop

‘ until full backup completed w |

Run Retention Policy after backup




BACKLU?

HOLISTIC ONLINE BACKUP & RECOVERY

@  Weekly — the day of the week and the time of the day or interval in
minutes/hours when the backup job will run.

New Backup Schedule

Name
| Weekly-1 |

Type

Backup on these days of the week

[Tsun [IMon [ |Tue [ IwWed [ |Thu [ |Fri [v]Sat
Start backup

|at v||19 v|:|00 v|

Stop

| until full backup completed w |

Run Retention Policy after backup

@  Monthly — the day of the month and the time of the day when the backup
job will run.

New Backup Schedule

Name
‘ Monthly-1

Type

Backup on the following day every month
(JDay 1w

(o | Last v || Sunday v

Start backup at

: on the selected days

Stop

‘ until full backup completed w

Run Retention Policy after backup

@  Custom - a specific date and the time when the backup job will run.

New Backup Schedule

Name

| Custom-1 |

Type

Backup on the following day once
|2022 HDecemher v H31 v ‘

Start backup at

oy

Stop

| until full backup completed w

Run Retention Policy after backup
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© Start backup — the start time of the backup job.

@  at —this option will start a backup job at a specific time.

@  every — this option will start a backup job in intervals of minutes or hours.

Start backup Start backup
|every w | 1 minute W |every W | 1 minute W
Stop . Stop 30 minutes  *
until full bg 2 Minutes until full b
3 minutes 2 hours
RunRetg , . .. RunRetd .
5 minutes 4 hours
6 minutes 6 hours
10 minutes 8 hours
12 minutes 12 hours v

Here is an example of backup set that has a daily and weekly backup schedule.

New Backup Schedule New Backup Schedule
Name Name
| Weekly-1 | | Weekly-1
Type Type
Backup on these days of the week Backup on these days of the week
[]Sun Mon Tue Wed Thu Fri [ ]sat Sun | (Mon | |Tue | Wed | Thu | Fri Sat
Start backup Start backup
[every V”4huurs v |at v”Zl VHDU V]
Stop Stop
until full backup completed w | until full backup completed W |
Run Retention Policy after backup Run Retention Policy after backup
Figure 1.1 Figure 1.2

Figure 1.1 — Periodic scheduled every 4 hours Monday - Friday for business
hours

Figure 1.2 — Normal schedule run at 21:00 or 9:00 PM daily on Saturday &
Sunday for weekend non-business hours

© Stop - the stop time of the backup job. This only applies to schedules with start
backup “at” and is not supported for periodic backup schedule (start backup
Hevery")

@ until full backup completed — this option will stop a backup job once it is
complete. This is the configured stop time of the backup job by default.

@  after (defined no. of hrs.) — this option will stop a backup job after a
certain number of hours regardless of whether the backup job has
completed or not. This can range from 1 to 24 hrs.

The number of hours must be enough to complete a backup of all files in the
backup set. For small files in a backup, if the number of hours is not enough
to back up all files, then the outstanding files will be backed up in the next
backup job. However, if the backup set contains large files, this may result in
partially backed up files.

241
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For example, if a backup has 100GB file size which will take approximately
15 hours to complete on your environment, but you set the “stop” after 10
hours, the file will be partially backed up and cannot be restored. The next
backup will upload the files from scratch again.

The partially backed up data will have to be removed by running the data
integrity check.

As a general rule, it is recommended to review this setting regularly as the
data size on the backup machine may grow over time.

© Run Retention Policy after backup — if enabled, the Backup247 Advanced
Client (B247PRO) will run a retention policy job to remove files from the backup
destination(s) which have exceeded the retention policy after performing a
backup job.

Click the OK button to save the configured backup schedule settings.

Multiple backup schedules can be created, as an example; the four types of backup
schedules may look like the following.

Schedule

Run scheduled backup for this backup set
On

Existing schedules

Daily-1
ﬁ Daily (Everyday at 18:00)

Weekly-1
= Weekly - Saturday (Every week at 19:00)

Monthly-1
@ Monthly - The Last Sunday (Every month at 20:00)

Custom-1
E Custom (31/12/2022 at 21:00)

Click Next to proceed.

10. Inthe Destination menu, select a backup destination where the backup data will be
stored. Click the “+” icon next to Add new storage destination / destination pool.
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Destination

Backup mode

Existing storage destinations
“ Add new storage destination / destination pool

~N

NOTE

FAQ: Frequently Asked Questions on Backup Destination

For more details on Backup Destination, refer to this article:

11. Select the Destination storage.

New Storage Destination / Destination Pool
Name
B247CBS

Destination storage

B Local / Mapped Drive / Network Drive / Removable Drive
@ Wasabi

& Google Drive

@ OneDrive

P FTP
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You can choose a storage combination of Local/Mapped drive/Removable Drive, Cloud
storage or FTP. Click OK to proceed when you are done with the settings.

» If you have chosen the Local/Mapped Drive/Removable Drive option, click Change
to browse to a directory path where backup data will be stored, then click Test to
validate the path. Test completed successfully shows when the validation is done.

New Storage Destination / Destination Pool

Name
I Local-1 |

Destination storage

Local / Mapped Drive / Removable Drive u

Local path

» If you have chosen the Cloud Storage, click Test to log in to the corresponding
cloud storage service.

New Storage Destination / Destination Pool

Name

| GoogleDrive-1 ‘

Destination storage
X Google Drive u
Test

Sign up for Google Drive
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» If you have chosen the FTP as the destination, enter the the Host, Username and
Password details.

New Storage Destination / Destination Pool

Name

[FrP-1 |
Destination storage

Host Port

( ]

Username

l |

Password

(optional) FTP directory to store backup data (default to ~/Ahsay)

{ |

[ "] Connect with SSL/TLS (explicit only)

[ Access the Internet through proxy

12. You can add multiple storage destinations. The backup data will be uploaded to all the
destinations you have selected in the order you added them. Press the **  “* icon to
alter the order. Click Next to proceed when you are done with the selection.

Destination

Backup mode

Existing storage destinations

G B247CBS
Host: 10.16.10.12:443

Local-1
C\Users\Administrator\Documents

@ GoogleDrive-1

N

Previous Next ancel

13. In the Encryption window, the default Encrypt Backup Data option is enabled with an
encryption key preset by the system which provides the most secure protection.
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Encryption

Encrypt Backup Data
On

Encryption Type

Default

User password

Custom

You can choose from one of the following three Encryption Type options:

» Default — an encryption key with 44 alpha numeric characters will be randomly
generated by the system

» User password — the encryption key will be the same as the login password of
your Backup247 Advanced Client (B247PRO) at the time when this backup set is
created. Please be reminded that if you change the Backup247 Advanced Client
(B247PRO) login password later, the encryption keys of the backup sets previously
created with this encryption type will remain unchanged.

» Custom - you can customize your encryption key, where you can set your own
algorithm, encryption key, method and key length.

Encryption

Encrypt Backup Data

on il
Encryption Type
Algorithm

AES v

Encryption key

| L1111 1] |

Re-enter encryption key

Method

() ECB (® CBC

Key length

() 128-bit (e 256-bit

Click Next when you are done setting.
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14. If you have enabled the Encryption Key feature in the previous step, the following pop-
up window shows, no matter which encryption type you have selected.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

Unmask encryption key

Copy to cdlipboard

The pop-up window has the following three options to choose from:

» Unmask encryption key — The encryption key is masked by default. Click this
option to show the encryption key.

You are advised to write this encryption key down on paper and keep it
in a safe place. You will need it when you need to restore your files later.
Please confirm that you have done so.

ZPDWFyTrMWZ/09MgecmOvWQOAR9x Bli367TAUfabDiR7I=

Mask encryption key

Copy to clipboard -

» Copy to clipboard — Click to copy the encryption key, then you can paste it in
another location of your choice.

» Confirm — Click to exit this pop-up window and proceed to the next step.

Click Next to create the backup set.

15. The following screen is displayed when the Cloud File backup set is created
successfully
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Congratulations!

"Client Run Cloud File Backup" is successfully created.

e

16. Based on Best Practices and Recommendations, it is highly recommended to change
the Temporary Directory. Select another location with sufficient free disk space other
than /Users/admin/temp.

Go to Others > Temporary Directory. Click Change to browse for another location.

E‘ Client Run Cloud ... Temporary Directory

Temporary directory for storing backup files

General | 1Users/admin/temp ' Change

315.15GB free out of total 464.96GB space in /Users/admin/temp

Source Remove temporary files after backup
Backup Schedule Compressions
Destination Select compression type

| Fast with optimization for local v

Deduplication

Retention Policy Encryption
Encryption key sesess
Command Line Tool Copy to clipboard Unmask encryption key
Algorithm AES
Bandwidth Control Method cec

Key length 256 bits
Others

Hide advanced settings

Delete this backup set
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17. Optional: Select your preferred Compression type. By default, the compression is Fast
with optimization for local.

Go to Others > Compressions. Select from the following list:
e No Compression
e Normal
e Fast (Compressed size larger than normal)
e Fast with optimization for local

2y Client Run Cloud ... Temporary Directory

Temporary directory for storing backup files

General | JUsers/admin/temp | -

315.15GB free out of total 464.96GB space in /Users/admin/temp

SOU rce Remove temporary files after backup
Backup Schedule Compressions
Destination Select compression type

Fast with optimization for local w

Deduplication

No Compression

Normal

Retention Polic
Y Fast (Compressed size larger than normal)

Command Line Tool

Algorithm AES
Bandwidth Control Method cBc

Key length 256 bits
Others

Hide advanced settings

Delete this backup set
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4 Running a Backup

For an overview of the backup process, please refer to Chapter 11 in the Backup247 Advanced
Client (B247PRO) v9 Quick Start Guide for Mac.

To start a backup, follow the steps below:

1. Click the Backup icon on the main interface of Backup247 Advanced Client (B247PRO).

()

Ll

Backup

2. Select the backup set which you would like to start a backup.

Please Select The Backup Set To Backup

Creation Time W

Client Run Cloud File Backup
Owner: MacBook-Pro
‘ Newly created on Wednesday, 19 January 2022 13:52

Cloud File
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3. If you would like to modify the Destinations, Migrate Data and Retention Policy settings,
click Show advanced option.

Choose Your Backup Options

Client Run Cloud File Backup

Clowd File

Backup set type
Cloud File

Show advanced option

Previous Backup Cancel

4. When advanced options are shown, it is recommended that you tick the checkbox next
to Run Retention Policy after backup in the Retention Policy section at the bottom.
This will help you save hard disk quota in the long run.

Choose Your Backup Options

E’ Client Run Cloud File Backup

Rackup s#1
Eln-un:lpFiu e

Destinations
< (@ sz47cEs (Hoat: 125.5.184.164-800

B vocal-1 (/Ui fademin Documents Backup)

Migrate Data

Migrate existing data o e verison
Reteritsan Polay

Run Eetention Polcy after backup
Hide adwarced optior

NOTE
The Migrate Data option will only be displayed if Deduplication is enabled for the backup set.
When the Migrate Data option is enabled, the existing data will be migrated to the latest version
during a backup job. Backup job(s) for backup sets with Migrate Data enabled may take longer
to finish. For more information about this feature, refer to B247CBS v9 New Features
Supplemental document.

5. Click Backup to start the backup and wait until it is finished.
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Backup

ctun: Run Cloud File Backup
Hz4rcas  CHeet 1255 184,164 B
N Fibe | Backup fie, 054 {1000 =, .
Estinated timee beft 0 sec (7.1 1MB)
Backed up S4BME (3 files, I derectories, [ bnk)
Flapaad rime 15 nee
Tranaber rabe Oibitfs

[cance ] [reo ]

6. The backup through Backup247 Advanced Client (B247PRO) has been successful.

Backup

Emnn Run Cloud File Backup

Ez4TCEs  (Host 1255184 164-800
@ _— B
Extirnated tiree lelt O s
Backed up 12.80MB (30 files. I derectories, O linkd
Elapaad time 1 min 7 sec
Teanaler rate PR EL T
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7. Check the log of your backup by clicking this icon . It will show you the log of your
backup with corresponding date and time.

To view the backup report, return to the Backup247 Advanced Client (B247PRO) main

interface then click the following icon.

Report

Shaw | ANl -
Topsd Ly T
0 Sae | E247Pr 8,100 ] 1991 /2022 4417
ﬂ Bt erryp e b adiup L0 SR non heys 0 Lrvid 1901022 bABE 1T "™
0 St Backup (Do dupbistes snibied, Dedugbiates wegs A8 files mithin the seme Badkug wt, Mg als Dels @i PRD1PI0ZE 1404 19
0 hing Temporany Dirediary [Usery/adminbemp /1041371 72000 OESEIL4I37 1 FF006 1 IFR1/I0IE TAD 1D
) Raet raning pro-pommasdt R0/ T02T 1400 24
0 Frahed ruming pro-gommindi FRQL/TOIE B 04
) Cowninaedng vereer e it IRM1/TOEE B4 0 4
) Dosniosd waiks moes My S Backup job el 5 " PUsersaiminmemp/ LBAZ ST 1S TS092 (OESE] 425 T STOBE1A 1991/ 022 140474
ﬂ Duman izading sereer fie lan - Complenss BS01/FOZE B B4 T4
Biadng badkup courds oo Bord dish .. ER01 20T 40426
s Direciory]... Backug Bl PRO1PE02E b4 08 2T
) Puew Deeciony)... bacikp S s Aker 1391/ E022 149427
)} Reading backup sosrce Srom Bard disk... Compleed 1991/ T0IT B4 27
) o Flal.. 1000 of e BeBaE Praciicns and Recomend ndatons_dras 03 161010 wndsead - hy docs” PRQ1/T0IE Ba 0l I
0 o Bl 100 of Backus B AN, D% 79 T IRQ1 022 B4 0 10
0 Puew i) Jo0 of ks il SRAT 03 19 BT IRS1/F0FE B4 -0 58
N Pues Rie). 106 of Sackus Ble AT _03 T BT BHD1/T02E B4 0430
ﬂ P Pkl 49000 of "Backus Ble M 05 T PCT BE01/202E 404 30
) Pors el §0% of Backup e MG 05T PG PRO1PT02E B0 30
R Pirw File].. 0% of Tociouy B AN D579 PCT 13/01/Z02Z 1404 ™
Logs per page | 50 £*] Page (173 w




BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

In this Backup Report screen, you can see the backup set with corresponding
destination, completion date and time, and status.

Report Backup Report
Fram Ta
Backup 12 w (Jan W 2022 w | 19 w Jan W 2022 w “
Restore Backup s#t  w  Deitination  w | Completion Status -
Eflm‘“ Rus Clo.. (3 B2470m Today 1405 Complited
Usage

Click the backup report and the summary of the backup will be displayed.

Report Backup Report

Fram Ta
Backup 12 w [jan w | 2022 w | 19 W | jJan W || J02] w m
Restore Backup set % Destination  w Completion Status -
m Backip set ) civenit Run Clowd File Backup x

sage Destination (3 mzavcms

Job 19/01/2022 1404

Time Today 14:04 - 1405 (PHT)

Status « Completed tstieiihally

Maw Filed * B0 [ 1268E7 12 6ME ISR

Updsted files * 0

Antributes Changed Files * 0

Mg Tiles L

Deleted Files * 0

Dedups Saving 01266 [0,0%]

" Undt = Mo of filed |[Todal spped dire | Total ungipped e (Compredibon ratial]

Ko of recerds per page 'sn v. Page .Irl -
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You can also click the View Log; this will redirect you to the log summary of your

backup.
Eackup st | Client Rua Clowd File Backup W Destination | AksayCES w
leg | 19/01/2022 1404 w Shew | All -
Typs bing -1
0 san |5247Pra w16 | 19012022 10417
'u Tuivireg P rypled bad e i@l ssiryplen b o derver IWOL2027 1404 0F Ll
ﬂ Sart Rackug . [Dedupicaton snabled, Deduplcabon wope Al Bl wile e sime Backy wd Mgrabe Deka die IWOL0E 140419
'“ Using Temporany Diresiory /Usersy/adminemg 1641 I 71575000 FORMB I FT1RTO0G L INOLRGIT 140419
ﬂ Seart ranning pro - Gom At FWOLGIT 1404 14
) raned runming pre-cemmands VWOL S0 1404 24
) Downloadng server e ban IWOL R0 14 p4a T4
) Download valld ingew fles from backsp job melll 10 /Users/ aaminueme LEA2 S 71575092 JORNSIE4L 5 T1 970061 /L 19012022 14044
D Cowleading werves S 1AL Comphies 19012022 14D4a-Ta
) Readeg backus vies b Band dib VW01 F200F 1404 26
) e Dreoiory. . Betiu b IWOL/2000 140427
i vew Owectory) . By Bl wER BB IWOL2033 104 2T
) Rasding bickup towds boem Ried Gk, Compiatid IWOL202T 140427
) (s e 300 of Backup lie Besl Prsiges and Bscommendatars drsfl 0 |8.0000 -updated- sy doc” IWOLFI0E 1404 19
) Puew File). 100 of Bache file NG _03 790G IWOLRGET 140430
D) Puew File). 200 of Bacump M NG _05 799G 19012023 L0430
0 i Fla) 06 0f B NG 05 79 NG TWOL 03T 1d:Da: 30
ﬂ i File]l A0 of "Boschup Pie RGO P R 1001 I00F 140d 5
e . - . e - L] B L L L IR R
Ligs par page | 50 L3 Page 173 w

You can also search for backup reports from a specific period of date. For example, we
have the From date which is, 12 Jan 2022 and the To date which is, 18 Jan 2022. Then
click the Go button to generate the available reports.

From

12 v [Jan v 2022 w |1s v\m‘zuzz v cu|

If this is a valid range of dates then backup reports will be displayed unless there were
no backup running on the specified dates. A message of No records found will be

indicated.
Re pO I‘t Backup Report
From ) To ) )
Backup 12 v [jan v [2022 v| (18 v|\2022 v (G
Restore Backup set w . Destination w | Completion . Status v
No records found
Usage
No. of records per page |50 w Page |- w
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Restoring with a Cloud File Backup Set

Using Backup247 Advanced Client (B247PRO) to do the restoration has three (3) options.
Through Local machine, Original location, and Alternate location. Below are brief descriptions of
the said features. After this quick walkthrough you will see the step-by-step instructions with
corresponding screen shots on how to restore your data using the following options below.

(] Local machine

Restore your data to your local computer where the Backup247 Advanced Client
(B247PRO) is running.

(1] Original location

Aside from the location machine option, you are also able to restore your data to
your original location, on the cloud storage, where they are originally saved.

[+ Alternate location

Besides the two options above, you can also restore your data to an alternate
location on the same cloud storage but on a different folder.

NOTE

Log in to Backup247 Advanced Client (B247PRO). For instructions on how to do this please refer to
Chapter 7 of the Backup247 Advanced Client (B247PRO) v9 Quick Start Guide for Mac.

1. Click the Restore icon on the main interface of Backup247 Advanced Client (B247PRO).
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2. Select the backup set that you would like to restore from.

Please Select The Backup Set To Restore

Sort by

Creation Time W

Client Run Cloud File Backup
Owner: MacBook-Pro
‘ Last Backup: Wednesday, 19 January 2022 14:04

Cloud File

3. Select the backup destination that contains the data that you would like to restore.

Select From Where To Restore

Ecu-n: Run Cloud File Backup

Hr4TOEE
G Hast: 125.5. 184,164 80

Lescal-1
' [Users admin | Documests  Backup




4,

BACKL?

HOLISTIC ONLINE BACKUP & RECOVERY

Select to restore from a specific backup job, or the latest job available from the Select
what to restore drop down menu.

Select Your Files To Be Restored
Select what to restore
Choose from filesasof job v 19/01/2022 v | latest v
Felders Narme S Owe moifed
v O m247cEs O 1 e theer
v DB sacup e BT et Maaes and Recommendatons & we ool
» D10 e tivae 2 T Comparaon between ncremental and Ov 1968 10052010 1059
& & NC_ose 2738 130772019 21:08
8 « MC_0sTIpC 2.76N8 23082019 22:56
B & MC_3252 906G 1EOME  02/06/2020 1925
ST 0Mce0I83_02262020 pptx A7IM8 290012020 19 21
20 Perodc DIC detaied flow ppts 14058 12/12/2019 9000
2 oedessan 1KR OR/OR/2020 1736
2 howsbmime e ncel 1t KR OR/O6/2020 1006
2 » Wrptomanis Mmi IB6KR 2070072018 1149
@2 T v83.4.0 Release-Documen-Lnt_2 306 4K 23/08/3020 18:20
Restore 1o local computer Itemsperpige SO v Page 1/1 v
Search

Tick Restore to local computer if you want to restore the backed-up data to the local
computer. Once done selecting the files and/or folders to restore, click Next to continue.

Select Your Files To Be Restored
Select what 10 restore
Choose from fles as of job v | 19/01/2022 v | Latest v
Foldert Name sze e wocses
v @ s247ces O 1 oy tiver
v B0 sackup e 2 T sent Pracrices and Recommendasons_or KB 17/11/2021 0912
» OB et tirer 2 ': Camgarion Balmeen NOremintal and Ov 198 18032020 1059
E 5 WG 03400 LTINS 110772019 2100
L5 A b X L70ME 2370072049 2250
B« M e LEOME  02/06/2020 1923
B 0MeO16S_ 02262020 pptx ATIME 200082020 19 21
T Peroda UK detaiied Now ppts 14008 e 0
2  oudemas 1KB  OWOH/2020 1736
2 rowmAnamescescel.nx 1K OR/06/2020 10.06
B« Wrpt-munks i I86KE  21/06/2014 11 49
T 55 40 Relase-Documen-Lnt_2 508 J4KE 2370012020 16 20
[ ¥ Restore to local (omwm] temsperpage SO0 v Page 1/1 w
Search

If you want to search for directories, files and folders to be restored, click Search to use
the restore filter.

For more information on how to use the restore filter please refer to Chapter 13.3 of the
Backup247 Advanced Client (B247PRO) v9 Quick Start Guide for Mac.

The window that will be displayed will depend on the restore destination selected. Here
are the three options:

247
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e Local computer

If you want to restore on your local computer, browse to the corresponding directory
path on the local computer that you want the data to be restored to.

Choose Where The Files To Be Restored

Restore files to

| fUsers/admin/Documents/Restore | _

Show advanced option

Previous IE

Click Show advanced option to configure other restore settings.

Choose Where The Files To Be Restored

Restore files to
| JUsers/admin/Documents/Restore | _

[ verify checksum of in-file delta files during restore

Hide advanced option

Verify checksum of in-file delta files during restore

By enabling this option, the checksum of in-file delta files will be verified during the
restore process. This will check the data for errors during the restore process and
create a data summary of the in-file delta files which will be included in the report.

e Original location
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If you have chosen this option, the backup data will be restored to the original
location on the cloud storage.

Choose Where The Files To Be Restored

Restore files to

(®) Original location
() Alternate location Change
|| Verify checksum of in—file delta files during restore

Hide advanced option

e Alternate location

If you have chosen this option, backup data will be restored to another location of
your choice. Click Change to select the alternate path on the cloud storage.

Choose Where The Files To Be Restored

Restore files to
() Original location

(® Alternate location ‘ m

[ Verify checksum of in-file delta files during restore
Hide advanced option

Select the path where the data will be restored then click OK.
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Change Path

v i Gosgle Dt
b [ Akereaie Location
v [ i e
v [ matater

Choose Where The Files To Be Restored

Restore files to
() Original location

(®) Alternate location | Alternate Location Change

|| Verify checksum of in-file delta files during restore

Hide advanced option

Previous IE Cancel

Click Next to proceed.

NOTE

Data can only be restored to the local computer or to the original cloud storage where the data
was backed up from (i.e., same cloud storage provider and same account). Restoring backup
data to a different cloud storage provider or different account is NOT possible.
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6. Select the temporary directory for storing temporary files.

Temporary Directory

Temporary directory for storing restore files
JUsers/admin/temp l _

Click Restore to start the restoration. The following screen is displayed when the files are
restored successfully.

7.

Restore

Client Run Cloud File Backup

gzercEs  (Hesi: 125.5 184 Néd-Bd) .

—
« Restore Completed Succesifully
Estirmated tire left 0 sec

Revtored 12 S4M0B (11 files)
Elsped time 15 wee

Tramsber rute 4B TMBaA 3
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IMPORTANT

Data of a Run on Server Cloud File backup set can only be restored via the B247CBS web
console. The following error message will be displayed if you try to restore data of a Run on
Server Cloud File backup set via the Backup247 Advanced Client (B247PRO) user interface.

X This backup set "Server Run Cloud File Backup" can run operation on server only.
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6 Contacting Backup247

6.1 Technical Assistance

To contact Backup247 support representatives for technical assistance, visit our website
https://backup247.com.au/Support.php

6.2 Documentation

Documentations for all Backup247 modules, user guide and QuickStart are available on our
website. Alternatively, email us on support@backup247.com.au for technical demo.




